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Abbreviations

100Base-T......ccccvevververvennenns 100 Mbps Ethernet network with RJ-45 plug

Aggregation...........ccceeerenne Collection of several CEA-709 packets into a single CEA-852
packet

AST e Alarming, Scheduling, Trending

BACHEt ... Building Automation and Control Network

BBMD........ccoeveveieiereien BACnet Broadcast Management Device

[2] D2 RSSO Broadcast Distribution Table

BOOTP ... Bootstrap Protocol, RFC 1497

CA e Certification Authority

CEA-709 ..o Protocol standard for LONWORKS networks

CEA-852 ... Protocol standard for tunneling CEA-709 packets over IP
channels

CN ot Control Network

COV oo change-of-value

CR e Channel Routing

CS e Configuration Server that manages CEA-852 IP devices

DA, Data Access (Web service)

DALl ..o, Digital Addressable Lighting Interface, see IEC 62386

DHCP....ooiviieiee Dynamic Host Configuration Protocol, RFC 2131, RFC 2132

DIF, DIFE ... Data Information Field, Data Information Field Extension

DL oot Data Logger (Web service)

DNS ..o Domain Name Server, RFC 1034

DST oo Daylight Saving Time

EEP oo EnOcean Equipment Profile

GMT ..o Greenwich Mean Time

IP o Internet Protocol

IP-852....cciiiiiiiiii, logical IP channel that tunnels CEA-709 packets according
CEA-852

Y | Local Area Network

LSD TOOl ...coveviiiiiiiiiins LOYTEC System Diagnostics Tool

MAC ..o Media Access Control

MD5 ..o Message Digest 5, a secure hash function, see Internet RFC 1321

M-BUS ...covveiieieeieciccieins Meter-Bus (Standards EN 13757-2, EN 13757-3)

MIB ..ot Management Information Base

MS/TP .o Master/Slave Token Passing (this is a BACnet data link layer)

NAT L Network Address Translation, see Internet RFC 1631

N A Network Variable

OPC..eiiiee Open Process Control

OPCUA ...t OPC Unified Architecture

PEM ..ot Privacy Enhanced Mail

PLC oot Programmable Logic Controller

RN Remote Network Interface

RSTP ..o Rapid Spanning Tree Protocol (Standard IEEE 802.1D-2004)

RTT oo Round-Trip Time

RTU .o Remote Terminal Unit
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SCPT e Standard Configuration Property Type

SL Send List

SMIiiiiiii e, Standard Motor Interface

SMTP e Simple Mail Transfer Protocol

SNMP i, Simple Network Management Protocol

SNTP o Simple Network Time Protocol

SSH. i Secure Shell

SSL i Secure Socket Layer

STP e Spanning Tree Protocol (Standard IEEE 802.1D)
TLS i Transport Layer Security

UCPT ..o User-defined Configuration Property Type
Ul User Interface

UNVT..coooiiieieee e User-defined Network Variable Type
UTC.oiiieeeee e Universal Time Coordinated

VIF, VIFE......ccooiiiiiis Value Information Field, Value Information Field Extension
WLAN ..o Wireless LAN

XML it eXtensible Markup Language
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1 Introduction

1.1 Overview

The LOYTEC product family includes high performance, reliable and secure network
infrastructure components, embedded automation servers, universal agteways, touch panels,
1/0 modules, room controllers, and lighting controllers. The different device models contain
a number of components and network technologies, such as BACnet, CEA-709, KNX,
Modbus, M-Bus, MP-Bus, DALI, SMI, EnOcean.

This User Manual describes common tasks on the built-in Web server, which allows
convenient device configuration through a standard Web browser. The Web interface also
provides statistics information for system installation and network troubleshooting. Some
devices also have an LCD display, which provides a quick way to configure basic settings of
the device via a jog dial.

An embedded OPC server exposes a defined set of data points as OPC tags. It implements
the OPC XML-DA standard OPC XML-DA 1.01, which lets OPC clients access the data
points via Web services. For secure OPC communication some LOYTEC device models add
an OPC UA server. Which native data points are exposed to OPC can also be configured by
the configuration software.

LOYTEC devices permanently collect statistical information from the attached network
channels (OPC connections, FT traffic, MS/TP token passing, Ethernet traffic, etc.). Using
this data, the device is able to detect problems on these channels (overload, lost tokens,
connection problems, etc.). An intuitive user interface allows fast and easy network
troubleshooting without any additional analysis tools or deep system knowledge. For
troubleshooting Ethernet protocols a local and remote Wireshark packet capture can be
configured (see Section 19.3).

Some LOYTEC device models are also equipped with a 2-port Ethernet Switch/Hub. In
switched mode an Ethernet daisy chain can be built, which reduces cabling effort. The two
Ethernet connectors can also be configured to work as two isolated IP interfaces. This can be
used to safely connect a local building network while keeping it isolated from WAN access,
that exposes some aspects using secure services (see Section 3.2.5). By using the external L-
WLAN adapter, the device also provides a WLAN interface, which can link to an existing
access point, set up its own access point or work in a wireless mesh network (see Section
3.2.7).

1.2 CEA-709.1

LOYTEC device models that have CEA-709 are equipped with an FT port (CEA-709) and a
100Base-T Ethernet port (CEA-852). CEA-709 models come with a router option or an RNI
option. Device models with the router option contain a CEA-709 router between the FT and
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the IP-852 channel, which can be configured like an L-IP. It includes a configuration server
(CS) to manage the IP-852 channel. Device models without the router option contain a remote
network interface (RNI) instead of the router for remote network access.

A CEA-709 LOYTEC device is fully compliant with ANSI/CEA-709, ANSI/CEA-852-A,
EN 14908. The CEA-709 node, that is going to be commissioned in the network, is always
connected to the FT port of the device.

A LOYTEC device with the router option possesses a router between the CEA-852 interface
(IP-852) and the FT interface. The CEA-852 interface can be used to connect the device to
an IP-based high-speed backbone. The router can be used as a standard CEA-709 configured
router or it can be used as a self-learning plug&play router based on the high-performance,
well-proven routing core from our L-Switch plug&play multi-port router devices (“smart
switch mode”). The self-learning router doesn’t need a network management tool for
configuration but is a true plug&play and easy to use IP infrastructure component. For a
detailed description of the CEA-709 router’s usage refer to the L-IP User Manual [2].

A LOYTEC device without the router option can be configured to run either on the CEA-852
interface (IP-852 mode) or on the FT interface (FT mode). In the FT mode, the device
provides a remote network interface (RNI), which appears like a LOYTEC NIC-IP is
intended to be used together with the LOYTEC NIC software [4]. The RNI can be utilized
for remote access and configuration as well as trouble-shooting with the remote LPA. Please
consult our product literature for the LPA-IP to learn more about this IP-based CEA-709
protocol analyzer.

1.3 BACnhet

LOYTEC device models that have BACnet are BTL-certified products that implement the
B-BC profile. They are equipped with an MS/TP port and a 100Base-T Ethernet port
(BACnet/IP). The MS/TP port supports remote Wireshark packet capture for
troubleshooting. BACnet device models with the router option also contain a BACnet router
between the MS/TP and the BACnet/IP ports, which can be configured like an LIP-ME201.
The router models also include a BACnet broadcast management device (BBMD) to manage
BACnet/IP internetworks, which span across IP routers. BACnet models without the router
can register as a foreign device (FD) with other BBMDs. The device is fully compliant with
ANSI/ASHRAE 135-2010 (1.7) and 1SO 16484-5.

A LOYTEC BACnet device with the router option possesses a BACnet router between the
BACnet/IP port and the MS/TP port. This router can be operated and configured like the LIP-
ME201 from LOYTEC. The BACnet/IP interface can be used to connect the device to an IP-
based high-speed backbone. The LOYTEC device also can act as a BBMD for a BACnet/IP
network. For a detailed description of the BACnet router’s usage refer to the LIP-ME201
User Manual [3].

A BACnet device without the router option can be configured to run either on the BACnet/IP
interface or on the MS/TP interface. In BACnet/IP mode, the device can be configured as a
foreign device in another BBMD. The BACnet device without the router option may not
provide the BBMD functionality itself. The L-GATE can also be configured to be a BBMD.

1.4 M-Bus

In addition to the basic network technologies some models support the M-Bus interface
according to the standards EN 13757-2 and EN 13757-3. To get access to the M-Bus
network, an external M-Bus interface such as the L-MBUS by LOYTEC must be attached to
the device. On devices with a serial port, the M-Bus interface is connected to the serial
connector. In this case the user needs to turn M-Bus support on and off via a DIP switch. On

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 17 LOYTEC

devices without a serial port, the L-MBUS interface must be used and is connected to the
extension port (EXT).

Through the M-Bus interface the LOYTEC device can be used to scan the attached M-Bus
network for devices, pull M-Bus data points into a configuration, connect those data points
to other technologies and expose M-Bus data points to the automation server. All device
functions can be used directly on M-Bus data points. Especially trending data and polling for
data on M-Bus devices has been optimized for automatic meter reading applications.

For debugging purposes a protocol analyzer is included in the firmware and can be operated
via the Web-UI and the configuration software. For more information on how to set up the
device for using M-Bus, configuring and using M-Bus data points, refer to Chapter 7.

1.5 Modbus

In addition to the basic network technologies some models support the Modbus RTU and the
Modbus TCP interface. To get access to the Modbus network, the appropriate interfaces have
to be activated either in the Web Ul or in the configuration software. Modbus RTU is operated
with 8N1. A Modbus port can either be operated as Modbus master or Modbus slave.

On some BACnet L-INX models, the Modbus RTU and BACnet MS/TP protocols share the
same port. On those models, Modbus RTU can only be used, if BACnhet MS/TP is disabled.
Please refer to the respective product manual to learn, which device models have this
restriction.

Through the Modbus interface the device can be used to data points to other technologies,
and expose Modbus data points to OPC tags. All device functions can be used directly on
Modbus data points. Especially trending data and polling for data on Modbus devices has
been optimized for automatic meter reading applications.

For debugging purposes a protocol analyzer is included in the firmware and can be operated
via the Web Ul and the configuration software. For more information on how to set up the
device for using Modbus, configuring and using Modbus data points, refer to Chapter 8.

1.6 KNX

In addition to the basic network technologies some models can be connected to KNX
networks. To get access to a KNX TP1 network, the LKNX-300 interface has to be attached
to the device for TP1 networks. All KNX-capable models support KNXnet/IP directly with
their Ethernet interface.

The KNX interface allows creating KNX data points which can be used with the device
functions, the OPC server and also the PLC on the L-INX models. The device configuration
can be imported from an ETS database export.

For more information on how to set up the device for using KNX, configuring and using
KNX data points, refer to Chapter 9.

1.7 EnOcean

In addition to the basic network technologies some models can integrate EnOcean wireless
devices. To get access to an EnOcean network, the LENO-800 interface has to be attached
via one of the USB ports USB 1 or USB 2.
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The EnOcean interface is represented in the Configurator as a technology folder. EnOcean
devices are created from device templates and provide data points, which can be used with
the device functions, the OPC server and also the PLC on the L-INX models.

For debugging purposes a protocol analyzer is included in the firmware and can be operated
via the Web Ul. For more information on how to set up the device for using EnOcean,
configuring and using EnOcean data points, refer to Chapter 11.

1.8 SMI

In addition to the basic network technologies, some models can be connected to SMI
networks. To get access to the SMI network, the LSMI-800 interface has to be attached to
the EXT port of the device (for one SMI channel), or the LSMI-804 interface to the USB port
(for four SMI channels).

The SMI interface is represented in the Configurator as a technology folder. SMI devices are
created from device templates and provide data points, which can be used with the AST
functions, the OPC server and also the PLC on the L-INX models.

For debugging purposes a protocol analyzer is included in the firmware and can be operated
via the Web UI. For more information on how to set up the device for using SMI, configuring
and using SMI data points, refer to Chapter 10.

1.9 MP-Bus

In addition to the basic network technologies, some models can be connected to MP-Bus
devices through a dedicated MP-Bus port. On other models, the LMPBUS-804 interface can
be attached to the USB port (for four MP-Bus channels). Some models support two
LMPBUS-804 interfaces, making a total of eight MP-Bus channels. Note, that external USB
hubs are not supported.

The MP-Bus interface is represented in the Configurator as a technology folder. MP-Bus
devices are created from device templates and provide data points, which can be used with
the AST functions, the OPC server and also the PLC on the LIOB-AIR models.

For debugging purposes a protocol analyzer is included in the firmware and can be operated
via the Web Ul. For more information on how to set up MP-Bus devices and configuring
MP-Bus data points, refer to Chapter 12.

1.10L-10B

The L-INX automation server models, L-ROC room controller models allow connecting
physical 1/Os to the device via the L-IOB 1/O modules. On some models those modules can
be stacked up directly to the device using the LIOB-Connect feature. The connected 1/0
modules are automatically identified and coupled as data points into the automation server.
Some device models have additional L-10OB connection options, that support easy integration
of L-IOB 1/0 modules over FT cabling using the LIOB-FT feature, or over Ethernet using
the LIOB-IP feature.

L-10B modules are available with digital inputs and outputs, analog inputs and outputs and
universal inputs that are configurable. Some models are also available with a differential
pressure sensor.
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The 1/0 modules can be parameterized over the configuration software or the Web UI. All
parameterization data is stored on the LOYTEC device and can be reloaded to the L-10B
modules when needed. The exchange of modules is detected automatically.

Some device models are also equipped with local 1/Os, which are built into the device.
Configuration of local 1/Os is similar to 1/O configuration of LIOB-Connect, FT or IP
devices. Which specific local I/Os are available is specified in the User Manual of the
respective product.

1.11Scope

This document covers common operations on LOYTEC devices with firmware version 7.0.
For more information of specific usage refer to the User Manual of the respective product.
The data point configuration is covered by the LINX Configurator User Manual [1].
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2 LCD Display

2.1 Device Setup

Device models with an LCD display can also be configured to their basic settings through
jog dial navigation on the LCD Ul. The main page of the LCD Ul is shown in Figure 1. It
displays the device’s IP address, hostname, CPU load, system temperature and supply
voltage. On devices that don’t have Ethernet link LEDs, the LCD display shows the link
status as Eth1+2 or a respective combination thereof.

For language selection navigate to the language icon = and enter into the menu. Choose the
desired display language. The display language is updated immediately without the need to
restart the device. For the remainder of this Section the English language setting is used.

Below are menu icons. Turn the jog dial to navigate between menu icons and press to enter
a menu or go into selection mode. When in selection mode turn the jog dial to alter the value
and press again to quit the selection. The Datapoints menu I allows browsing through the
data points on the device.

LOYTEC LIMs—-112

LIMx-112-BAEREER4CF 2E
192.165.24.71 Ethl

LIOE Conn « FT .f IF ./

# 1@k FZ23U E 410 =

(ke

Figure 1: Main Screen of the LCD UI.

The Device Settings menu %# allows configuring basic device settings. Navigate to the
Device Management »» sub-menu, which is displayed in Figure 2.

Dewvice Management

TCF<IF Setup w
S0 Card =
USE Storage =

Send L-DISCO message
Fieload config

Feboot swstem

Figure 2: Device Management Menu on the LCD Ul.
This menu gives you the following options for basic device configuration:
e  TCP/IP Setup: This menu allows configuring the device’s IP address.

e HTTP Server: This menu allows to enable/disable the HTTP server and to configure its
TCP port.

e HTTPS Server: This menu allows to enable/disable the HTTP server, to configure its
TCP port and to remove an installed certificate.

o Date/Time: This menu allows setting the system time. A time synchronization
mechanism can be chosen, and the UTC offset and daylight savings can be defined.
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Send ID messages: When selecting this menu, the device sends out service pin, BACnet
I-Am, and identification broadcasts for finding the device in the L-Config tool on all
applicable ports.

Reload config: By choosing this menu, the device performs a quick restart by reloading
its configuration only.

Reboot system: By choosing this menu, the device performs a full reboot.
Clear DP config: By choosing this menu, the user can clear the device’s entire data point
configuration. This is equivalent to the same Web Ul function. The IP address as well as

other settings needed to reach the device are not deleted.

Reset pers.values: By choosing this menu, the user can clear all persistent values on the
device. They are reset to default values if defined.

Factory Defaults: By choosing this menu, the user can reset the entire device to its
factory default. Also IP addresses are cleared.

Remote Config: When enabling this option, the LWEB-822/900 master device manager
restores the last saved configuration to the discovered device, if it has no configuration
yet. This feature is beneficial when replacing a device.

PIN: Alter the default PIN to any 4-digit number to protect certain operations on the
LCD UlI. The user will be prompted to enter the PIN on protected areas.

Contrast: This menu allows adjusting the display’s contrast.

LCD Rotation: By choosing this menu item, the LCD display can be rotated by 180
degrees. This can be a useful setting if the device is mounted upside down.

Language: By choosing this menu, the user can switch between languages on the LCD
display.

2.2 BACnet Settings

The Device Settings »» menu also allows configuring basic BACnet settings. Navigate to
the BACnet »» sub-menu, which is displayed in Figure 2.

BHC =t

Send I-Hm message
jin} B224 158
Mame: LIMH-151-5TS
BACAIP net: 1
M5<TP net: 2
Save and reboot

Figure 3: BACnet Menu on the LCD UI.

This menu gives you the following options for basic BACnet configuration:

Send I-Am message: This menu allows sending an I-Am message to the BACnet
network.

ID: Use this menu to enter the BACnet device ID. Choose the first four digits then move
on the last three digits.

BAC/IP Net: On a BACnet router use this setting to specify the BACnet network
number on the BACnet/IP port.
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e MS/TP Net: On a BACnet router use this setting to specify the BACnet network number
on the MS/TP port. If the device has more than one MS/TP port this menu is available
for each MS/TP port. To disable the router port, scroll down till off appears.

2.3 WLAN Settings

On device models with a WLAN interface, the basic WLAN settings can also be configured
on the LCD display. It provides menus to display and edit settings for the WLAN client,
access point and mesh point. In order to make the setup of mesh networks simple, the Quick
Wireless Setup menu can be used. Alternatively, a previously created configuration can be
loaded from a USB stick.

Quick Wireless Setup: In the TCP/IP Setup menu choose the sub-menu Quick Wireless
Setup »» beneath the list of IP interfaces. This opens the quick wireless setup menu as shown
in Figure 4. This menu determines the physical channel for both wireless interfaces and the
settings for the mesh point on a wireless interface. Optionally, the settings for an access point
on the other wireless interface can also be made. After saving the settings, the display
automatically goes to the TCP/IP configuration menu of the mesh point interface. For
configuring the mesh point, only the mesh ID, the mesh point ID for this mesh point and a
PIN are required. Starting from the mesh point ID, a default whitelist is generated. A pre-
shared key can be generated out of the PIN code. When configuring the optional access point,
transmission of the SSID can be disabled. A default password can be used or a random
password be generated. The SSID of the access point is derived from the serial number of the
device.

ess Setup Buick - Set,
Read config from USE AF Enabled
Channel: 11 SSID: AFP-23FF41

Mesh Modes: visible
ID: 5 FUD: 2P JRNS
Member: 1 DEFAULT RAHDOM
PIN: 54252794 Save

Figure 4: Quick Wireless Setup on the LCD Display.

The TCP/IP Setup menu of a wireless interface provides a Wireless Setup »» menu, which
can be used to configure the WLAN modes of the interfaces separately (see Figure 5). After
configuring the WLAN settings and saving them, the new WLAN mode is activated.

lireless Setup

Forti geparate networ WLAM Client »

DHCF: OFF WLAM Access Point @

Addr 192 .168 .831 . 116]) WLAM Mesh Point s
Mask: 25E.255.192.888

Gtwy 192 .162 .821 .881|| Current: HMesh Point
lireless Setup >

Figure 5: Wireless Setup on the LCD Display.
The following sub-menus for the different WLAN modes are available:

e WLAN Client: This menu displays the WLAN client settings. After saving these
settings, the WLAN client mode is activated on this interface (see Figure 6).

WLAM Client
SSI0: LOYTEC-b@@1
FuD: FiZMLEUSWS
KEY-MGMT: WPAZ2-PSK
Save

Figure 6: Wireless Setup on the LCD Display.
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e WLAN Access Point: This menu (see Figure 7) allows displaying the SSID for this
access point, which has been generated out the the serial number. Transmission of the
SSID can be deactivated, the IEEE radio channel can be configured. Also a default
password can be set or a random password can be generated. When saving these settings,
the WLAN access point mode is activated on this wireless interface.

SSI0: AF1-23FF41

Modes visible

Protot 882.11b an

Channel: 11

FlD: aYZ.idt04
DEFAULT RAMDOM

Figure 7: Access Point Setup on the LCD Display.

e WLAN Mesh Point: This menu allows configuring the Mesh point (see Figure 8). The
Mesh ID can be chosen, a radio channel, PIN, and Mesh point ID can be selected. It is
also possible to configure the whitelist entries. When choosing GENERATE, a default
whitelist is generated depending on the Mesh point ID. When saving these settings, the
WLAN Mesh point mode is activated on this wireless interface.

WLAM Mesh Point WLAM Mesh Foint
MeshID:  LMESH-S Peer 28 3
Channel: 11 Feer 3@ 4
PIM: E4862794 Peer 4t 17
Member: 1 FPeer 5: 38
Whitelist GEMERATE FPeer & 31
Feer 1t 2 Feer v7: 32

Figure 8: Mesh Point Setup on the LCD Display.

Read Config from USB. This menu in the Quick Wireless Setup menu allows reading in a
previously generated Wireless configuration from a USB stick. For doing so, the USB stick
needs a valid wireless configuration file and be connected to one of the USB ports. After
loading the file, the configuration settings are displayed. These settings can then be accepted
on one selected Wireless interface or on both interfaces, as shown in Figure 9.

Select Config File

= USE load

L n_registry_ Mode 1f Mesh Point
281668303_115581 1Ml Mode 2@ Access Point
wlan_reigistr%_ Set config for ..
za1e8114_152756.Hml Wireless 1

lireless 2

Wireless 1 & 2

W

Figure 9: Loading a configuration over USB on the LCD Display.

When loading a wireless interface that has been configured in Mesh point mode, a mesh
member menu is displayed (see Figure 10). In this menu the mesh point ID of this device can
be chosen. This mesh point ID is used in the configuration by selecting OK. Additionally,
the whitelist for this mesh point will be loaded from the configuration, if it contains one.

Figure 10: Mesh Member Selection on the LCD Display.

2.4 Local I/O Settings

2.4.1 1/0 Page

On devices with local 1/0s, the 1/O page can be opened using the 1/0O »» menu from the home.
The 1/O page is shown in Figure 11. The top and bottom rows show the direction, state, and
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operating mode (without a letter = Auto, M = Manual, O = Override, D = Disabled) of all
1/Os.

Figure 11: L-10OB LCD Display Main Page

The 1/O state is shown as one of the following icons:

¢ Switch Icon: used for 1/Os which generate a digital value as well as Inputs in Switch
Mode,

e Bar Icon: used for 1/0s which generate an analog value,

e Pulse Icon: used for pulse count inputs,

e House Icon: used for occupancy inputs,

e Exclamation Mark: shown for disconnected sensors or sensors which indicate an error,
e Check Icon: shown for sensors which indicate correct operation,

e COM Icon: used for all common terminals of relays and triacs.

e CD Icon: used for STId card reader code signals.

e DT Icon: used for STId card reader data signals.

e CK Icon: used for STId card reader clock signals.

When an 1/O is selected, the middle of the main page shows the I/0O name, current value,
terminal name, and terminal number. To the right, the exit icon and 1/O state icon is shown.
When the exit icon is selected, the middle of the main page shows the device name. The
device state icon shows an exclamation mark if at least one 1/0 shows an exclamation mark.
Otherwise it shows the checked icon to indicate that all 1/0s are operating correctly.

By turning the jog dial, the user can cycle through all 1/0s. This can be used to get a quick
overview of all I/O states. Observe that the common terminal icons (COM) only show the

name and information of that terminal. No further configuration is possible for common
terminals.

2.4.2 Manual / Quick Edit Mode

If the jog dial is pushed shortly on an 1/0 in manual mode (M), the quick edit mode is entered,
which allows changing the 1/O value by turning the jog dial. By pushing the jog dial shortly
again, the quick edit mode is left. When pushing the jog dial shortly on an I/O in auto mode
(normal mode without special letter), one can quickly switch to both manual mode and quick
edit mode by turning to the jog dial. The manual mode (along with the quick edit mode) can
be left again by pushing the jog dial for at least one second. The manual mode can also be
setup in the corresponding 1/0 configuration page (see Section 2.4.3).

If an input is in manual mode, the physical input from the connected sensor is ignored and
the user can setup a simulated input value to be used in the logic application. This can be
used e.g. to test the behavior of the application in the L-IOB device depending on certain
input values. If an output is in manual mode, the value coming from the logic application is

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 25 LOYTEC

ignored and the user can set the value for the actuator connected to the physical output. This
can be used to physically test the connected actuator.

It is possible that changing the manual value is restricted via a PIN code. In this case, the user
will be requested to enter a pin code before the value can be changed. The pin code only
needs to be entered once except when the device is not operated manually for more than 30
minutes.

2.4.3 1/0 Configuration

If the jog dial is pushed for at least one second on any 1/O, the configuration page for that I/O
is entered, which allows viewing and changing configuration properties of the 1/0. The
properties which can be changed are enclosed by angle brackets (“<”, “>”). By turning the
jog dial, the user can cycle through the configuration properties. If the jog dial is pushed
shortly on a property, the edit mode is entered, which allows changing the property by turning
the jog dial. By pushing the jog dial again, the edit mode is left.

It is possible that changing properties is restricted via a PIN code. In this case, the user will
be requested to enter a pin code before a value can be changed. The pin code only needs to
be entered once except when the device is not operated manually for more than 30 minutes.

To leave the configuration page, the user must turn the jog dial until the title line (1/0 name)
is selected and then push the jog dial. Alternatively, the jog dial can also be pushed anywhere
on the page for at least 1 second.

Observe that depending on the hardware type, signal type, and interpretation of an 1/0O, the
list of configuration properties varies. Refer to the LINX Configurator User Manual [1] for
detailed information on the different configuration properties. In addition to the configuration
properties described there, for some 1/Os, a “RawValue” property will be displayed. It shows
the physical measured value for inputs (e.g. the resistance of an NTC) resp. the physical value
for outputs (e.g. the actual voltage for analog outputs). Note that this information can be used
for debugging sensors or actuators but is not available in the form of data points.

For counting inputs, two additional configuration options are available: ‘Pulse Count Reset’
and ‘Count Start Value’. Using ‘Pulse Count Reset’, the counter can either be reset to 0 or to
the value set in ‘Count Start Value’.

2.5 LIOB-IP Page

Some LOYTEC device models can additionally host LIOB-45x/55x devices in LIOB-IP
mode. This requires firmware version 4.8 or higher. The corresponding LCD page can be
entered from the main page via LIOB-IP or Device Settings »» LIOB-IP »».

Even without any configuration, the LIOB-IP bus can be scanned to check if a LIOB-45x/55x
device is connected to the L-1OB host. In the LIOB-IP page, select the item Scan LI1OB bus
to scan for an attached LIOB-45x/55x device. At the end of the scan process, the LCD will
show the detected L-IOB device and its status resp. error state. By pushing the jog dial on the
detected L-1OB device, some configuration properties of the device are displayed.

If a configuration is downloaded to the L-IOB host using the Configurator software, a
configuration run is started automatically and if the configuration matches the physically
attached LI1OB-45x/55x device, it should go online. The configuration run can also be started
manually at any time by selecting Configure LIOBs in the LIOB-IP page.

The attached L10OB-45x/55x Device can be enabled and disabled by pushing the jog dial on
the device (shown in the LIOB-IP page) and choosing Enable or Disable. To activate the
new setting, a configuration run must be started afterwards by choosing Configure LIOBs
as described above.
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The LCD Display of a connected LIOB-45x/55x device can be remotely accessed by pushing
the jog dial on the device (shown in the LIOB-IP page) and choosing Remote Display. To
leave the remote display mode again, either push and hold the jog dial for at least 10s and
then release it or exit via the Remote LCD Access menu item in the device configuration
page of the LIOB-45x/55x device.

2.6 Firmware Upgrade

Devices with USB connectors support firmware upgrade from a USB memory stick. Copy a
firmware .zip’ or ‘.dI’ file to the USB memory stick. Then plug the USB memory stick into
the device. On the LCD display a menu will pop up that offers different options on the USB
storage. Choose Firmware Update from that menu as shown in Figure 12.

He-nu [
Firrware Update
Restore

Figure 12: USB pop-up menu on the LCD UI.

A list containing available firmware images is displayed. Choose the one for the update and
confirm the choice (see Figure 13).

Figure 13: LCD Ul firmware update chooser.

The chosen file is unzipped. Do not remove the USB memory stick while uncompressing.
After the information on unzipping has disappeared, the USB memory stick can be removed.
The display indicates that the firmware upgrade is in progress and the new image is being
installed.
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3 Web Interface

LOYTEC devices come with a built-in Web server and a Web interface to configure the
device and extract statistics information. The Web interface allows configuring the IP
settings, CEA-709, CEA-852, BACnet and other configuration settings.

3.1 Device Information and Account Management
In a Web browser, enter the default IP address 192.168.1.254 of the device. Note that if your
PC has an IP address in a subnet other than 192.168.1.xxx, you must open a command tool
and enter the following route command to add a route to the device.
To Add a Route to the Device
1. Windows START - Run
2. Enter ‘emd’ and click OK.

3. In the command window enter the command line

route add 192.168.1.254 3COMPUTERNAMES

In Windows7 replace %COMPUTERNAME% with the PC's actual IP address.
4. Then open your Web browser and type in the default IP address ‘192.168.1.254°.

5. The device information page should appear as shown in Figure 14.
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LOYTEC

DLOYTEC
L(I)‘;::;‘g; (General Info _
R 6 Product LINX-151, firmware 5.1.0 2014-12-29 10:02:54
2015-01-05 18:17:35 — Hostname LINX151-0G3, 192 168 24 150
E Serial number  013003-3000000FE038
o Free RAM, swap, flash 18768 KB, 63764 KB, 126730 KB
Device Info () CPU, temp, supply 48%, 35°C, 24V
— NTP status in-sync
Data 'GCJ} Uptime 7 days, 07-10.16
Commission =
-
Config o v’ OK
Statistics =+ LI10B statis_~/LIOB_~LIOBFT _LIOB-IP
L-WEB o] IEC61131 status  +/ Logic running  +/ 110 driver active
g IEC61131 program source C:\Workspacellogicad_prj\LCampus
L-10B o . e
v ort1 + CEA-708
ed projec‘t - Port2 /LIOB-FT
Port 3 Disabled
Reset Port4 Disabled
Contact LIOB  + LIOB-Connect

Logout

UsB

Disabled

Ethernet 1 (LAN)

» connected 192.168.24.150
wVNCfor LCDUl «FTP «/Telnet «SSH

+ Global Cennections (CEA-852)

+ CEA-T09 over IP (CEA-852) LIOB-IP

v WebUl HTTP HTTPS

+ Remote packet capture  « BACnet/IP

v IEC61131 online test

«" OPC XML-DA (5 clients, 9 subscriptions)

Ethernet 2 (WAN)

¥ no link Switched

Wireless 1

Disabled

Wireless 2

Disabled

Figure 14: Device Information Page.

The device information page shows some general information about the device in the
General Info section. This includes the product model and the current firmware version.
Below, it shows important operational parameters, such as free memory, CPU load, system
temperature and supply voltage, time synchronization status and system uptime.

Note:

For AC powered devices the supply voltage reading is VAC * sqrt(2), e.g., 24VAC reads as
34V.

In the upper right corner of the page header a flag symbol indicates a language selector.
Choose the desired interface language and it will become effective immediately. This is the
same as changing language on the LCD display.

The Device Status section summarizes the status of the various ports and protocols on the
device. The summary status is displayed as a green OK checkmark. If any of the interfaces,
protocols or operational parameters are non-normal, a warning or error sign is shown instead.
The status page also indicates, if one or more data points are overridden. L-INX devices show
information on the current IEC61131 program. This includes the state of the PLC kernel, the
I/0 driver and the program source information. Shown below are further a summary on the
enabled L-10B 1/O buses and active protocols on the respective ports. All items are links that
lead directly to their configuration page.

Below the general status information more specific sections are displayed depending on the
model. The Firmware Info provides version and build times of the primary and fallback
firmware images installed on the device. The Project Information area shows details on the
currently loaded data point configuration. The Router Info and CEA-709 Application
sections include the unique node IDs (“Neuron IDs”) of the CEA-709 network interfaces.
This page can also be used to send the CEA-709 service pin messages. This is a useful feature
when commissioning the device, since it is not necessary to be on-site to press the status
button.

Click through the menus on the left hand side to become familiar with the different screens.
If you click on Config in the left menu, you will be asked to enter the administrator password
in order to make changes to the settings as shown in Figure 15. Enter the default administrator
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password ‘loytec4u’ and select Login. Note, that firmware versions previous to 4.0 used
‘admin’ as the default password.

WLOYTEC

Config

2013 EI-P;(?#]AU 36 9 Enter your username and password
Ui 0
E Account: admin []
. o]
Device Info v Password: |
-
o g
c
=
vy

m System
B Passwords

Figure 15: Enter ‘loytec4u’ as the default administrator password.

The Config menu opens. Click on Passwords in the Config menu, which opens the password
configuration page as shown in Figure 16. The device has three user accounts: (1) guest
allows the user to view certain information only, e.g., the device info page. By default the
guest user has no password. (2) operator is able to read more sensible information such as
calendar data. (3) admin has full access to the device and can make changes to its
configuration. Note that the user accounts are also used to log on to the FTP and Telnet server.

DLOYTEC

LINX-215
Logged in as

admin
2017-04-07 14:58:12

Enter the desired passwords for the administrator, operator and guest accounts
The administrator has full access to the device, whereas a guest can only view the status
infermation but net change the configuration

In order to clear a password leave the password field empty.

Device Info Account admin v

Data
Commission

New password

Password slrenﬁth. Strong

Retype password

Config

Change Password
m Port Config

W E-mail

m System

m Passwords
m Certificates

tworks under control

Figure 16: Password Configuration Screen.

Please change the administrator password in order to protect yourself from unwanted
configuration changes by anyone else. To do so, select the admin account in the drop-down
box and enter the new password. The password strength indicator will inform you about the
security quality of your password. If the administrator password is left empty, password
protection is turned off and everyone can access the device without entering a password.
Click on Change password to activate the change.

3.2 Device Configuration

The device configuration pages allow viewing and changing the device settings. Here are
some general rules for setting IP addresses, port numbers, and time values:

e Anempty IP address field disables the entry.
e Anempty port number field sets the default port number.

o Anempty time value field disables the time setting.
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3.2.1 System Configuration

The system configuration page is shown in Figure 17. This page allows configuring the
device’s system time and other system settings. The TCP/IP Configuration link is a shortcut
to the Ethernet port configuration. Follow that link to change the IP settings of the device.

The time sync source can be set to auto, manual, NTP, BACnet, or LonMark. In the auto
mode, the device switches to the first external time source that is discovered. Possible
external time sources are NTP, BACnet, LonMark. The option manual allows setting the
time manually in the fields Local Time and Local Date. In manual mode, the device does
not switch to an external time source. Note, that if NTP is selected, the NTP servers have to
be configured on the IP Configuration page (see Section 3.2.2).

In order to use BACnet as the time source, a BACnet device (time master) must be configured
to distribute time synchronization. For doing so, the BACnet address of the devices, which
shall be synchronized, must be added to the device object of the BACnet time master (see
Section 16.3.8). The device synchronizes automatically as soon as it is contacted by the
BACnet time master.

The time zone offset must be defined independently of the time source. It is specified as the
offset to GMT in hours and minutes (e.g., Vienna/Austria is +01:00, New York/USA
is -06:00). For setting the daylight saving time (DST) predefined choices are offered for
Europe and USA/Canada. DST can be switched off completely by choosing none or set
manually for other regions. In that case, start and end date of DST must be entered in the
fields below. It is also possible to automatically configure timezone and DST for a specific
region by the system settings in the Configurator (see the Enable automatic Time Zone and
DST check box). In this case, the settings cannot be edited on this page.

LINX-112
Logged in as — Go to TCP/IP Configuration to configure the IP settings.
admin (@]
2015-08-18 O7-50:54 —_ DatelTime
-
c Time sync source NTP v
o} » 5D S—_—
Device Info v Local Date 2015-08-18 yyyy-mm-dd
- - Local Time * 07:49:37 hh:mm:ss
aia
_%J UTC Date/Time 2015-08-18 07:49:37
Commission c
Conﬁg = Timezone offset ™ 01:00 hh:mm
® Port Config § Daylight saving time (DST) | Central Europe (CET, Vienna) v
DiET= 6 DST start ist v||[Su v||Jan ¥||00:00 |hh:mm
g DST end ist v|[Su_v||Jan ¥ ||DD:00 |hh:mm
—
(2] Save Date/Time ) | Get Date/Time
c
Earth Position
Latitude * 43 °[13 14 "IN *
Longitude * 16 ®120 ' |05 "IE ¥
Altitude * 200 |m
L-WEB | Save Earth Position | (et Earth Position
L-loB
4 iect System Parameters
Su A= Target units Sl v
Documentation CSV delimiter v
Reset | Save System Parameters | Get System Parameters |
Contact
Logout Remote Configuration
Request remete config Disabled v
| Save Remote Config. | Get Remote Config.

Figure 17: System Configuration Page, e.g., for Vienna, Austria.

The next section on the page allows configuring the device’s earth position. This setting
defines the longitude, latitude and elevation of the device. The latitude and longitude are
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entered as degrees, minutes, and seconds. The altitude is entered in meters height above sea
level. This setting is used for an astronomical clock. For fixed locations such as a building,
the position can be entered on this page. For moving locations, this setting can be updated
over the network using the network variable nciEarthPos (see Section 16.2.1) or by writing
to the corresponding system register.

The section System Parameters allows defining the displayed units and CSV delimiter. The
unit system can be either Sl or U.S. Depending on the chosen unit system, data point values
will be presented in either SI or U.S. units.

Important! When changing the unit system, the device needs to be rebooted and will reset all persistent
values to their default values converted to the chosen unit system.

For generating CSV files for trend logs, alarm logs, etc., the delimiter for those CSV files
can be configured. This setting can be changed between a comma °,” and a semi-colon °;’.
The change takes effect immediately for all files generated by the device.

In Remote Configuration it can be configured, whether a replaced device shall
automatically request its configuration from an LWEB-900 server. This remote configuration
request is sent only, if the device does not have a data point configuration.

The Language setting allows changing the language of the Web interface. When changing
the language setting it becomes effective immediately. Changing this setting is the same as
changing language on the LCD display.

3.2.2 Backup and Restore

A configuration backup of the device can be downloaded via the Web interface. Press the
backup link as shown in Figure 18 to start the download. The device assembles a single file
including all required files. A file requestor dialog allows specifying the location where the
backup file shall be stored.

Some contents of the backup archive can be controlled by the option check boxes. By default
passwords and IP settings are included. Trend log data can be added by setting the check box.
When clearing the check box from passwords or IP settings, the respective items are excluded
from the backup archive.

DLOYTEC Backup/Restore

LINX-153
Logged in as Backup Configuration

admin
201608-22 10:03:49 Press the backup button to download the current configuration and store it as a file on your computer.

# Include passwords in backup
X « Include IP settings in backup
Device Info Include trend logs in backup

Data

Commission

Backup

(:onflg Restore Configuration

To restore a configuration select the backup file (e.g. backup.zip) and press the restore button

m Port Config
m E-mail

Filename | Datei auswihlen | Keine ausgewahlt

Restore passwords
Restore IP configuration

Restore

m Backup/Restore
W Firmware

Figure 18: Backup/Restore page.

To restore the device settings, simply select a previously generated backup file in the Restore
Configuration section of the page by clicking the button next to the Filename field. Then
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press the Restore button. By leaving the restore check boxes unset, the respective
information is excluded from restore operation.

The backed up configuration data consists of:

e P settings, if this option is enabled,

e Passwords, if this option is enabled,

o Device settings (time zone, e-mail config, etc.),
o Data point configuration and persistent values,
e Historical values in trend logs and alarm logs, if this option is enabled,
e CEA-709 binding information,

e BACnet server objects and client mappings,

e L-IOB configuration and parameters,

e  AST settings,

e |L-WEB configuration and custom Web pages,
e |EC61131 logic program and retain variables,

e Uploaded documentation and documentation links.

3.2.3 Port Configuration

This menu allows configuring the device’s communications ports. For each communication
port, which is available on the device and shown on the label (e.g., Port 1, Port 2 Ethernet),
a corresponding configuration tab is provided by the Web UI. An example is shown in Figure
19. Each port tab contains a selection of available communication protocols. By selecting a
checkbox or radio button the various protocols can be enabled or disabled on the
communication port. Some ports allow exclusive protocol activation only, other ports (e.g.,
the Ethernet port) allow multiple protocols bound to that port.

When using L-STUDIO, some settings in the port configuration are set by deployment. A
local edit is possible for experimenting but will be overwritten by the next deploy. A pop-up
dialog warns about this fact when applicable.

DLOYTEC Port Configuration

LINX-120
Logged in as
admin
2013-07-24 17:51:42

Port1| Port2 Port3 |Pori4 ' LIOB  Ethernet

= Disable

@ CEA-T09 Transceiver: FT
i Bitrate 78.1 kBit
Device Info . .
Save Settings ] [ Get Settings Status: active

Data

Figure 19: Port Configuration Page.

When selecting a protocol on a communication port, the protocol’s communication
parameters are displayed in a box on the right-hand side. To save the settings of the currently
opened protocol, click the Save Settings button. Pressing Get Settings retrieves the current
settings from the device.
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3.2.4 IP Configuration

The TCP/IP configuration is done under the Ethernet port tab as shown in Figure 20. The
mandatory IP settings, which are needed to operate an IP interface the device, are marked
with a red asterisk (IP address, netmask, gateway). The Enable DHCP checkbox switches
between manual entry of the IP address, netmask, and gateway address, and automatic
configuration from a DHCP server.

DLOYTEC Port Configuration

L(I)_gI;gN:(ﬂ:“aa Port1| |Port2 | | Ethernet| |Serial

admin
2015-01-07 18:07:48

v TCPIP

IP Host Use DHCP
5 v FTP IP Address: " 192.168.24.111 &
Dzl e ! Telnet IP Netmask: * 255 255 192 0
Data Global Connections (CEA-852) .
CEA-709 over IP (CEA-852) [P ezt 19218811
Commission ¥ LIOB-IP
Web Ul 10-0; »02-85: rd
Conﬁg TR MAC Address 00:0A:B0:02:85:CE Use Factory Default
Link Speed & Duplex: Auto Detect v

Remcte packet capture
# Modbus TCP
¥ IECE1131 online test
OPC XML-DA

m Port Config
u E-mail The entries marked with (*) are required for proper operation

Save Settings | Get Settings

Figure 20: TCP/IP Configuration Page.

The device comes configured with a uniqgue MAC address. This address can be changed in
order to clone the MAC address of another device. Please contact your system administrator
to avoid MAC address conflicts.

If the device is operated with a 10 Mbit/s-only hub, the link speed should be switched from
Auto Detect to 10Mbps/Half-Duplex. With modern 100/10 Mbit/s switches, this setting can
be left at its default.

The settings for DNS and NTP servers should be made in the IP host settings (see Section
3.2.6). In case an IP interface runs DHCP, the DNS and NTP addresses supplied by DHCP
can be seen here. Models with one Ethernet port only do not have these settings here.

Other standard protocols that are bound to an Ethernet interface are FTP, Telnet, and HTTP
(Web server). By deselecting the checkbox, those protocols can be individually disabled. The
standard UDP/TCP ports can be changed in the respective protocol settings. An example for
the FTP server is shown for FTP in Figure 21. The FTP server is used for instance to update
the firmware (see Section 18.1) or to upload a new data point configuration. Note that HTTP
for the Web server can only be disabled on the console interface or by using the device
configuration of the Configurator.

Port1 Part2 | | Ethernet

F TCPIP — B

7 FTP
[# Telnet
[F HTTP

Save Settings I Get Settings

Figure 21: FTP server configuration on the Ethernet port.
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3.2.5 Using Multiple IP Ports

On models with multiple IP interfaces, the port configuration provides a separate port tab for
each IP port, e.g., Ethernet 1 (LAN) and Ethernet 2 (WAN). In the port mode setting these
interfaces can be enabled to operate as a separate IP network. As a default only Ethernet 1
(LAN) is enabled and configured to be switched with the Ethernet 2 port. To enable Ethernet
2 (WAN) as a separate, isolated IP network, choose Separate network in the port mode
setting as shown in Figure 22 and save settings. A reboot is required to make this change
effective.

For each IP interface configured as a separate network, the various standard protocols can be
enabled separately. As a default, the secure protocols HTTPS, SSH and OPC UA are enabled
on a new separate IP interface. Some protocols can be enabled on multiple interfaces at the
same time, others on one interface only. If one of the latter is enabled on a new separate IP
interface, a warning will be displayed, stating on which other interface the protocol will now
be disabled (e.g., CEA-709 over IP, BACnet/IP, KNXnet/IP).

The separate network mode can be used, if you want to operate an isolated building network
on the LAN and expose some aspects outside the building network (denoted as WAN). This
configuration can also be used to operate a gateway between two otherwise entirely separate
building network domains, e.g. BACnet/IP on the Ethernet 1 port and KNXnet/IP on the
Ethernet 2 port. Physically, the two Ethernet ports will be plugged into different Ethernet
switches.

DLOYTEC Port Configuration

LINX-121
Logged in as Port1 Port2| Port3| Port4 |LIOB usB IP Host| | Ethernet 1 (LAN)  Ethernet 2 (WAN) Wireless 1 Wireless 2

admin
20150107 17:39:10

+ Port Mode

Port mode: Separate network v ﬁ

Device Info Save Settings | Get Settings

Data

Figure 22: Enable the Ethernet 2 (WAN) interface.

To disable a separate IP interface, choose Disable in the port mode setting. This change is
effective immediately without a reboot. To configure switch mode again, choose Switch
Ethernet 1+2 in the port mode setting.

3.2.6 IP Host Configuration

The L-INX models, which provide a built-in Ethernet switch/hub possess a separate IP Host
tab for editing all common host settings as shown in Figure 23. These settings affect all IP
interfaces on the entire device. On models with a single Ethernet port, the IP Host settings
appear directly on the Ethernet tab.

Hostname and Domainname are optional entries and can be left empty. For some DHCP
configurations it may be necessary to enter a hostname. Please contact your system
administrator on how to configure DHCP to acquire an IP address.

If the device possesses more than one IP interface the Default Gateway setting defines the
gateway of a given IP interface, which is going to route all non-local network traffic. One of
the existing IP interfaces with a separate network must be selected here.

Up to three DNS Servers can be defined on this page. These DNS servers will be contacted
by all services on any of the IP interfaces for name resolution. In case the DNS servers are
supplied by DHCP running one of the IP interfaces, change the setting Use DNS servers
from to point to that interface.
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DLOYTEC

LINX-121

I P Port1| |Port2 | |Port3| |Portd4| LIOB USB| |IPHost| |Ethernet1(LAN)

Ethernet 2 (WAN)

admin (_:)
20150107 17:27:18 S .~ IP Host
E Hestname: \Winry B8]
Device Info 8 Save Sefiings | Get Sefings Domainname: office.loytec.com
o Default Gateway on: Ethemet 1 (LAN) v
Data Q
Commission _g Use DNS servers from: | this page v
COnﬁg = DNS Server 1: 10.101.17.2 (empty to disable)
a Port Confi &" DNS Server 2: (empty to disable)
ort Config
[ ] S DNS Server 3: (empty to disable)
S
- Use NTP servers from: | this page v
(CI_) NTP Server 1: 10101172 (empty to disable)
NTP Server 2: (empty to disable)
NTP Status: in-sync

Connection Keep Alive: | Disable v

Statistics

Ping Interval [sec]: |60
L-WEB IP Address:

L-I0B
Figure 23: Setting on the IP Host tab.

The device can be configured to synchronize its clock with NTP time. Enter the IP address
of a primary and, optionally, a secondary NTP server. The device will use NTP as a time
source if the time sync source in the system configuration page is set to NTP (see Section
3.2.1). The field NTP status below the NTP server settings displays the current NTP
synchronization status (out-of-sync, or in-sync). The settings made here apply to all IP
interfaces. In case the NTP servers are supplied by DHCP running one of the IP interfaces,
change the setting Use NTP servers from to point to that interface.

The Connection Keep Alive feature allows the device to automatically ping other devices
on the IP network in order to maintain an IP connection that might be automatically
disconnected after a specific period of time (e.g. DSL routers automatically disconnect if no
activity is detected). When enabled choose one of the options Auto IP or Custom IP.

If auto IP mode is selected and the device has a CEA-852 configuration server, a ping
message is sent to all CEA-852 devices in the channel list of the configuration server. If the
configuration server is disabled on this device a ping message is sent to the configuration
server for the IP-852 channel, if one is known. If custom IP is selected, one specific IP address
can be configured as the ping destination.

3.2.7 WLAN Configuration

Devices supporting the LWLAN-800 wireless adapter can be connected to IEEE 802.11
wireless networks. The basic functions available in WLAN operation are described in Section
17.8. Depending on the required wireless modes, the first configuration step is to select the
port mode on the Wireless tab of the port configuration, as shown in Figure 24.

Port1| |Port2| |Port3| Port4 |LIOB| |USB| |IPHost| Ethernet1(LAN)| |Ethernet2 (WAN) | Wireless1| |Wireless2

< Port Mode —
Port mode: | Disable v

Save Settings | Get Seftings Separate network
o
Bridge to Ethernet 2
Figure 24: Wireless Port Mode

The following port modes can be selected:

e Disable: The wireless interface is disabled.
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e Separate network: The wireless interface is enabled, but not bridged to any
Ethernet interface. It provides its own, isolated services.

e Bridge to Ethernet 1: The wireless interface is enabled and bridged to the Ethernet
1 interface.

o Bridge to Ethernet 2: The wireless interface is enabled and bridged to the Ethernet
2 interface.

After having selected the port mode, the IP settings have to be set, if the wireless port is
configured as a separate network. The wireless interfaces are configured in the same way as
Ethernet interfaces described in Section 3.2.5. Depending on the wireless mode, there are
some differences:

Access point mode (separate network): The IP address and netmask are used to
define the network in which client get an IP address from the built-in DHCP server.
DNS and NTP settings are not needed in this mode.
The wireless client settings are made in the Wireless protocol area. This allows setting the
WIRELESS mode in a drop-down box. The following basic modes are available, which are
described below in more detail:
e Client Mode: The WLAN client connects to an existing access point.

e  Access Point Mode: The device provides a WLAN access point where a client can
connect to the wireless network created by the device.

e Mesh Mode: This mode is used to create an IEEE 802.11s mesh network.

Client Mode. A wireless interface in client mode has the settings shown in Figure 25.

L-STAT | |RS-485 | EnOcean IPHost | | Ethernet1(LAN)| | Ethernet2 (WAN)| | Wireless 1 Wireless 2
o]
b Port Mode
C TCPIAP WIRELESS maode: WLAMN CLIENT -
) o LULEEED SSID: (1) LOYTEC-0001 Scan
Device Info v [] VNC for LCD UI
— ] FTP Search Results: 230dBm/  AEEITERT P
Data U 35dBm/ AR TR @
o [ Telnet 48dBm/1  AFROMIED
Commission c §SH -£9dBm/1  LATFTEL
= Global Connections (CEA-852) -80dBm/ 11 -
Config w1 [C] CEA-T09 over IP (CEA-852) Key Management: WPA2-PSK -
B Port Config { [0 LosP Pre-Shared Key: sseveenene [ show
il o Web Ul )
1 HTTP Verbose Logging: (M
E HTTPS
[«*] [7] Remate packet capture Wireless-USB-Adapter  LWLAN_800
c [] Modbus TCP
] BACnet/IP WLAN Client: Not Connected
RTG1439 WLAN Client Channel:
L snwp WLAN Client Signal:
OPC XML-DA lent Signal:
[] OPC UA WLAN MAC-Address: 00:0a:b0:fe:05:01
mentat
Statistics Press to save and download the current WLAN configuration and
store it as a file on your computer.
L-WEB
To import a WLAN configuration select the WLAN configuration file and
L-IOoB press the Import button.
e4 project Keine Datei ausgewahlt.

Documentation

Figure 25: WLAN Client Settings

The following settings are used to configure the wireless client mode:
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SSID: This is the service set ID identifying the wireless network to connect to. It
can be entered manually, e.g. if the network is hidden, or scanned using the scan
button. Note that scanning interrupts an active wireless connection, so use this
button only when setting up the wireless connection.

Search Results: The search results list contains the discovered SSIDs and signal
strenghts. Selecting one of the items copies it into the SSID field.

Key Management: This list selects between NONE (no encryption), WEP, WPA
and WPA2 encryption. The recommended setting is WPA2, as WPA and WEP are
not considered secure anymore and are provided for backwards compatibility.

Pre-Shared Key: The preshared key is the encryption key for the wireless network.
The show checkbox shows the PSK in clear text.

Verbose Logging: In case of connection problems, this checkbox can be activated
to store wireless connection information in the OS log. It is not recommended to
leave this option activated during normal operation.

The page displays the following information:

o Wireless-USB-Adapter: The type of the connected wireless adapter.

e WLAN Client: Displays whether the interface is connected to a wireless network.

e WLAN Client Channel: Displays the wireless channel.

e WLAN Client Signal: Displays the signal strenght.

o WLAN MAC-Address: Displays the MAC address of the wireless adapter

Access Point Mode. An access point has the settings shown in Figure 26.

DLOYTEC

Device Info

Data
Commissi
Config

W Port Config
E-mail

L-STAT |RS-485| EnOcean |IPHost |Ethernetd (LAN)| Ethernet2 (WAN) | Wireless1 Wireless 2

imentation

Statistics
L-WEB
(o]}

e4 project

Documentation

[] BACnetIP
RTE1439
[C1 sHMP
OPC XML-DA
[7] OPC UA

Save Seftings Get Settings

o
b Port Mode
c TCPIP WIRELESS maode: WLAN AP -
(@] Wireless
S8ID: LOYTEC-0001 hide SSID
v [] WNC for LCD UI @ =
- [ FTP Channel: Channel 1 -
% [T] Telnet 802 11 Protocol- 802 11b/g/n -
on c SSH Signal Strength: 100% -
5 Global Connections (CEA-852) Key M . WPA2.PSK
o~ [F] CEA-T09 over IP [CEA-852) ) LTI g M
&N [ LIOBHP Pre-Shared Key: TiZMLBU3WS [/] show
—
o Web Ul Verbose Logging: [
[ HTTP
E HTTPS
) [] Remote packet capture Wireless-USB-Adapter:  LWLAN-800
[ [£] Modbus TCP

WLAN Access-Point: Active with $5ID "LOYTEC-0001"
WLAN Clients connected: 0

WLAN MAC-Address: 00:0a:b0:fe:05:01

Press to save and download the current WLAM configuration and
store it as a file on your computer.

To import a WLAN configuration select the WLAN configuration file and
press the Import button.

Keine Datei ausgewahlt.

Figure 26: WLAN Access Point Settings
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The following settings are used to configure the access point mode:

e SSID: This is the service set ID identifying the wireless network provided by this
access point. The hide SSID checkbox hides the SSID, so that it cannot be scanned.
Not that hiding an SSID has more security drawbacks than advantages, so that this
setting should be left deactivated.

e Channel: This field selects an available channel. The 2.4 GHz Band provides 11
channels. However these channels overlap and cannot be used without interference.
When possible, use channels 1, 6 or 11 to avoid overlapping networks.

e 802.11 Protocol: This field selects the wireless protocol to use. The default and
recommended setting is 802.11b/g/n, which provides all protocols. If there are
compatibility issues with some clients, the access point can be restricted to
802.11b/g or 802.11b.

o Signal Strength: This list selects the transmission signal strength between 5 to
100%. It can be used to reduce the signal strengh, if interference with nodes farther
away shall be minimized. Ususally, it will be left at the default 100%.

o Key Management: This list selects between NONE (no encryption), WEP, WPA
and WPAZ2 encryption. The recommended setting is WPA2, as WPA and WEP are
not considered secure anymore and are provided for backwards compatibility.

o Pre-Shared Key: The preshared key is the encryption key for the wireless network.
The show checkbox shows the PSK in clear text. For a secure network, please use
WPA2, AES encryption and a PSK with at least 16 characters.

e Verbose Logging: In case of connection problems, this checkbox can be activated
to store wireless connection information in the OS log. It is not recommended to
leave this option activated during normal operation.

The page displays the following information:

o Wireless-USB-Adapter: The type of the connected wireless adapter.

e WLAN Access-Point: Displays status of the access point.

e WLAN Clients connected: Displays the number of connected WLAN Clients.

¢ WLAN MAC-Address: Displays the MAC address of the wireless adapter.

The buttons in the bottom area allow to export and import the wireless configuration. This
allows to configure a device and to easily transfer the wireless settings to other devices. The
Export button allows to save a file containing the wireless settings. The Import button
imports a wireless configuration which has been selected by the Browse button. After

changing the wireless settings, you need to click on Save Settings and reset the device for
applying the settings.

3.2.8 Mesh Configuration

Devices that support the LWLAN-800 adapter over USB or have a built-in WLAN interface
can be configured to build a Mesh network following the IEEE 802.11s standard. The basic
functions for operating a Mesh network are described in Section 17.8.2 in more detail. The
Port Mode and TCP/IP settings in the port configuration for a Mesh network are configured
the same way as described for the WLAN configuration in Section 3.2.7. The configuration
settings for the Mesh Point or Mesh Portal mode are shown in Figure 27.
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Figure 27: WLAN Mesh Network Settings

The following settings are required to configure a Mesh Point:

MeshID: The Mesh ID identifies the wireless network, which the device shall
connect to. It can be entered manually or scanned by clicking the Scan button, which
searches for available Mesh networks. Please note that a scan interferes with the
normal operation of an existing connection. Therefore a scan should only be started
in the setup phase of the network. Valid IDs are in the range between 1 and 255.

Search Results: This list shows the scanned Mesh networks, the radio channels in
use and their signal strength. By selecting an entry in this list, the respective settings
are accepted.

Channel: This field selects a radio channel. The 2.4 GHz band has 11 channels.
These channels, however, may overlap. Therefore not all of tem can be used without
interference. When possible, choose the channels 1, 6, and 11 in order to avoid
overlaps. All Mesh nodes in the network must use the same channel.

Signal Strength: This field allows setting the transmission signal strength between
5 and 100%. It can be used to reduce the signal strengh, if interference with nodes
farther away shall be minimized. Ususally, it will be left at the default 100%.

PIN: This field is used to choose an 8-digit PIN code. The Generate PSK button
generates a 64-digit pre-shard key from this PIN code. The PIN code also makes
Mesh setup easier on the LCD display.

Pre-Shared Key: This field defines the password for the Mesh network. By
selecting the check box show the password is shown as clear text.

Mesh Member: This field configures the Mesh Point ID. This ID must be unique
for each Mesh ID domain. The button Generate Whitelist can be used to generate
a default whitelist. Valid Mesh Point IDs are in the range between 1 and 20.
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e  Whitelist: This field allows configuration of up to 7 mesh point IDs, which are
allowed to communicate with this Mesh Point. The button Mesh Graph Editor
opens a graphical editor for a simplified configuration of whitelists in the Mesh
network.

¢ Visualization Port: This field configures the UDP port used for the Mesh network
visualization. Entering ‘0’ in this field deactivates the visualization traffic.

Following the settings the following information is displayed:

e  Wireless-USB-Adapter: The type of the connected wireless adapter.

e MESH Point: Displays whether the interface is connected to a mesh network..
e MESH Point Signal: Displays the signal strength.

e MESH Portal: Indicates whether this is a mesh point or portal.

o  WLAN MAC-Address: Displays the MAC address of the wireless adapter.

The buttons in the bottom area allow to export and import the wireless configuration. This
allows to configure a device and to easily transfer the wireless settings to other devices. The
Export button allows to save a file containing the wireless settings. The Import button
imports a wireless configuration which has been selected by the Browse button. After
changing the wireless settings, you need to click on Save Settings and reset the device for
applying the settings.

Mesh Graph Editor. This is a visual editor to assist a simple configuration of whitelists in
the Mesh network as shown in Figure 28 and Figure 29. Depending on the configuration of
Mesh points and connections between them in the Mesh graph, the resulting whitelist for this
Mesh network graph is displayed. When changing the Mesh graph this list is updated. The
following operations are available:

e Add a Mesh-Point: Clicking on the unused space of the graph editor creates a hnew
Mesh Point. A new Mesh Point ID is assigned using the lowest available ID. Up to
20 Mesh Points can be added to the graph editor.

e Add a connection: A new connection is created by dragging a Mesh Point and
dropping it onto another Mesh Point. This connection is represented by the Mesh
Point ID in the respective whitelists of the affected Mesh Points. The limit of 7
connections of a Mesh Point is enforced by the editor.

o Delete a Mesh Point/connection: Select a Mesh Point or a connection by clicking on
it. Then press the DEL key. By pressing the ESC key the selection is removed.

e Change a Mesh Point ID: Double-click on a Mesh Point and enter a new Mesh Point
ID.

e Change the graph layout: By holding the CTRL key Mesh Point can be moved
around in the graph in order to adapt the graph to the actual layout on site.

e Add a floorplan: By clicking the button Load Floorplan graphics can be loaded
from a .jpg or .png file as a floorplan. By holding the CTRL key and clicking on the
background the floorplan can be adapted to your needs.

e Scaling the floorplan: The drop-down box beneath the floorplan allows selecting a
scale factor.
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Mesh Point Whitelists

Mesh Point 1:  2,3,4,5,6,7,8
Mesh Point 2:  1,3,6

Mesh Point 3:  1,2,4,9,10
Mesh Point 4:  1,3,7,8,10
Mesh Point 5:  1,6,7

Mesh Point 6:  1,2,5

Mesh Point 7:  1,4,5,8
Mesh Point 8:  1,4,7,10
Mesh Point 9: 3,10

Mesh Point 10: 3,4,8,9

Click in the open space to add a node, drag from one node to another to add an edge. 100%
Ctrl-drag a node to move the graph layout. Ctrl-drag the floorplan to move the floorplan

Click a node or an edge to select it and press Delete to remove

DoubleClick on a node to change the Mesh Point ID.

Clear l l Save ] I Cancel ]

Figure 28: Mesh floorplan and online link monitor.

By using a floorplan in the Mesh graph the local layout of the building can be considered
when configuring the Mesh network. Figure 28 shows the Mesh network visualization using
a floorplan from the top view of the building. In contrast Figure 29 shows an overview plan
of a building with five floors from the side view. If Mesh network visualization over UDP
has been activated, the current signal strength between the Mesh points is added to the view.
The connections are colored depending on the signal strength. Green stands for a good
connection over -50 dBm, orange stands for a medium connection of about -50 dBm to -70
dBm and red stands for a weak connection under -70 dBm. By looking at the color-coded
connection it is fairly easy to identify weak connections and go forward to troubleshoot weak
spots in the configuration.

Mesh Point Whitelists

Mesh Point 1:  2,3,4,5,9,13,17
Mesh Point 2:  1,3,4,5,6,17,18
Mesh Point 3:  1,2,4,7,18,19

X Mesh Point 4:  1,2,3,8,12,16,20
-45dBm Mesh Point 5. 1,2,6,7,8,9.10

-65dBm
Mesh Point 6:  2,5,7,8,9,10,11
-SGdBm‘ Mesh Point 7 3,5,6,8,10,11,12
-61dBm Mesh Point 8- 4,5,6,7,12
praii S (®) Mesh Point 8 1,5,6,10,11,12
7 7 -49dBm Mesh Point 10: 5,6,7,9,11,12

Mesh Point 11: 6,7,9,10,12
Mesh Point 12: 4,7,8,9,10,11
-42dBm! -37dBm Mesh Point 13: 1,14,15,16,17
———
-_‘: Mesh Point 14: 13,15,16,17,18
il s Mesh Paint 15 13,14,16,18,19
Mesh Point 16: 4,13,14,15,19,20

-49dBm

-59dBm
Mesh Paint 17: 1,2,13,14,18,19,20

_68dBm _53dBm == -33dBm (19) _59dBm Mesh Paint 18- 2,3,14,15,17,19,20
S Gilae g, y Mesh Paint 19 3,15,16,17,18,20
Mesh Point 20- 4,16,17,18,19
-53dBm 18 - -40dBm -67dBm ™ @
-48dBm -54dBm 54dBm

ST S1aBm 15 564Bm
= - _40dBm

-33dBm
Click in the open space to add a node, drag from one node to another to add an edge. 100%

Ctrl-drag a node to move the graph layout. Ctrl-drag the floorplan to move the floorplan.
Click a node or an edge to select it and press Delete to remove.
DoubleClick on a node to change the Mesh Point ID.

Clear I [ Save ] l Cancel ]

Figure 29: Mesh floorplan from side view and online monitor
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Mesh Point Statistics. Weak performance or bad reliability in a Mesh network can have
several reasons. One of them is a badly integrated Mesh point in the Mesh network. Such a
weak point is revealed by bad connections to other Mesh points. Figure 30 shows Mesh point
statistics of directly connected Mesh points. The statistics data provides information on Mesh
point ID, MAC address, received and transmitted data, the signal strength, authentication
status and time of inactivity.

wlan0 statistics

Stat ID MAC Address rx packets TX packets 3ignal auth inactive
OK 2 00:0a:b0:fe:01:02 10435681 5091712 -41 dBm yes 50 ms
OK 3 00:0a:b0:fe:01:03 139033807 4988993 -34 dBm yes 0 ms

OK 4 00:0a:b0:fe:01:04 9985008 1168027 -35 dBm yes 52 ms
OK 5 00:0&:b0:fe:01:05 17549885 3258223 -46 dBm yes 115 ms
OK a 00:0a:b0:fe:01:09 131538658 3565334 -66 dBm yes 56 m=
OK 13 00:0a:b0:fe:01:0d 13119283 2789844 -68 dBm yes 46 ms
OK 17 00:0a:b0:fe:01:11 16381305 4039893 -65 dBm yes 57 ms

Figure 30: Mesh Point Statistics

One of the most important values are the signal strength and the authentication status. The
authentication status should always indicate successful authentication under normal
operation and the signal strength should be no less than -70 dBm for a reasonable connection.

Mesh Path Statistics. The Mesh path statistics shown in Figure 31 provide information on
the Mesh paths to all Mesh points in the Mesh network. Each line shows a Mesh path with
the receiver Mesh point ID. Additionally, the Mesh point ID of the neighboring node is given
for the respective path, to which packets are forwarded in order to reach the addressed
receiver Mesh point. More statistics information are the Mesh path metric, the sequence
number, the expiration period, the buffered packets and the state of the Mesh path.

Stat Dest MNext Metric Seqg-Nr. EXPTIME QLEN State

OK 2 2 127 121732 6129 o active sn_valid resolved
OK 3 3 114 136167 €140 1] active sn_valid resolved
OK 4 2 241 134656 6129 o active sn_walid resolved
OK 5 5 15z 209313 6130 o active sn_valid resolved
OK & 5 266 194005 €130 0 active sn_valid resolved
O 7 5 304 194300 6091 o active sn_walid resolved
OK g 5 266 159739 6116 o active sn_valid resolved
OK 9 9 114 213555 1224 0 active sn_valid resolved
O 10 9 228 171918 1127 o active sn_walid resolved
OK 11 5 456 205989 6106 o active sn_valid resolved
OK 12 5 456 181552 €099 0 active sn_valid resolved
O 13 13 114 201133 6138 o active sn_walid resolved
OK 14 13 228 186150 6096 o active sn_valid resolved
OK 15 i3 380 202138 6128 0 active sn_valid resolved
O 16 13 266 183383 6112 o active sn_walid resolved
OK 17 17 114 200086 6142 o active sn_valid resolved
OK 18 i3 342 179770 €118 0 active sn_valid resolved
O 13 3 266 195569 6140 o active sn_walid resolved
OK 20 i3 456 178536 €138 1] active sn_wvalid resolved

Figure 31: Mesh Path Statistics.

The most important figures are the Mesh path metric and the state of the Mesh path. The
Mesh path metric reflects the path quality from the Mesh point to the receiver Mesh point.
The smaller the path metric the better the connection quality to the receiver Mesh point. A
value larger than 500, however, should not be reached. In this case the Mesh point whitelist
should be optimized for this Mesh path. For normal operation the Mesh path state should
always read ‘active’, ‘sn_valid’ or ‘resolved’. This indicates an active and resolved Mesh
path with a valid sequence number.

3.2.9 VNC Configuration

LOYTEC devices equipped with an LCD display also provide remote access over Ethernet
to the LCD display. The VNC protocol is used for this purpose and the device implements a
VNC server for exposing the display. The VNC server is by default disabled on the device.
On the PC a VNC client needs to be installed. Using the default settings, the VNC client
connects to port 5900 of the device. The password is ‘loytec4u’.

The VNC server can be configured on the Ethernet tab of the port configuration. To turn on
the VNC server, enable the VNC for LCD Ul checkbox. The VNC protocol settings are
displayed in the settings box on the right-hand side as shown in Figure 32. The VNC port
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and VNC password can be changed. As a default, only one VNC client may connect. This
limit may be increased in Max VNC clients. In order to protect changes made on the LCD
Ul over VNC with a PIN code, the Admin PIN code can be configured. To disable PIN
protection, enter ‘0000°.

Pot1| |Pot2 |Port3| |Portd | |LIOB| |Ethernet

TCPIP

VNC port: 5900
Ethernet Sniffer Max VNG clients: 1
4 FTR VMNC password: loytecdu
7| Telnst Admin pin code: 0000
V] SSH
Global Connections (CEA-852)
V| CEA-709 over IP [CEA-852)
HTTP
Modbus
V| BACnet/IP

| WNC for LCD UI
OPC XML-DA

[ Save Settings H Get Settings

Figure 32: VNC Configuration.

3.2.10 CEA-709 Configuration

The CEA-709 protocol can be enabled on the device’s ports Portl, Port2, etc. if available. To
enable it, click the CEA-709 radio button as shown in Figure 33. Note, that depending on the
device model, other protocols on the same port will be disabled in this case. The protocol
settings box on the right-hand side displays the current transceiver settings.

Port1] |Porz | [Ememet

 Disable
& CEA-709

Transceiver: FT-10
Bitrate: 78 1 kBit

Save Settings Get Settings Status. active

Figure 33: CEA-709 Configuration Page.

3.2.11 CEA-852 Device Configuration

The CEA-852 protocol is only available on the Ethernet port. To enable CEA-852 on the
device, select the CEA-709 over IP (CEA-852) checkbox on the Ethernet tab of the port
configuration page. Please note that on device models without a router or a proxy, the
CEA-709 protocol on other ports will be disabled (e.g., LINX-100, L-GATE). On devices
with multiple IP interfaces, the CEA-852 protocol can be activated only on one of them.

The CEA-852 protocol settings are displayed in the settings box on the right-hand side as
shown in Figure 34. Typically, the device is added to an IP channel by entering the relevant
information on a configuration server. The configuration server then contacts the CEA-852
device of the L-INX and sends its configuration.
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Port 1 PartZ | | Ethernet

Changes will take effect after reset

" !
7 TePiP Config server address: 192168 24 23
V¥ FTP
Config server port: 1629
W Telnet )
Config client port: 1628
F HTTP
Device name: device-23
v CEA-852 (CEA-T09 over IP)
Channel mode: Standard

Pri. SNTP server:

’W Get Setlings | Sec. SNTP server:

Channel timeout [ms]: off

Escrow timeout [ms]: 64

{leave empty to disable)

Aggregation timeout [ms]: 16

{leave empty to disable)

MD5 authentication: off ¥

VWarning: This internet connection is insecure. All data will be transmitted in clear text. Use the
console interface to change the MDA secret in a secure way

MD5 secret (16 bytes, hex) |

Location string Iunknuvm

NAT Address: I Automatic NAT
{leave empty to disable)
Multicast Address: 2550039

(leave empty to disable)

Figure 34: CEA-852 Device Configuration Page.

The field Config server address and Config server port display the IP address and port of
the configuration server, which manages the L-INX and the IP channel. The field Config
client port represents the IP port of the L-INX’s CEA-852 device. This setting should be left
at its default (1628) unless there are more than one CEA-852 devices operating behind a
single NAT router. Please refer to the L-IP User Manual [2] to learn more about NAT
configuration.

In the field Device name the user can enter a descriptive name for the L-INX, which will
appear in the IP channel to identify this device. You can enter a device name with up to 15
characters. It is recommended to use unique device names throughout the IP channel.

The Channel mode field reflects the current channel mode of the CEA-852 device. It is
configured by the configuration server. If there are any two devices in the channel which use
the same IP address but different ports (e.g., multiple devices behind one NAT router) the
channel switches to Extended NAT mode. Please refer to the L-IP User Manual [2] to learn
more about configuring the Extended NAT mode in the configuration server.

The configuration server sets the SNTP server addresses and the Channel timeout.

The filed Escrow timeout defines how long the CEA-852 device on the L-INX waits for out-
of-sequence CEA-852 data packets before they are discarded. Please enter the time in ms or
‘0’ to disable escrowing. The maximum time is 255 ms.

The field Aggregation timeout defines the time interval in which multiple CEA-709 packets
are combined into a single CEA-852 data packet. Please enter the time in ms or ‘0’ to disable
aggregation. The maximum time is 255 ms. Note that disabling aggregation will negatively
affect the performance of the CEA-852 device of the LINX.

The field MD5 authentication enables or disables MD5 authentication. Note that MD5
authentication cannot be used together with the Echelon’s i.LON 1000 since the i.LON 1000
is not fully compliant with the CEA-852 authentication method. MD5 can be used with the
i.LON 600. In the following field MD5 secret enter the 16-byte MD5 secret. Note that for
security purposes the active MD5 secret is not displayed. You may enter the 16 bytes as one
string or with spaces between each byte, e.g., 00 11 22 33 44 55 66 77 88 99 AA BB CC DD
EE FF.
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Also note that entering the MD5 secret on the Web interface may pose a security risk. Since
the information is transmitted over the network it can be subject for eavesdroppers on the
line. It is recommended to use a cross-over cable.

In the field Location string the user can enter a descriptive test which identifies the physical
location of the device. A location string can have a maximum length of 255 characters. This
is optional and for informational purposes only.

If the CEA-852 device on the L-INX is used behind a NAT router, the public IP address of
the NAT router or firewall must be known. To automatically detect the NAT address leave
the Auto-NAT checkmark enabled.

The Multicast Address field allows the user to add the CEA-852 device of the L-INX into
a multi-cast group for the CEA-852 IP channel. Enter the channel’s IP multi-cast address
here. Please contact your system administrator on how to obtain a valid multi-cast address.
To learn when it is beneficial to use multi-cast addresses in your channel please refer to the
L-IP User Manual [2].

3.2.12 Global Connections Configuration

The CEA-852 device used for global connections can be configured on the Ethernet port. The
global connections function is always enabled on the CEA-852 device. This is indicated by
the checkbox Global Connections (CEA-852) on the Ethernet tab of the port configuration
page as shown in Figure 35. The settings are shared with the CEA-709 over IP settings, if
that protocol is enabled. Otherwise, the CEA-852 device is configured on this tab as described
in Section 3.2.11.

If the user does not want to share the CEA-709 over IP channel with his global connections,
the checkbox Use separate IP channel for global connections can be activated. In this case,
a separate CEA-852 device is configured on this tab as described in Section 3.2.11. Note,
that this CEA-852 device will need a different port number, e.g. 1630. The separate CEA-852
device for global connections cannot be added to the local configuration server. In this case,
also a separate configuration server (e.g. a LOYTEC L-IP) must be used.

Port1| |Port2| |Port3| Portd| |LIOB| | Ethernet

TCPIAP
Ethernet Sniffer

7 FTP Select CEA-709 over IP (CEA-852) to configure the CEA-852
configuration client.

Use separate IP channel for global connections

V| Telnet
V] SSH

Global Connections (CEA-852)
V| CEA-T09 over IP (CEA-852)

Figure 35: Global Connections Configuration Page.

3.2.13 CEA-709 Router Configuration

This page is only available on CEA-709 L-INX models with the router option (101, 111, 121,
151). The CEA-709 router configuration page allows configuring the built-in router mode.
Available modes are Configured Router and Smart Switch. The L-INX must be rebooted
to let the changes on this page take effect.

The configured router mode is the default setting. Choose this setting if you want to use the
L-INX as a standard configured CEA-709 router that can be configured in a network
management tool such as NL-200 or LonMaker.

The Smart Switch mode lets the device act as a self-learning router like the L-Switch. In this
configuration the LINX’s router doesn’t need to be configured with a network management
tool but is completely transparent in the network. Use this operating mode in a plug&play
networking environment. The switch mode should only be used in LAN networks. In Smart
Switch mode, this page has two more configuration fields: Subnet/node learning and Group
learning.
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2013-07-24 121729

Router mode: Configured Router [~
Subnet/node learning
Group learning

[ Save Seftings ] [ Get Settings ]

Device Info

orks under control

Figure 36: CEA-709 Router Configuration Page.

3.2.14 CEA-852 Server Configuration

This page is available on all L-INX and L-GATE models. On this configuration page the
configuration server on the device can be enabled or disabled. In the drop-down box Config
server status select enabled and click on Save Settings to activate the configuration server.
On devices with multiple IP interfaces choose an IP interface on which the configuration
server shall be running. Then the configuration server settings page appears as shown in
Figure 37. If the configuration server is enabled the green configuration server LED labeled
CS will be on, otherwise it will be off.

The configuration server port can be changed in the Config server port field. It is
recommended to keep the default port setting of 1629. The field Channel name is
informational only and can consist of up to 15 characters.

The field Channel members displays the current number of members on the IP-852 channel.
The field Channel mode reflects the current channel mode. The L-INX configuration server
automatically determines this mode. Depending on if there are any two devices in the channel
which use the same IP address but different ports (e.g., multiple CEA-852 devices behind
one NAT router). If all IP addresses are unique, the mode is Standard, if some are not unique
the mode is Extended NAT mode. Please refer to Section 4.4.2 to learn more about the
implications of this mode.

DLOYTEC

LINX-101

Logag:’e:lii: & E Config server status: enabled [~]
2013-07-24 12:18:25 4!:' Config server port: 1629
c NAT address:
) o}
Device Info w Channel name default
jo-
() Channel members: 2
annel mode: tandar
O Channel mod Standard
c Pri.SNTP server: 2123
5 (leave empty to disable)
§ Sec.SNTP server: -123
g - (leave empty to disable)
W CEA-709 Router o i
Channel timeout [ms]:
: gaﬁﬁ% (S?nﬁ:t 2 (leave empty to disable)
S =
OB Q Auta members: on[~]
Statistics = Roaming members on[~]
L-WEB MD5 authentication: off E
L-10B Warning: This internet connection is insecure. All data will be transmitted in clear text. Use the

console interface to change the MD5 secret in a secure way.
Reset

Contact MD5 secret (16 bytes, hex)

Logout

[ Save Settings l [ Get Settings ]

Figure 37: Configuration server settings.
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Enter NTP timer server address and ports in the fields Primary SNTP and Secondary SNTP.
The L-INX will synchronize to NTP time if primary or primary and secondary NTP servers
are specified. A list of available timeservers can be found at www.ntp.org.

The Channel timeout is an 1P-852 channel property and indicates how old a packet can be
before it is discarded. The channel timeout is set in ms. To disable the channel timeout enter
avalue of 0. To select the proper value please consult Section 4.7.1. Setting a channel timeout
other than 0 requires a valid SNTP server entry on the configuration server.

The Auto members option allows members to be automatically added to the channel. If
turned on, CEA-852 devices can register on the IP-852 channel without the device being
explicitly added on the configuration server. This special feature is useful in combination
with the LPA-IP since it can add itself to the configuration server during the debug session.
Non-responding auto members are automatically removed from the channel. This feature is
turned off by default and must be explicitly turned on. Use this option with care because new
CEA-852 devices can add themselves to the channel without knowledge of the system
operator. This could cause a potential security hole.

The Roaming members option allows tracking CEA-852 devices when their IP address
changes. This feature must be turned on if DHCP is used and the DHCP server can assign
different IP addresses to the same device (same Neuron-1D). In combination with Auto-NAT
the L-INX’s router can also be operated behind NAT routers, which change their IP address
between connection setups. For more information on this topic refer to Section 4.4.1. The
roaming member feature is turned on by default. It is recommended to turn off this feature if
DHCP is not used or if the DHCP server always assigns the same IP address to a given MAC
address.

Use the drop-down box MD5 authentication to enable and disable MD5 authentication. If
MD5 authentication is enabled, all devices on the IP-852 channel must have MD5 enabled
and must use the same MD5 secret. Note that MD5 authentication cannot be used together
with the Echelon’s i.LON 1000 since the i.LON 1000 is not fully compliant with the
CEA-852 authentication method. MD5 can be used with the i.LON 600. The MD5 secret can
be entered over the Web interface. You may enter the 16 bytes as one string or with spaces
between each byte, e.g., 00112233445566 778899 AABB CC DD EE FF.

It is recommended, however, to enter the secret locally and not over an Internet connection.
It is best to use a cross-over Ethernet cable connected to the PC.

3.2.15 CEA-852 Channel List

This page is available on all L-INX and L-GATE models. If the configuration server is
enabled on the L-INX, the CEA-852 device list can be seen in the CEA-852 channel list
menu. An example is given in Figure 33.

The Add Device button is used to add another CEA-852 device to the IP-852 channel. The
Reload button updates the Web page and the Recontact button contacts all devices to update
their status. The Execute button executes the option selected in the adjacent drop-down box
on the checked members. Each member can be selected for that action in an individual check-
box in the Sel column. Actions available are: disable, enable, delete, assign to NAT, and
remove from NAT. For more information on the actions on NAT routers refer to Section
4.4.2.
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/3 L-IP Config Channel List - Microsoft Internet Explorer o =] 53

Datei Bearbeiten  Ansicht  Favoren Exbras 2 | r

OzurUck - J - Ij @ _;\I /.-]Suchen \:‘:‘:( Farvoriten {‘,}| = - J ‘5

Advesse [{&] hitp:/152. 168.1 253jconfig/eiaB5zchist | £ wechselnzu | Links ** | Horton Antivirus ] - | & -

DLOYTEC

©
Device Info ]
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Figure 38: CEA-852 channel membership list.

The device status information is indicated with descriptive icons of different colors. The
description for the different status indicators is shown in Table 1. The Flags column indicates
with an A that the device is an auto member.

Click on the Edit button to change the device name, IP address, and port number for this
device. Click Edit on a NAT router to change the NAT router address. The Stats button
retrieves the statistics summary page from the client device.

Icon Status Description
- registered The CEA-852 device has been successfully registered
with the IP-852 channel and is fully functional.
4 unregistered The CEA-852 device has never been registered with
the 1P-852 channel.
? not contacted The CEA-852 device has not been contacted since
the configuration server has started.
1 not The CEA-852 device has been registered but is not
responding responding at the moment.
@ disabled The CEA-852 device has been disabled on the
channel (or rejected).
No extended The CEA-852 device does not support the extended
NAT NAT mode. This device is disabled.

Table 1: Possible Communication Problems in the Configuration Server.

3.2.16 BACnet Configuration

Figure 39 shows the BACnet device configuration page. This configuration page allows
setting the Device ID, which is the instance part of the Object_ldentifier property of the
BACnet Device object. The field Device name holds the name of the BACnet device object
(property Object_Name).

Important!

The device ID and device name must be unique within the BACnet internetwork.
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DLOYTEC BACnet Configuration

LINX-151
Logged in as

Device  Recipients  Time Master BDT| ACL | Slave Proxy

admin
20130724 17:2039 BACnet firmware version: 45

Device ID-* 224151

Device Info Device name:” LINX-0G3

Data Device description: LINX-151
Device location: 3rd floor
APDU timeout: 10 s
APDU segment timeout: 5 s
APDU retry count: 3

APDU length accepted: 480[~|

* These settings must be specified and unigue on the network

| Save Settings ! [ Get Settings ]

Figure 39: BACnet Device Configuration.

Further, the description and location can be configured. These configuration items
correspond to the properties Description, and Location respectively of the BACnet Device
object. For tuning BACnet application timing parameters, set APDU timeout, APDU
segment timeout, and APDU retry count. The timeout values are entered in seconds
allowing decimal notation, e.g. "7.5".

On the settings for BACnet/IP refer to Section 3.2.17. For configuring the MS/TP data link
refer to Section 3.2.18.

Note:

If this page displays the message "Device communication is disabled via BACnet network!"
the device has been externally disabled. Reboot the device to activate communication again.

3.2.17 BACnet/IP Configuration

The BACnet/IP protocol is available on the Ethernet port. To enable BACnet/IP on the
device, select the BACnet/IP checkbox on the Ethernet tab of the port configuration page.
Please note that on device models without a router, the BACnet MS/TP protocol on other
ports will be disabled (e.g., LINX-200, L-GATE). On devices with multiple IP interfaces, the
BACnet/IP protocol can be activated only on one of them.

The BACnet/IP protocol settings are displayed in the settings box on the right-hand side as
shown in Figure 40. On devices with a router (e.g., LINX-201) the Network Number of the
BACnet/IP port must be configured to operate the built-in router. If the BACnet/IP network
uses a non-default UDP port number other than 47808/0xBACO, enter this port in the
BACnet/IP port field. Enter ‘0’ in this field for switching back to the default setting.

Important!

For operating the LINX-151,201,211,221 as a BACnet router between BACnet/IP and
MS/TP, the BACnet network numbers for the BACnet/IP and MS/TP ports must be set.

Fort1  Ethernet

TCRIP

FTP MNetwork number 1
Telnat BAChet/IP part 0xBACD

HTTP BACHet/IP mode: Device (Defaulf)
:;dciuesﬂp FD BBMD IP address: l—

FD BEMD port

FD re- tration:
[ Save Setings H Get Settings re-registration see
FD retry timeout ms
FD retries

Figure 40: BACnet/IP Configuration.
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In the field BACnet/IP mode the operation mode of the device is selected:

o Device (Default): In this mode the device operates as a regular BACnet/IP device on the
local network without other advanced features.

e Foreign Device (FD): In this mode, the device registers at an existing BBMD in the
BACnet/IP network as a foreign device. It is used, if the device is located as a single
BACnet/IP device on a remote IP subnet or behind a NAT router. If operated as a foreign
device behind a NAT router, port forwarding to the BACnet/IP port (UDP, default port
0xBACO0) and optionally to the Web server and FTP server port (TCP, default port 80
and 21) must be setup in the NAT router. If foreign device is selected, the following,
additional settings must be made:

o FD BBMD IP address and FD BBMD port: IP address and port of the remote
BBMD the device registers at as a foreign device.

o FD re-registration: A foreign device must periodically re-register at a BBMD.
Here you can setup the corresponding interval. The default is 1800 seconds.

o FD retry timeout and FD retries: Here you can specify the behavior, if
registration does not work instantly. These values should be left at default:
30000ms / 3 retries.

e Broadcast Management Device (BBMD): This option is available on the L-INX
models with the router (151, 201, 211, 221) and on all L-GATE models. Same as
‘Device’ but the BBMD function is enabled (see Section 3.2.22). For BBMD-only
function, MS/TP can also be disabled (see Section 3.2.18).

On L-INX models with a BACnet router, the BACnet/IP port can be disabled while having
MS/TP still enabled. This effectively disables the router, which can be useful for debugging
purposes.

3.2.18 MS/TP Configuration

The BACnet MS/TP protocol can be enabled on one of the device’s Port tabs, if MS/TP is
available on the device model. To enable it, click the BACnet MS/TP radio button as shown
in Figure 41. Note, that depending on the device model, other protocols on the same port will
be disabled in this case. On a BACnet L-INX without a BACnet router and on the L-GATE
BACnet MS/TP port is not enabled by default. On a BACnet L-INX with a BACnet router
the MS/TP port is enabled by default.

Port1 Port2 Pport3 |Portt4 LIOB | Ethernet

Disable

Modbus Network number: 2
@ BACnet MS/TP Slave proxy: Enabled |z|
Slave auto discovery: Enabled [~
Save Settings. ] ‘ Get Settings MS/TP node number: 127
MS/TP baud rate: 38400 (default) E
MS/TP max info frames: 1
MS/TP max master: 127
Network timing: Standard |z|

Figure 41: MS/TP Configuration.

The MS/TP protocol settings are displayed in the settings box on the right-hand side as shown
in Figure 41. Mandatory settings are the MS/TP node number and the MS/TP baud rate.
The MS/TP node number determines the physical address of the device on the MS/TP
channel and must be in the range from ‘0’ to the number configured with the MS/TP max
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master configuration option. It must be unique within the MS/TP channel. The Baud rate on
the MS/TP channel can be set to 9600, 19200, 38400, and 76800 Baud.

Important:

All masters on the MS/TP channel must have the same setting for MS/TP max master.
Decreasing the default value 127 of MS/TP max master may reduce latency on the MS/TP
bus.

It is strongly recommended to leave the MS/TP max info frames and the MS/TP max
master configuration options at their default settings. In any case the MS/TP max master
number must be high enough to include the highest MS/TP node number of all masters on
the channel. Slave devices may have a higher MS/TP node number than MS/TP max master.

To operate with slow devices on the MS/TP network set the Network Timing option to slow.
This increases a number of timeouts, which is needed by some devices, but slows down
network communication. If communication problems occur in standard mode, try setting the
slow mode. For fine-tuning other parameters please refer to Section 17.4.

On L-INX models with a BACnet router (e.g., LINX-201), the Network Number of the
MS/TP port must be configured to operate the build-in router. On those L-INX models the
MS/TP port can also be disabled independently of the BACnet/IP port. On those models the
MS/TP slave proxy function can be enabled and disabled. If the slave proxy function is
enabled, auto-discovery of MS/TP slaves can be configured. The default setting on a L-INX
is slave proxy enabled with auto-discovery on.

3.2.19 BACnet Recipients

BACnet notification class (NC) objects have a recipient list. Other BACnet devices, that shall
act as alarm recipients and receive alarm notifications need to be added to the recipient list
of the respective notification class. The Recipients tab of the BACnet Config menu can be
used to view currently subscribed recipients as shown in Figure 42. Recipient entries can be
modified and deleted from the list. It is also possible to add new recipients to the list with the
Add Recipient button. This way it is possible to integrate third-party devices as alarm
recipients without an OWS.

DLOYTEC BACnet Configuration

LINX-151
Logged in as

Device Info

Device Recipients | Time Master BDT  ACL | Slave Proxy

dmin .
2013-07-24 17-56:03 [ Save Setings || Reload
NC1 (NC, 1) Add recipient
Transitions
Recipient Process ID Confirmed offnormal fault normal
00:00:00.00 23:59:00.00 224220 Inst. [v] 4711 ) x
NC2 (NC, 2) Recipient list empty Add recipient

Figure 42: BACnet Recipients Configuration.

3.2.20 BACnet Time Master

The BACnet time master function relies on a list of time recipients. The Time Master tab of
the BACnet Config Web page (see Figure 43) allows adding and removing time recipients
of two classes: UTC time sync recipients, and time sync recipients (receiving local time).
The time sync interval can also be configured on this tab. See Section 16.3.8 for more
information on the settings for time sync interval, interval offset and align intervals.
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3.2.21 BACnet Restart Notifications

3.2.22 BACnet BDT (Broadcast Distribution Table)

MDLOYTEC

LINX-151
Logged in as

admin
2013-07-24 18:11:23

Device Info
Data
Config

Po

networks under control

m E-mail

Device

Time Sync Properties

Recipients ~ Time Master  EDT L Slave Proxy

Time Sync. Interval
1440 0

UTC Time Sync Recipients

Time Sync Recipients

Interval Offset

Align Intervals

Add

Add

Figure 43: BACnet Time Master Configuration.

The device can be configured to send out a BACnet restart notification every time the device
is starting. The list of recipients for this notification can be configured on the BACnet
Restart Notifications tab. Click the Add button for adding a new line to the list. Then choose
the recipient type from the drop-down box; it can be etiher a device instance number or a
BACnet address. For broadcasting the restart notification, choose Addr and type in an
asterisk “*’ for a global broadcast or prefix it with a destination subnet, e.g. *12:* as shown
in Figure 44. Then click Save Settings to store the new recipient.

DLOYTEC

LINX-151
Logged in as

admin
2015-01-08 10:49:43

Device Info
Data

Commission

~vorks under control

Device Recipients

Save Settings | Reload

Restart Notification Recipients

Time Master|  Restart Notifications | BDT |ACL | Slave Proxy

12:+

Addr. v R

Figure 44: Broadcast BACnet restart notifications to a subnet.

The BBMD function is only available on L-INX models with the BACnet router option (151,
201,211, 221) and on all L-GATE models. The BBMD function is needed when a BACnet/IP
network spans over several IP subnets separated by IP routers. If the device is configured as
a BBMD, i.e. the BACnet/IP mode is set to Broadcast Management Device, see Section
3.2.16, the BDT (Broadcast Distribution Table) specifies all other BBMDs of the BACnet/IP
network. The BDT is shown in Figure 45.
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Logged in as Device

Recipients | | Time Master BDT  ACL

admin 6
2013-07-24 17:25:31 — i
— Global Settings
g Write-protect BDT from network
Device Info ] [T] Enable 1-hop mode
Data E: [ Save Settings ] [ Get Settings ]
©
Conﬁg c Broadcast Distribution Table
=
2 ['Add Device | [ Reload | [ Distribute |
—
o
g No  IP Address. Port Netmask
"G_j 0 10102.77.77 0xBACD 255.255 255 255
c 1 10.10277.78 0xBACD 255.255.255 255
261131
m Ceriificates 2 101027779 0xBACD 255255255255
Statistics 3 101027780 0xBACD 255255255 255

L-WEB
L-1OB
Reset

Figure 45: BACnet Broadcast Distribution Table.

Slave Proxy

Action on Selected [+]

ooo ol

By clicking Add Device new BBMDs (IP address and port) can be added. With Action on
Selected and selecting existing entries, certain BBMDs can be deleted again from the table.
It is not necessary to reboot the device when changing the table. However, you may want to
click Distribute in order to propagate the table to all BBMDs in the list.

Note:

The recommended maximum are 100 BBMD entries in the BDT.

In the Global Settings section of this configuration page the behavior of the BDT can be
modified:

Write-protect BDT from network: If this option is enabled, the BBMD will reject any
Write-BDT requests from the BACnet network. This option may be useful to protect

your BDT tables from malicious access from the network.

Enable 1-hop mode: Normally, the BBMD forwards broadcasts to the designated IP
addresses of other BBMDs. This mode is called 2-hop mode. If the IP infrastructure
allows sending directed broadcasts to other subnets, the BBMD can be switched to 1-
hop mode. In this case, the subnet masks of the destination networks must be configured

in the BDT entries.

3.2.23 BACnet ACL (Access Control List)

The device provides a feature in BACnet/IP to filter packets from certain sources on the
BACnet/IP network. This feature is based on an access control list (ACL). An example of the
ACL configuration is shown in Figure 46.
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DLOYTEC

BACnet Configuration

Device  Recipients |Time Master BDT ACL  Slave Proxy

LINX-151
Logged in as

admin

2013-07-24 17:29:42
Bl IP Address Subnet Mask Access
S ) 1921681564 265,255 255 255 allow
[ 10.401.47.0 255.255.256.0 allow

] 0.0.0.0 0.0.0.0 deny
0000 0000 allow

Figure 46: BACnet Access Control List (ACL).

The user can add and delete entries to the ACL. Each entry contains a source specification,
which consists of an IP address and an IP mask, and an action (allow or deny). For specifying
single hosts use the IP address and the mask '255.255.255.255'. For an address range specify
an appropriate mask. For example use '10.101.17.0" and the mask '255.255.255.0' to specify
all hosts with IP addresses '10.101.17.xxx". To specify all IP addresses use '0.0.0.0' and the
mask '0.0.0.0".

The ACL is evaluated from specific host entries down to wider ranges. When adding new
entries the ACL is automatically sorted, having the most precise definition at the top and the
most general one at the bottom. The default behavior is to allow packets from all IP addresses.
This is also the default entry in the ACL.

The example shown in Figure 46 specifies the following behavior for BACnet/IP:
1. Allow packets from the device 192.168.1.64
2. Otherwise allow packets from devices in the network 10.101.17.xxx

3. Otherwise deny packets from all (other) IP addresses. Note, that a "deny" overrules an
"allow".

3.2.24 BACnet Slave Proxy

On L-INX models with a BACnet router (e.g., LINX-201), the MS/TP slave proxy function
is available. It can be enabled in the MS/TP port configuration settings (see Section 3.2.18).
In auto-discovery mode the slave proxy permanently scans the MS/TP channel and
automatically detects MS/TP slave devices. On the Slave Proxy tab of the BACnet Config
page the Slave Address Bindings list shows all detected slave devices and displays their
device instance number and BACnet address (DNET:MAC address) information as shown
in Figure 47.

It is also possible to manually add slave address bindings in case MS/TP devices are not
detected automatically. For doing so click the Add button and enter the device instance
number and BACnet address. If not known, leave the DNET part empty and press Enter.
After adding all manual entries select the Update DNET check box and click on Save
Settings. This updates the current MS/TP DNET number for the manual slave address
bindings.
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MDLOYTEC

LINX-221
Logged in as

Device Recipients Time Master BDT ACL  Slave Proxy

admin e
—
c Slave Address Bindings
Device Inf 8 Instance number DNET:MAC Address
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Data ]
_g Manual Slave Address Bindings Add
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=
—
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)
Q
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Figure 47: BACnet MS/TP slave proxy address bindings.

3.2.25 E-mail Configuration

The Web interface provides the e-mail configuration page to set up an e-mail account, which
is used to send e-mails. The content and time when e-mails are sent is configured through the
Configurator software (see the LINX Configurator User Manual). The e-mail configuration
page is shown in Figure 48.

In the field for the outgoing e-mail server, enter the SMTP server of your Internet provider.
Typically, the SMTP server port can be left at 25. In the field Source E-mail Address, enter
the e-mail address of the device’s e-mail account. In the field Source E-mail Sender Name
enter a name that the e-mail will display as the source name. Note, that only ASCII characters
are allowed in the name. If replies shall be sent to another e-mail address, specify this in the
Reply E-mail Address.

If the provider’s SMTP server requires authentication, enter the required user name and
password. Note, that username/password is supported as well as SSL/TLS authentication
(e.g., for using Hotmail, gmail, or Yahoo!). For older versions of secure connection check
the SMTPS check box.

To verify the e-mail configuration, reboot the device to let the changes take effect and return
to the e-mail configuration page. Then press one of the Send Test E-mail buttons. Note, that
a DNS server must be configured in the IP settings (see Section 3.2.4) to resolve the e-mail
server host name. The Web Ul displays a warning message at the top of the page, if the DNS
configuration is missing.

DLOYTEC

LINX-151
Logged in as

Qutgoing e-mail server (SMTP) mgate.chello.at

admin
2013-07-25 14:31:24

Qutgoing e-mail server port 25

Use SMTPS connection =]

Source e-mail address linx_100@chello.at
Device Info Source e-mail sender name Manual
Data Reply e-mail address (opt.) huber@aon.af Send Test E-mail

E-mail server user name
(Leave empty to disable authentification)
E-mail server password

l Save Settings ] [ Get Settings ]

networks under control

]
 BACnet Config
u E-mail

Figure 48: E-mail Configuration Page.
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3.2.26 L-LOGICAD Configuration

On the L-LOGICAD configuration page the user can download an L-LOGICAD program as
well as controlling the behavior of the 1/0 driver, see Figure 49. After downloading the L-
LOGICAD program the PLC kernel is restarted with the new program. After it has been
restarted check the PLC LED for a successfully started program.

Important!

Downloading a new L-LOGICAD program may result in the need for a new data point
configuration. Hence, take care about the requirements of the downloaded program and
in case of a different set of IEC61131 variables use the L-INX Configurator to adapt the
data point configuration. The I/0 check feature disables the 1/O driver if missing data
points are detected.

The data exchange of the L-LOGICAD program can be disabled by disabling the 1/O driver.
As a result the L-LOGICAD program is not able to receive or send update from/to the
appropriate data points. Hence, for debugging purpose, the data point values can be
manipulated regardless of the data set from the L-LOGICAD program. The 1/O check feature
disables the 1/O driver after a reboot, if any variables with missing data points are detected.
Deselect the 1/0 check to disable this feature. Variables, which could not be loaded are listed
at the bottom of the page. The information about the running program is also displayed. The
L-LOGICAD program can be removed from the device by clicking the button Remove. The
device needs to reboot after this action.

[LLOYTEC

LINX-151
Logged in as

Current L-LOGICAD Program

admin
2017-05-08 16:03:33 File date 2017-05-08 15:21:04

File size: 4834 KByte
Build time: 2017-05-08 15:20:46
Program source:  C\LogiCAD-Projects\test_structures

Device Info Status: Running

Data Remove

Commission Downlead L-LOGICAD Program

Config

To download a new L-LOGICAD program select the file (default name MBRTCode so) and press the download button

File name | Datei auswahlen | Keine ausgewahit

Download

IEC61131 Settings

networks under control

Enforce cyclic output updates (&

IECE1131 10 driver disabled ¥ | ¥ /O Check: disable driver if not all variables are found

Online test connection enabled ¥
| Apply Settings | | Get Settings |
m Documentation
Statistics Failed to load 2 variables
L-WEB Name Type Length Address Reason
[UR/sub_dp/in/byte0_Read REAL 4 %l Not found
L-I0B JUR/sub_dplin/byte1_Read REAL 4 %I Not found

Figure 49: L-LOGICAD Configuration Page.

The option Enforce cyclic output updates makes sure that the output data points will contain
the calculated logic value after each cycle. For more information refer to the Chapter L-
LOGICAD of the L-INX/L-GATE User Manual.

3.2.27 L-STUDIO Configuration

On the L-STUDIO configuration page the user can view the state of the program as well as
controlling the behavior of the I/O driver, see Figure 50. After deployment of the program
by L-STUDIO the PLC kernel is restarted with the new program.
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DLOYTEC L-STUDIO Configuration
Logged_in E Current L-STUDIO Program
201 T-DaS?DT‘IHG:SF:B Bgic; ::nr:z FxponalZ

Build time: 2017-04-07 14:37:227
Deploy time: 2017-04-07 15:38:00
Device Info Project archive:  No
Data Runtime Settings
Commission Log Level: ‘Warning ¥
conﬂg 61131 Settings
m Port Config
| E-mail Enforce cyclic output updates
m System .
g IEC61131 10 driver enabled ¥ 1/0 Check: disable driver if net all variables are found

Apply Settings | | Get Seftings

m Passwords

Figure 50: L-STUDIO Configuration Page.

The information about the running program is displayed, containing the project name, the
device name (assigned by the L-STUDIO project), the build time of the program, and the last
deploy time. L-STUDIO can be configured to store an entire project archive on the device;
this is shown in Project archive.

On models with the IEC61131 programming option in L-STUDIO, the data exchange of the
L-STUDIO program can be disabled by disabling the 1/0 driver. As a result the program is
not able to receive or send update from/to the appropriate data points. Hence, for debugging
purpose, the data point values can be manipulated regardless of the data set from the L-
STUDIO program.

The option Enforce cyclic output updates makes sure that the output data points will contain
the calculated logic value after each cycle. For more information refer to the Chapter L-
STUDIO of the L-INX/L-GATE User Manual.

3.2.28 SSH Server Configuration

Some device models provide an SSH server. SSH allows encryption and authentication. The
SSH server settings can be configured in the Ethernet port configuration page.

It is possible to enable or disable the SSH server and to change the TCP port of the SSH
server. The default SSH server port is 22. These settings will be active after rebooting.

The SSH configuration page displays the fingerprints of the RSA and DSS host keys. A
random DSS key (fixed to 1024 bits) and RSA key (1024 bits) is generated per default. New
keys can be created by selecting the required RSA key size (1024 or 2048 bits), selecting the
Generate RSA key and/or Generate DSS key check boxes and selecting the Generate
button. The SSH server will load the new keys after rebooting.

Note that recreating the SSH host keys can take up to a minute to complete. SSH clients
which have already accepted the previous host key will refuse to connect to the SSH server
until the host key change is confirmed in the client.

3.2.29 Certificate Management

Some device models provide the secure HTTPS and OPC UA in addition to HTTP and OPC
XML-DA. It allows for encrypted and authenticated communication.

The HTTPS server settings can be configured in the Ethernet Port Configuration page. It is
possible to enable or disable the HTTPS server and to change the TCP port of the HTTPS
server. The default HTTPS server port is 443. These settings will be active after rebooting.
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When connecting with a web browser to the LOYTEC device you will be warned that the
server uses a self-signed certificate. You need to accept the certificate in order to continue.
In some browsers this is also called “adding an exception”.

Note that in default configuration, communication is encrypted, but not safely authenticated,
as the default certificate is self-signed and uses a default common name “loytec.local”. If you
operate in a safe environment and your client accepts this, no further action has to be taken.

Some OPC UA clients, however, will not validate the LOYTEC server with the default
certificate. In this case the common name of the self-signed certificate needs to excplicitly
state the IP address or host name used for the client connection.

To create such a personalized self-signed certificate for the LOYTEC device:

1. Go to the Certificates configuration page and select the Create Certificate tab. The
radio button Self-Signed is selected and all necessary data is pre-filled as shown in
Figure 51. Note, that Common Name contains the IP address over which the device has
been contacted.

Installed Certificate | Create Certificate | | Import Certificate | | OPC UA

Create Certificate
® Self-signed CA Request

RSA key size 2048 v
Common Name 192.165.2.120
Organization Name

Organization Unit

City

State

Country AT - Austria v
Walidity Start Date 2018-05-21

Walidity End Date 2028-05-22

Create Certificate

Figure 51: Create a personalized self-signed certificate

2. Optionally modify any of the fields to your choice and then click Create Certificate.
Certificate creation may take up to a few minutes. When finished, the new self-signed
certificate is shown (see Figure 52 below). Reboot the device to activate the change.

Installed Certificate | Creale Certificale Import Certificate | | OPC UA

Installed Server certificate (Self-signed

RSA key size 2048

Validity Start Date 2018-05-21 v

Validity End Date 2028-05-22 v

Common Name 192.165.2.120

Organization Name

Organization Unit

City

State

Country AT

MD5 Fingerprint 6C:E:29:AB: 281651 CF150:FE:91:BA:00:1D:D5:44: 14

§HA1 Fingerprint D1:64:DB:EDIACIAF1B3:F3:76:BC:95:B0:9F 1281461891 77:47: 37108
Reset certificate Export certificate

Figure 52: New created self-signed certificate

To widen acceptance of the LOYTEC server in a hostile environment (e.g. when using over
the Internet), consider installing a server certificate signed by a certification authority to
prevent man-in-the-middle attacks. HTTPS and OPC UA servers use X.509 certificates to
authenticate themselves to clients. In order to establish communication, the client has to trust
the server certificate. There are two options to accept a server certificate:

e  The user manually accepts the certificate.
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e The server certificate is provided by a public certification authority (CA).

LOYTEC devices are configured with a self-signed certificate, but custom server certificates
can be imported in the configuration page. Please follow these steps to install a custom
certificate signed by a CA.

1. Go to the Certificates configuration page and select the Create Certificate tab. Choose
the radio button CA Request as shown in Figure 53. In Common Name provide a valid
DNS host name (e.g., linx-g0l.acme.com) or the IP address for the device. SSL
certificates use host names. Enter organization name, organization unit, city, and state.
Then choose the country and click Create Certificate Request.

Installed Cerificate  Create Certificate | Import Cerlificale| | OPC UA

Create Certificate

Selfsigned ® CA Request

RSA key size 2048 v
Commen Name 192.168.24.87 [
Organization Name ACME.

Organization Unit Manual

City Vienna

State Vienna

Country AT - Austria v

Validity Start Date
Validity End Date

Create Certificate Request
Figure 53: Create a CA certificate request.

2. Copy the X.509 certificate request from the Web page as shown in Figure 54 and follow
up with the instructions provided by the certification authority.

Installed Certificate | | Create Certificate | | Import Certificate | | OPC UA

CA Request Pending

Certificate Request - Send to CA:

—-—-BEGIN CERTIFICATE REQUEST——
MIIDEzCCAfsCAQIwazEPMAIGA1UEBwwGVmIbmShMRYwFAYDVQQDDAOXOTIUMTY 4
Ljl0Ljg3MQswCQYDVQQAGEwJBVDERMASGA1UECowI QS5DLKk0URS4xDzANBgNVBASM
Bk1hbnWVhbDEPMADGATUECAwGVmIbmShMIIBIJANBgkghkiGI9wIBAQEFAAQCAQSA
MIIBCgKCAQEA3S4co0QVnbaflM4zqZz9HSBHC|LRKSMz06VAHIFssTXBTISIMQS
VfaAzcrmgDnS7A01EgDwWHBNNRLImd16w+cSjbha2hiDde/6alKoGgSel1/DmiEz8
myLsuiidpjBiSXU2tVIurrY m+XKCJ+sTulgNKr7 gF ZyyUUBC3vXtmoOvrdScwztP
CgdmaRpf+RhfwHGWBXTOcjtak5imugHSBoD329LT SMAJz 1jJUQEfe TGHFITPTILI3
+TKYjxNb61g0ZSsAJI99QZrwoNKQUZRdbfoN5G+Y rvSrgbwMiz2XP18q8f7kDpDfM
m/2M4vB8dQATJ3Axx5XkQ02hzQChZEoXRz5wIDAQABoGMwY QY JKoZIhveNAQKOMV Qw
UjAdBgNVHSUEFJAUBggrBgEFBQcDAQYIKwYBBQUHAWIWMQYDVRIRBCowKIYRAX.Ju
OJE5EMidxNjguMjQuODeCDTESMidxNjguMjQuODeHBMCoGFewDQYJKeZlhveNAQEL
BQADggEBABpqQ+57M1cGEYiQBbafpUxKBw2V 7bpwavuSY XualdJOMmr5sbgruglL Fx
Tpy/nZ40KEHRDSK179noQirFVrbAbpTiv3HpfNASKzMbSYpYujQnzWWImR/u313
K7DIrLg+20JEC/MFGeXrWK+MgUAGowR3gpobABIL3T/mIGs+8nN1NONzIITEAl
gTMFps72AiyFNn1FIVXT/dbZXBJddZg1du3EY45WOIkdxQcTZ5XXHn+rapgrbjq9
ErQnzoc6gfSOEwFEQcRnMyvb6UMOaljv0yBjzc8xDujg2XTqGIncfrT3otNSHWLNS
1/3WIMEJOIIGBgMI3nMNYpodamT+Kj0= T
——-END CERTIFICATE REQUEST-—

Certificate Request Reply - Paste reply from CA here:

Verify & Install Cancel Request

Figure 54: Copy and paste for the X.509 certificate request.

3. Order the certificate. The LOYTEC device requires the certificate to be encoded in PEM

format in order to be pasted easily.

4. After receiving the certificate, copy it to the clipboard or a text file. It should look like

this:

MIICyjCCAFOgAwIQEBBQUAMH4XCZAJBgNV...
. more data follows ..
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5. On the tab Create Certificate paste the information to the Certificate Request Reply
text area as shown in Figure 54 and click Verify & Install.

6. After next reboot, the server uses the imported certificate, so that the web browsers will
indicate the page as trustworthy.

7. Note that certificates have a lifelime, typically 1 or 2 years. You need to repeat these
steps to renew your certificates before they expire.

Optionally, a certificate can also be installed from a file. Go to the Import Certificate tab as
shown in Figure 55 Select the certificate in the Server certificate field and its private key in
the Server private key field. Both can be in PEM or DER (*.der/*.cer) format.

Important!

You cannot install a Server certificate without its private key!

If your certification authority uses intermediate certificates, import these CA certificates in
the CA certificate text field (same format). Press Save to import and store the certificates and
the server certificate private key. If you want to remove your custom certificate, click on
Reset certificate. On the Installed Certificate tab.

Installed Certificate Create Certificate Import Certificate  OPC UA

Install certificates (*.pem/*.der/*.cer):

Server private key. Datei auswahlen | Keine ausgewahlt
Server cerfificate: Datei auswahlen | Keine ausgewahlt
Intermediate CA certificate: Datei auswahlen | Keine ausgewahlt

Save

Figure 55: Install a certificate on the Web interface.

3.2.30 Firmware

The firmware page allows upgrading the device’s firmware over the Web interface. It offers
two options:

e Web Update: With Web update the device searches for the latest available firmware on
the LOYTEC server. Click on the refresh symbol, if no latest version is displayed. Please
note, that the device must have a DNS server configured to find the LOYTEC server.
Click on the Install button to upgrade your device.

e Local file: Update the device from a local disk file. For doing so, choose a .dl file on
you hard drive and then click on the Start Update button.
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DLOYTEC

LINX-151
Logged in as

Web Update  Local File

Press the button below to check if a new firmware version is available online.
Please note, that the device has to be able to connect to the internet to download updates.

Currently installed on this device: 6.4.0

admin
2018-04-26 15:25:51
. Latest available version: 6.4.2
Device Info
Data
Commission

« Automatically download a backup of the current configuration before the firmware is updated

Start update

networks under control

movable Medi
m Backup / Restore
m Firmware

Figure 56: Firmware upgrade over the Web interface.

In both cases a device backup will be created and stored in the local download folder of the
Web browser before the firmware upgrade starts. If no backup shall be created, deselect the
checkbox Automatically download a backup.

3.2.31 SNMP

The device has a built-in SNMP server. All system registers and OPC-exposed data points
are available as variables in the SNMP management information base (MIB). The MIB
definition can be downloaded from the Web interface as shown in Figure 57. One can choose
between a text and an XML format, depending on the SNMP tool in use. For more
information on SNMP on the device please refer to Section 16.4.

DLOYTEC

LGATE-950
Logged in as

admin
2015-01-05 18:08:50

Download MIB file

Tao download the data point MIB file in text format, press the download button below.

Download MIE file
Device Info

Data

Download MIB file as XML

Commission To download the data point MIB file in XML format, press the download button below.

Download XML file

networks under control

Figure 57: Get the SNMP MIB from the Web interface

3.2.32 Documentation

The Documentation page in the Config menu allows uploading documentation files or
configuring links to external documentation (e.g. Wiring plans, etc.). The documentation
configured on this page is accessible via the Documentation menu (see Section 3.6).
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Logged in as
admin
2015-07-23 12:47:54

Device Info

Data

Commission

r

B Documentation

[DLOYTEC

e

Save Reload

| St A I S s |

loytec.com/dlimanual/LIP-ME20x_f{ @ |LIP-ME20X Benutzerhandbuch (German)

loytec.com/dl/manual/LIP-ME20x_|| @ |LIP-ME20X User Manual (English)

©
: Select a file and press the uplead button
c Datei auswahlen | Keine ausgewahlt Upload
o} ———
[
— Documentation files:
% Enabled New window Show in browser File Name Link text
c e Installation_Plan_0G3.PDF Installation Plan OG3 A
=
ﬁ Documentation links:
6 Enabled New window Show in browser URL Link text L
—
[<F]
-

Figure 58: Upload and configure documentation.

To upload a documentation file click on the Choose File button. This opens a file dialog.
Chose the file to upload. Click on the Upload button to start the upload of the selected file.
After the upload is completed the file appears in the Documentation files section. Enter a
link text used to display the uploaded file on the Documentation page.

To add a documentation link, click on the =32 symbol in the header row of the Documentation
links section. Enter the URL and the text used to display the link on the Documentation

page.

Links and files can be set active and inactive on the Documentation page by checking the
Enabled check box. Inactive entries are not displayed on the Documentation page. The
check box New window determines if the link or file is opened in a new browser tab. If Show
in browser is checked the browser will try to render the file in the browser, otherwise it will
try to download the file. To remove a link or file click on the ¥ symbol on the right side of
the row. To commit your changes click on the Save button.

3.2.33 Scripting

LOYTEC device models that support script modules have this configuration page. It displays
the status of running scripts and the installed script resource modules as shown in Figure 59.
The Stop and Start buttons allow stopping and starting the scripting engine. The check-box
Respawn scripts when exited causes script modules that stopped because of an uncaught
exception to be respawned. This is the default setting. The log window at the bottom contains
the console output of the running script (printed by console.log). It can be downloaded and
is a useful tool when developing a script to output status information.
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LLOYTEC

LINX-215
Logged in as

Script: Running

admin 6
2019-03-27 17:58:55 i Stop Start Debug
— Il Il
g Respawn scripts when exited
. Log debug messages for: |system Save Settings
Device Info v} 9 cebug messag L (e Setngs |
-
...
- © )
Commission c Userlon_change js L
COHﬂg =] Useriweatherfindex js L
vy . N
m Port Config — Userfuptime2 js L
—
(@] unmanaged/uptime js \LI
u E Upload unmanaged module
= <]
[ ] — Choose File | No file chesen Upload
u 3! -
m CEA-8
u SNMP Live update (¥ Automatic Scrolling ¥
oo [ oo o]

Uptime running

-~ update weather for Vienna
location=Vienna, Austria
wind speed=11

are

u W
m EnOcean

Figure 59: Scripting Web interface.

In order to debug a script, first stop the running scripts. Enter a debug message filter in the
Log debug messages field and activate by clicking on Save Settings or leave it empty to
disable any debug messages. Then click the Debug button. The script is then launched in
inspect mode and an inspection URL is displayed as shown in Figure 60. Copy this URL and
paste it into Google Chrome. The Devtools page of Chrome will connect to the device and
launch the JavaScript debugger.

Script: Inspect with Google Chrome or copy URL below:

chrome-devtools://devtonls/bundledinspector html?

experiments=true&vBonly=truedws=192 168 2 245:9229/66d698a9-1828-4226-a2d0-1bb0fed 13fe1
Copy

Stop 1 Start Il Debug

Figure 60: Inspect URL for script debugging

When debugging it is useful to turn auto-respawn of scripts off. In this case the root cause of
an uncaught exception is easier to find. It may also be useful to disable execution of certain
script resources. For doing so, stop the scripts, then deselect the checkboxes for those scripts
to be disabled. For a more detailed discussion on developing of and debugging techniques
for scripts please read the Chapter Script Engine in the LINX Configurator User Manual [1].

3.2.34 VPN Configuration

To enable the virtual private network (VPN) interface on the LOYTEC device go to the VPN
configuration menu. The VPN is based on the OpenVPN technology and can be configured
in one of two modes: 1) VPN client mode connects to a VPN server to join the VPN, 2) VPN
simple server mode sets up its own VPN server on the LOYTEC device and offers an
OpenVPN configuration for download that can be used to connect a VPN client to the
LOYTEC device. This basic setting is made in the VPN mode as shown in Figure 61.

Choose Client connect and click on Save Settings to activate VPN client mode. Optionally
select the checkbox Route local subnet to enable the LOYTEC device route VPN traffic to
and from the local IP subnet. This effectively makes devices on the local IP network available
over the VPN, if the IP subnet address is unique on the entire VPN (i.e. each site has its own
unigue IP subnet that can be routed).

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 64 LOYTEC

LGATE-950
Logged in as

£ OpenVPN Mode
admin
2019-05-06 18:08:08

o : .
b Mode Client Connection v
c Route local subnet <
) o
Device Info L) Save Settings
-
Data (] State
B ©
Commission c Not connected 3¢
IP Address -
Config S
 Port Config _‘\‘2 Upload OpenVPN configuration
i B Choose File | Mo file chosen Upload
-Iq—)J Show Log
c

m Firmware

Figure 61: OpenVPN client configuration.

Under Upload OpenVPN configuration click Choose File button and choose an OpenVPN
(.ovpn) configuration file provided by your OpenVPN server. Then click Upload to transfer
the ovpn file onto the LOYTEC device. Typical OpenVPN servers such as OpenVPN Access
Server or Synology OpenVPN server are supported.

Note:

OpenVPN config files must use embedded certificates and be auto-login, i.e., have no
password protection to be entered before connecting to the OpenVPN server.

When connecting to the OpenVPN server the State information is updated. Eventually, it
should display connected state and the assigned IP address in the VPN as shown in Figure
62. To get more detailed information or troubleshoot the connection process, click on the
button Show Log to read out and display the VPN connection log.

State
Connected +
IP Address 10.10.0.3

OpenVPN configuration

Igate950-serverl.conf Delete

Hide Log Automatic Scrolling [+

Mon May & 18:14:17 201% OPTIONS IMPORT: timers and/or timeouts modified -
Mon May & 18:14:17 201% OPTIONS IMPORT: compression parms modified

Mon May & 18:14:17 201% OPTIONS IMPORT: --socket-flags option modified

Mon May & 18:14:17 2019 Socket flags: TCP_NODELAY=1 succeeded

Mon May & 18:14:17 2019 OPTIONS IMPORT: --ifconfig/up options modified

Mon May & 18:14:17 201% OPTIONS IMPORT: route options modified

Mon May & 18:14:17 2019 OPTIONS IMPORT: route-related options modified

Mon May & 18:14:17 201% OPTIONS IMPORT: peer-id set

Mon May & 18:14:17 2019 OPTIONS IMPORT: adjusting link_mtu to 1627

Mon May & 18:14:17 201% OPTIONS IMPORT: data channel crypte options modified
Mon May & 18:14:17 2019 Data Channel: using negotiated cipher 'AES-256-GCM'

Mon May & 18:14:17 2019 Outgoing Data Channel: Cipher "AES-256-GCM" initialized
with 256 bit key

Mon May & 18:14:17 2019 Incoming Data Channel: Cipher "AES-256-GCM" initialized
with 256 bit key

Mon May & 18:14:17 201% TUN/TAP device tund opensd

Mon May & 18:14:17 2019 TUN/TAP TX queue length set to 10@

Mon May & 18:14:17 20819 do_ifconfig, tt->did_ifconfig ipvé_setup=2

Figure 62: VPN client connection state.

Select Simple Server mode to enable the OpenVPN server on the LOYTEC device. Enter
the IP address/hostname and port over which the LOYTEC device is externally reachable
(see Figure 63). The port is shared with the HTTPS port of the device. Then click Save
Settings and reboot the device to start the VPN server. Note, that it may be required to
configure a port forwarding of HTTPS on the NAT router to reach the LOYTEC device.
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DLOYTEC

LINX-215
Logged in as

OpenVPN Mode

Mode Simple Server v

admin
2019-05-06 13:37:19
Route local subnet

Device Info External server name 162.168.24.687
Data

Commission

External server port 443

| Save Settings || Get Client Config |

Connected clients
client, 192.168.2.19: Mon May & 13:35:35 2019

Show Log

m
m L-STUDIO
u L-LOGICAD

tworks under control

Figure 63: Configure OpenVPN simple server mode.

After the reboot has finished, the OpenVPN server on the device is active. Download the
client configuration by clicking the button Get Client Config. Import this configuration file
into an OpenVPN client (e.g. OpenVPN app on the mobile device or OpenVPN GUI on the
PC). The VPN simple server Web interface displays information on Connected clients.
Currently, only one client is allowed to connect at a time.

3.3 Data Management

3.3.1 Data Points

The device’s Web interface provides a data point page, which lists all configured data points
on the device. An example is shown in Figure 64. The data point page contains a tree view.
Clicking on a particular tree item fills the right part of the page with a data point list of that
tree level. A breadcrumb navigation header allows navigating back to an arbitrary level in
the tree.

The data point list displays the data point name, direction, type, data point state, current value,
engineering unit and a description. All values are updated live. Inactive points are displayed
in gray. If the data point list does not fit on one page, there are page enumerator links at the
bottom. Important data point states and their implications are listed in Table 2. VValues can be
directly edited in the list where the pencil symbol appears. Data point structures can be
expanded or collapsed for better overview. For the structure top a compact list of all member
values is displayed including units.
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DLOYTEC
L(l_gI:;(d-ELs 5 ROOT (ROCT OBJECT k] ROOT = System Registers
admin
2015-08-28 16:42:40 SyemRegniEn Name Dir. Type State Value Description
State Summary input multistate  normal WARNING (2) Device status summary
System Time input analog normal 1440776560 System time (UTC) in seconds
Device Info Time UTC input user normal "2015 yr' "8 months” "28 d" "15 h" "42 min" "40 5" UTC Time
Data Time Local input user normal "2015 yr" "8 months” "28 d" "16 h" "42 min" "40 5" Local Time
Unit System input multistate  normal Sl unit (1) Unit System
u Data Points Unit System Set output  multistate  normal Sl unit (1) Unit System Set
CPU Load input analog normal 151% CPU load in %
Free Memary input analog normal 32067534 Bytes Free RAM in Bytes
Free Flash input analog normal 158580736 Bytes Free flash memory in Bytes
Commission Supply Voltage input analog normal 234V Supply veltage in Volts
Conﬂg System Temp input analog normal 39.5°C System temperature of device
Application Vendor - invalid value Application vendor ID
Statistics Authentication Code - invalid value OEM Product Authentication Request
L-WEB Authentication Result  input binary normal inactive (0) OEM Product Authentication Result
Serial Number input  string normal 017903-8000000FDESS Serial number
L-1OB MAC Address input  user normal 000ABO02A360 MAC address
Documentation Firmware Version input string normal 530 Firmware version
Device IP Address input string normal 192.168.24.150 IP address of the device
Reset Device IP Address 2 input string invalid value IP address of the second interface
Contact Device IP Port input analog normal 80 IP port for OPC XML-DA
TZ Offset input analog normal 3600s Timezone offset in seconds
Logout Device Status input  sting normal <oxml version="1.0" encoding="UTF-8"?> Device Status
Ethemet Link Mask input multistate  normal Eth 1 + Eth 2 (3) Ethemet link mask
Hostname input string normal LINX-KG Hostname

Figure 64: Data point page.

Data Point Status Description
normal The data point is in normal operation state and possesses a value.
invalid value The data point has no valid value.

normal (config)

The data point has a normal value but it is not fully configured on
the network (not commissioned, no binding, no client mapping,
etc.)

overridden The data point value is overridden by the user and currently is not
driven by network communication or controller logic.

offline The data point has a value but it is not reflected on the network
due to a communication error (e.g., the peer node is not online).

unreliable The data point is in normal operation. The value of it, however, is

(offline) qualified as unreliable because a connected data point is offline.

For an output data point it means that the value was fed from a
connection, where the source is offline. For an input data point it
means that the connected output data point could not send the
value to the network.

unreliable (range)

The data point is in normal operation. The value of it, however, is
qualified unreliable because the value is an out-of-range value for
the connected data point. The value is limited to the supported
range.

unreliable

The data point is in normal operation. The value of the data point
or a connected data point has been tagged as unreliable over the
network. This is the case when the BACnet reliability has been
written.

not configured

The data point is mapped to a port, which is not configured (e.qg.,
the port is disabled).

inactive

The data point is inactive and the line is grayed-out. Values can
be written but no network communication is triggered. This can
be the case, if a data point is not used in the configuration or it is
connected to a BACnet server object, which is not present on the
device.

Table 2: Data Point States.

The data point names are links. Clicking on such a link opens a detailed page on that data
point. If the data point supports it, the user can also enter a new data point value as depicted
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in Figure 65. For a structured data point the member values are displayed and can be edited
in a structure grid. The Timestamp field contains the last update time of the data point and
the source of the write, e.g. written by Web Ul. The Status field is discussed in Table 2. The
field Status Description contains a describing text for the data point status. The Flags, Poll
cycle, Min/Max send time and Max age fields are the common timing parameters for the
data point. See Chapter “Concepts* of the LINX Configurator User Manual for a closer
discussion on timing parameters. UID is the data point UID assigned by the Configurator to
this data point. The Native Info field displays detailed information on the underlying
technology object.

A (2] G ROOT . CEAT09 Port = Datapoints = abs_humid
Data Point Details

Path ICEAT09 Port/Datapoints/abs_humid

Name abs_humid

Description =

Direction output

Type analog

Value 80 g'kg hum Set Set invalid Set override
Enter '="for invalid value
08 aa 20 89 oa 22 54 48

Raw value

p Set Set invalid Set override

Enter " for invalid value

Timestamp 2019-03-27 17:39:07+01:00 written by Web Ul

State normal (config) (0x980a0000)

Status description Local node is not configured, online

Flags 0PC

Written by oPC

Poll cycle 0ms

Min. send time 0ms

Max. send time 0 ms

Max. age infinite

uiD 10CD

Handle 01003F3C

Native Info Local NVO abs_humid: idx=15, len=2, snvt=16@, no binding

Figure 65: Data point details page.

Clicking on the Set button writes the new value to the device’s data server, Set invalid writes
the invalid value. When setting a value, the Web page displays the status of the action:

e  Successfully set value: The new value has been successfully set in the data point and
the update has been sent on the network, if it is a network data point.

e Could not send value update: The new value has been set but it has not been sent out
on the network. The reason can be that the peer node is currently offline or there is a
configuration error. The data point status reflects this error.

e Could not set value (error code): The new value has not been set because of an internal
error. Please contact LOYTEC with the error code.

3.3.2 Manual Override

Data point values can be manually overridden by the user. The general purpose of a manual
override is to separate physical 1/0 values and network communication from and to
application values (e.g., logiCAD programs, application-specific control algorithms). By
setting an override value regular parts that drive a data point’s value are overridden. For
example, the valve position in a heating system may be overridden and thus decoupled from
the controller algorithm.

On the device, a manual override can be set and revoked manually on the Web interface or
the LCD display. If a manual override value is active:

e  Output data points write the manual override value to the network or the physical output.
Output values written by an application to the data points are no longer reflected in the
value cache and are not written to the network. The written application value is stored in
a backup cache, which is applied to the data point again, as soon as manual override is
revoked.
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e Input data points are decoupled from the network or physical inputs and report the
manual override value to the application. They are no longer updated by values received
from the network or physical inputs.

e Value data points incorporate both semantics of output and input data points.

To set an override value, go to the details page of a data point, enter the value and click the
Set Override button. The status overridden is displayed for a data point in override. To
revoke the override value click the Clear Override button. This restores the data point value
to the last regular application value.

3.3.3 Trend

The Web interface provides a trend log overview page to see all available trend logs and their
current state (active, first available date/time, last date/time, number of records). An example
is shown in Figure 66. This list allows a convenient upload of single trend data in CSV format
by clicking on the respective icons. To upload an archive of all trend data click on the all link
in the Download column heading. It is also possible to purge single or all trend logs directly
from that list.

rend Active  Start time End time Count  Type State Download (all) Clear (all
[rend/Trend_Electricity +/  201403-1503:18:00 2014-03-2511:11:42 1989 local normal E = T
[Trend/Trend_Heating v 2014-03-15 02:33:00 2014-03-25 11:11:42 1000 local normal i E ﬁ
ICEAT09 99 18- = —
PorTrendWeatherTrend mviOdHumid v 2014-02-16 18:23:00 2014-03-25 11:16:42 10000 local normal B = [
ICEAT09 — -
PortiTrend/Weather/Trend_nviOdTemp v 2014-02-18 18:23:00 2014-03-25 11:16:42 10000 local normal . = m

Figure 66: Trend log overview on Web Ul.

Click on a trend log and re-configure local trend logs at run-time. The changes made to the
trend logs take effect immediately without the needs for a reboot of the device. Allocating
new trend logs can only be done in the configuration software. The trend log main page
displays all available trend logs. Click on the trend log to be edited. This opens the trend log
configuration page. An example is shown in Figure 67.

WLOYTEC
Logged in as
admin
. (@) Save | Reload
Device Info =
c
o Mame trend1
o Description
a Trend Mode In.tewa\ =
o Fill Mede |Ring Buffer x
c
=
2
Log Size 500
W Scheduler —
W Calendar o] Log Interval |3 sec
[ &l = Fill Level Notification [50 %
=
7]
c
b
Name COV delta Type
ICEATOS PortDatapoints/abs_humid 0 Valuej
ICEATO8 Port/Datapoints/motor_state 0 Valuej
Trend Enable | Disable Data Point
I#User Registersitrend_enable_Read J Remove

Figure 67: Trend log configuration page.
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The user can change the Trend Mode, the Fill Mode, the Log Interval and the Fill Level
Notification. Furthermore, data points can be added to the trend log by clicking the Add...
button. A data point selector dialog opens. Click on a data point for adding it. For removing
a data point from the trend log, click on it in the Logged Data Points list and hit the Remove
button. Save the changes made by clicking the Save button. For more information on how a
trend log can be configured please refer to the LINX Configurator User Manual [1].

To look at the historical trend data in a chart view select the Preview tab as shown in Figure
68. Trend logs with multiple data points are shown with multiple color-coded curves. A
legend at the bottom of the page identifies the trended data points. Moving the mouse over
the trend chart shows a data curser displaying time stamp and actual value.

Using the chart slider below the trend chart, one can zoom in and out in time as well as shift
the time axis. Click into the slider and drag the mouse while keeping the button pressed in
order to span a sub-interval, which is displayed in the chart view. Alternatively, select one of
the pre-defined sub-intervals (week, day, etc.) and drag the sub-interval along the time axis.

Data points can be deselected in the legend at the bottom of the window. This hides the
respective curves in the chart view and may improve visibility for certain detail. Enable the
data points again and the curves will re-appear.

Config  Preview

Value 50141230 04.22.27 - 2015-01-09 14:08:15

10
A f
N
i w‘l
1 |l N |
| I \/
4 ‘ \ r‘\\ l | \
A a v
| A Ao / [
4 VA Vo J | |
\f \ F W |
J Y Lo WY ||
" Y/ E Y |‘ !
. q . 4
1A ) A [
\ | W S W
I [ / \(J‘ )
[ \ Vv
a4 [ \nS
J o\
e\
v
3 " T T ; ; T 1 Time
E w < oF g 130\ & £ & «
2014-12-30 04:22.27 - 2015-01-09 14:08:15 all month week day 12h 6h 3h hour 30min 15min minute
T T T T T T T
£ v € F § B & £ & €
Displa Name Interpolation Color  Unit
’ nviOdTemp basis v I C

Figure 68: Web Ul trend chart preview

3.3.4 Scheduler

The Web interface provides the scheduler page to edit its schedules at run-time, i.e., change
the times and values that shall be scheduled. Allocating new schedules and attaching data
points to those schedules can only be done in the configuration software. The scheduler main
page displays all available schedules. Click on the schedule to be edited. This opens the
scheduler page. An example is shown in Figure 69.

The effective period defines when this schedule shall be in effect. Leave From and To at
“* * ** to make this schedule always in-effect. Otherwise select the desired start and/or end
dates by clicking the calendar icons. To entirely disable a scheduler de-select the Enable
Schedule check box.
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Schedules are defined per day. On the left-hand side, the weekdays Monday through Sunday
can be selected, or exception days from the calendar, e.g., Holidays. Once a day is selected,
the times and values can be defined in the daily planner on the right-hand side. In the example
shown in Figure 69, on Monday the value day is scheduled at 8:00am. The same principle
applies to exception days. Exception days override the settings of the normal weekday. Put
a check mark on those exception days from the calendar, which shall be used in the schedule.
To edit the date ranges of exception days click on the links to the used calendars, e.g.,
‘calendar’ or ‘Scheduler 1°. The ‘Scheduler 1’ is a calendar, which is embedded into the
schedule and not accessible by other schedulers. For more information on how to set up
schedules and calendars refer to the LINX Configurator User Manual [1].

To define actual values for the names such as day click on the tab Presets as shown in Figure
70. To define a new value, click on the button Add Preset. This adds a new column. Enter a
new preset name (e.g., ‘day’). Then enter values for the data points in the preset column. The
data point description column displays the short-hand name defined in the configuration
software. This description can also be changed on the Web UI.

DLOYTEC

Logged in as
admin

6 Schedule Configuration Fresets
Device Info b
o+
— Reload
o}
o
GLJ Name: Scheduler0_linx-23 Description:
© Effective Period:  From- *** 75 To ===
c
=
(%]
Copy tOI | Copy Clear
m Scheduler _\é ﬂkday
® Calendar o v
B Alarm g ¥ Tuesday w Monday
— ¥ Wednesday 00
Statistics GC) [ Thursday 01%
¥ Friday g2
W Saturday 03 00
¥ Sunday 0400
05%
08
Calendar used: o7
Calendar linx-23, Scheduler0 linx-23
089 080000 day
Pattern Name Priority add new event
¥ everyday 0 09
I~ holiday 0 10
24 12 % 126

110
130

Figure 69: Schedule Configuration Page.

DLOYTEC

Logged in as
admin

Schedule Configuration | | Presets | Data Points

Reload Add Preset

Data Point Description Data Type default day

g

temp1 double 0 20

Device Info

ort Config
B E-mail

works under control

Figure 70: Scheduled Presets Configuration Page.
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You can switch back and forth between the two tabs. Once the configuration is complete,
click on the Save button. This updates the schedule in the device. Any changes made become
effective immediately.

Note:

Clicking Save may remove any presets which are currently not used in any of the daily
schedules. This happens for example in native BACnet schedules, where the underlying
network technology cannot store presets individually. Therefore always complete the daily
schedules first and then press save as the last step.

For local schedulers using the CEA-709 network technology, the Web Ul also allows to
reconfigure the scheduled data points. This change takes effect immediately without a reboot
of the device. To add and remove data points to the scheduler, go to the Data Points tab. The
configuration page is depicted in Figure 71. To add a new data point, click the Add... button.
To remove a data point, select the data point in the list Scheduled Data Points by clicking
on it and then press the Remove button. Finally, store the changes by clicking the Save
button. After modifying the scheduled data points, go back to the Presets tab and enter
descriptive value label names. For more information on how to configure a scheduler please
refer to the LINX Configurator User Manual [1].

MLOYTEC

Logged in as
admin

6 Schedule Configuration = | Presets | Data Points
Device Info —
"E Save | Reload
o} -
W] Scheduled Data Points
E Add Remove
_O Data Point Name Group
c ICEAT09 Port/Datapoints/abs_humid - j
=
2 Control Data Points
m Scheduler —
W Calendar o) Schedule Enable/Disable Data Point
W Alarm g | J Remove
Ty +
Statistics [ Enable/Disahle Feedback Data Point
o J Remaove
Scheduled Preset Mame
| J Remove

Figure 71: Re-configure scheduled data points on the Web Ul.

3.3.5 Calendar

The Web interface provides the calendar page to edit its calendars at run-time, i.e. change the
exception days. The calendar main page displays all available calendars. Click on the
calendar to be edited. This opens the calendar configuration page. An example is shown in
Figure 72.

The effective period defines when this calendar shall be in effect. Leave From and To at
k% *’ to make this calendar always in-effect. Otherwise enter dates, such as ‘30.1.2000°.
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back to schedule

(@]
—
)
c Savel Reload
o]
0
a: Name: Calendar Description:
© Effective Period: From I“ = E To Ix 0
o
=2
2
— Pattern Name Pattern Name; |holiday
o Tips:|Date = |
Add new entry
g Type Pattern Entry wp .
= P l—_['”u'““ "l—_leaf
QCJ Delete Selected Add new entry 14 hd | 14 hd |y b
Delete Selected

Figure 72: Calendar Configuration Page.

On the remainder of this page, work from left to right. Click on a calendar pattern or create
a new calendar pattern by clicking Add new entry. A calendar pattern defines a set of pattern
entries, which defines the actual dates or date ranges. In the example in Figure 72, the
calendar pattern Holidays is selected.

In the Pattern Configuration box, the calendar pattern’s name can be edited if supported by
the underlying network technology. Otherwise, an auto-generated name will be assigned and
the pattern name box is not shown. Below the pattern name is a list of the individual pattern
entries. New entries can be added by clicking Add new entry.

Embedded calendar patterns can only have exactly one entry to define the dates at which the
pattern should be in effect. Only calendar patterns in global calendars may consist of
multiple entries.

Existing entries can be selected and edited in the box on the right-hand side. In the example
in Figure 72, the date 14.7.* is selected, which means “The 14.7. of every year”. Other entry
types such as Date Range and Week-and-Day can be selected.

The Web interface provides the alarm page to view the currently pending alarms of its alarm
data points. The alarm main page displays all available alarm data points. Alarm objects
which have active alarms are displayed in red. Click on the alarm object to be viewed. This
opens the alarm summary page. An example is shown in Figure 73.

Note:
3.3.6 Alarm
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MDLOYTEC

. (@] Reload | Alarm Log Summary
Device Info =
c Alarm Object Name: critical
Config o
(W] Summary
:_ Number
Q 2 ctive, not @ owledge 1
o Active, acknowledged 1
c Inactive, not acknowledged 1
=1 Others 1}
v "
_— Details
E [ _Alarm Time _______[Type ___ Priority Description ____________[Source Name __ Value | |
s | 231220081537.35  highlimit 127 LightAlarm dev 224200 (ana1eg- 9000 nagonn
"G_j (Overheat Alarm ;J' Ack
Statistics c (22122009 153715 highlimit 127 Overheat Alarm mvufg;zuu @n31eg 300 poaoon

Figure 73: Alarm Summary Page.

Active alarms are highlighted red. Inactive alarms which have not been acknowledged are
rendered in green. Alarms that can be acknowledged have an Ack button. Press on the Ack
button to acknowledge the alarm. Depending on the technology, this and older alarm records
will be acknowledged. Acknowledged, active alarms are rendered in red. Click on Reload to
refresh your alarm list.

Inactive alarms that have been acknowledged disappear from the list. To record historical
information about those alarms, the alarm log must be used. See Section 3.3.7 for the alarm
log Web interface.

3.3.7 Alarm Log Page

The alarm log page provides an overview of all alarm logs on the system. Click on one of the
links to view a specific alarm log. Each alarm log contains a historical log of alarm
transitions. When an inactive and acknowledged alarm disappears from the alarm summary
page (live list), the alarm log contains this last transition and maintains it over a reboot. An
example is shown in Figure 74.

To refresh the alarm log contents click on the Reload button. Currently active alarms cannot
be acknowledged in this historical view. Follow the link to the attached alarm objects to get
to the respective live lists, where alarms can be acknowledged on the Web interface (see
Section 3.3.6).

Reload Upload Alarm Log Clear Alarm Log

Alarm log name: Alarm Log
Attached alarm objects: critical

231220081543:07  acknowledged high-imit 137 Overheat Alarm Idﬂ?ﬁ;zuo (@AN39% 900000000 acmin@newlLIN4200  2312.2008153716  23.122009153718 23122008 154307
. P dev 224200 (analog- . . y .

3122008154307 scknowledged lowlimit 127 Overheatlam 1o P 10000000 admin@new:LN200 23122008 15:37:27  23.122008154302  23.12.2008 15:43:07
231220001543:02  CCKMOWIRCUR i 427 OvetheatAlarm 0S¥ 2242004Enalog- g ganggg 231220081537:27  23.12.200915:4302

pending input,0)
23122008154253  acknowledged high-imit 127 Light Alarm Idﬂ?ﬁ;zuo (@AN39% 3000 000000 acmin@newLIN4200  2312.20091537:36 2312200915423 23122008 153804
73.12.2008 15:36:04 :E:"EW‘E“QE“ Mighlimit 127 LightAlam ;’:;ﬁ;””‘a”a‘“g' 000000000 admin@newcLINA 200 2312.2008 15:37:35 73.12.2008 15:36:04
23.12.2008 15:37:35 active high-limit 127 Light Alarm Idﬂa;tﬁ;uuu {analog- 5400 poonon 2312.2008 15:37:35
23122008 15:37:27 active lowelimit 127 Ovarheal Alarm Idﬂa:ﬁ;zuu (@naleg _sp noonon 23122008 15:37:27
2312200015371 CCKNOWIRCOR ik p 427 OverheatAlarm 05229200 (Enal0g- 500 nagpgg 231220081537:15  23.12.200915:3718

pending input,0)
23.12.2008 15:37:15 active high-limit 127 Overheat Alarm Idﬂa:ﬁ;zuu {@analog- 500 nonooo 2312.2008 153715

Figure 74: Alarm Log Page.
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The alarm log contents can be uploaded from the device in a CSV formatted file. Click on
the button Upload Alarm Log to upload the current log. To clear the log, press the button
Clear Alarm Log. Please note, that this permanently purges all historical alarm log data of
this alarm log.

3.4 Commission

3.4.1 BACnhet

The commissioning Web Ul allows assignment of physical devices to existing devices in the
data point configuration, that have been created with the commission later option. Under the
Commission menu choose the BACnet technology to open the BACnet commissioning
interface.

The Web page shows a list of all Devices in configuration. An example is shown in Figure
75. Each line represents a device and shows the device name, the device Instance and the
optional BACnet Address. The Static Binding checkbox defines, whether static device
binding is configured for this device and requires a BACnet address. The Status column
shows their current status. It can be one of the following:

e OK: The device is configured for communication.

o Offline: The device is configured for communication but appears offline.

e Uncommissioned: The device is not yet commissioned.

e Disabled: The device is disabled.

DLOYTEC

LINX-151
Logged in as

Devices in configuration

admin 6
20150112 17:53:21 —
b Reload | Reset Action on selected ¥ | Execute
g UID Device Status Instance Address Static Binding W
Device Info ] MBE FanCoil2 Uncommissioned
-
Data @ 1C2 FanCoil3 Uncommissioned
o ©
Commission c MCE FanCoild Uncommissioned
u BACnet 5 - -
B EnOcaan v BT FanCoil1 Offline 2001
y=
S
Statistics T
— Scanned devices not in configuration
L-WEB - Scan options
L-1OB {Deviue scan moede. | Fast v ]
Reset
Rescan Assign
Contact Assignment Name Instance Address Object count

No devices found

Logout

Figure 75: BACnet commissioning Web interface.

In order to execute an action on devices, select the checkbox at the end of the respective lines.
Then choose an action in the drop-down Action on selected and click the Execute button.
Actions that can be executed on all devices are enable and disable. A disabled device will
stop communication on the network until it is enabled again.

Those devices created as commission later can be assigned to physical devices on the
network. The device description displayed beneath the device name can be edited, where the
edit symbol appears. The assignment can be done manually by editing the fields in the
Instance column and Address column (for static device binding). It can also be done by
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executing a network scan. Edit the scan options as appropriate for your BACnet network and
click on Rescan. The scan progress will be displayed and fill the list for Scanned devices
not in configuration. An example is shown in Figure 76.

Rescan Assign
Assignment Name Instance  Address Object count
UNASSIGNED v VAVtestAreall o] 192.168.5.18:47308 319
UNASSIGNED v| AsS_1 1 192.168.32.7:47308 43
UNASSIGNED v | asaO000A 10 10001:0A 10
UNASSIGNED M FX03-00000C 12 10001:0C 124
UNASSIGNED v | L-DALI61 161 192.168.38.161:47308 1193

Figure 76: Result of a BACnet scan on the Web interface

To assign a scanned device to an uncommissioned device in the configuration, select the
corresponding device name from the drop-down box in the Assignment column. Repeat that
for all other devices and then click the button Assign.

3.5 Device Statistics

The device statistics pages provide advanced statistics information about the CEA-709
device, the CEA-852 device, the BACnet device, the system log, the scheduler, the alarm log
and the Ethernet interface.

3.5.1 System Log

The System Log page prints all messages stored in the system log of the device. An example
is shown in Figure 77. This log data is important for trouble-shooting. It contains log entries
for reboots and abnormal operating conditions. Errors and warnings are color-coded in red
and yellow. The default log direction is newest entries on top. The direction can be edited by
clicking on the arrow # in the column header.

To save the log click on the Save System Log button. When contacting LOYTEC support,
have a copy of this log ready.

SystemLog OS Log Detailed OS Log

Clear System log Update System log | | Save System log Go to bottom

T Timestamp Priority Source Message

2015-@1-22 14:58:87.831 NOTE Application BACnet: HWL: Network loop detected: from port 1 (mac: C2:A8:17:51:BA:C@) to dnet = 2
2015-@1-22 13:06:08.482 NOTE Application Boot precess finished

2015-81-22 13: 85.627 NOTE Application Device IP addresses: 192.168.24.284 | Switched

2015-@1-22 13:06:85.623 NOTE Application Hostname 'LIP-ME204-000AB@24SF1C’
2015-81-22 13: @4.995 NOTE Application

2015-81-22 1 24,990 NOTE Application Firmware version 5.1.@
2615-81-22 1 ©4.937 MNOTE Application LINX-AT91 Primary Image loading...
2015-81-22 1 84.985 NOTE Application Bocotloader version 1.@

2015-@1-22 13: 24.330 NOTE Application System boots due to a reset

2015-81-22 13:86:84.797 NOTE Application Serial# @28801-000ABEE49F1C
2015-81-22 13: @4.793  NOTE Application Log initialized - LIP-ME2@4 V5.1.@ Build Thu Jan 15 16:33:83 2015
2015-@1-22 @9: 36.438 NOTE Application Boot precess finished

2015-81-22 09:26:36.839 ERR Application Supply voltage (14V) falls below 18v!
2015-@1-22 @9: 33.625 NOTE Application Device IP addresses: 192.168.24.284 | Switched
2015-91-22 99:26:33.682 NOTE Application Hostname 'LIP-ME204-@00ABBR49F1C’

Figure 77: System Log Page.

3.5.2 |IP Statistics

Figure 78 shows the IP statistics page. It allows finding possible problems related to the IP
communication. Specifically, any detected IP address conflicts are displayed (if the device’s
IP address conflicts with a different host on the network).
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3.5.3 E-malil

B
LLOYTEC
(_3 Update IP statistics |
Device Info _':
c Ethernet Interface Statistics
Conﬂg 8 Rx packets 0
- Rix bytes 3391700
[
Statistics Q Rx dropped o
© Rx no clusters 0
% Ex CI.IC e:rors g
v x missed errors
s Tx collisions 0
= T Is 0
o X resend
; Tx packets 0
-lq—J Tx bytes 275696
c Ex no ml.)uf E
Contact X OVersiZze ernors
Rx runt errors 0
Logout Tx ok Y
Tx dropped 0
TCP/IP Statistics
Total IP packets received 5348
Total IP packets generated here 2214
Total TCP packets sent 220
Total TCP data packets sent 1164
Total TCP data hytes sent 487411
Total TCP packets received 2076
Total UDP packets received 32N
Total UDP packets sent 13
Update IP statistics |
[ |

Figure 78: IP Statistics Page.

The E-mail statistics page shows information regarding the devices SMTP client (e-mail
transmission). This includes information regarding the number of messages queued for
transmission  (Queued  currently/total/max), transmitted  messages  (delivery
successful/failed/failed after retry) and dropped messages (with reason for dropping).
Maximum time for gethostbyname shows needed time to resolve DNS names. If the
maximum time is high, a problem with DNS servers is likely. Maximum time for SMTP

transfer adds up DNS and e-mail transfer time.

LLOYTEC

LINX-121
Logged in as

| Update E-Mail statistics || Clear E-Mail statistics |

Live update

admin (@] . ey
2015-08-18 10:02:13 — (General E-Mail Statistics Rate
+ Statistics cleared 2015-08-07 16:11:01.311
g Seconds since cleared 921073
B Queued currently 0(0B)
Device Info bt Queued total 122 (366771864 B)
Data ‘qj Queued max 13026236 B)
) New mails queue currently 0 (0 B)
Commission c Retransmission queue currently 0(0B)
S Delivery successful 122 (366771864 B) 0.00/s (398.20 B/s)
Config o Delivery failed 0(0B) 0.00/s (0.00 Bls)
- Delivery failed after retry 0 (0 B) 0.00/s (0.00 Bi's)
Statistics _\é Delivery attempts 122 0.00/s
B System Log Q Rejected mails (low memory) 0 0.00/s
g Rejected mails (config error) 0 0.00/s
= Rejected mails (rate limit) 0 0.00/s
v Rejected mails (thread limit) 0 0.00/s
o Rejected attachments (low memory) 0 0.00/s
Rejected attachments (config error) 0 0.00/s
Number of processed events 92349
Max. time for gethostbyname 0ms
Max. time for SMTP transfer 10818 ms

Figure 79: E-mail Statistics.
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3.5.4 CEA-852 Statistics

The CEA-852 statistics page displays the statistics data of the CEA-852 device on the device.
It is only displayed if the CEA-852 interface is enabled and supported by the device model.
The upper part of the CEA-852 statistics page is depicted in Figure 80. To update the statistics
data, press the button Update all CEA-852 statistics. To reset all statistics counters to zero,
click on the button Clear all CEA-852 statistics. The field Date/Time of clear will reflect
the time of the last counter reset.

MDLOYTEC

=101

IP Packets received

_O Clear all CEA-B52 statistics | Update all CEA-B52 statistics |
i -
Device Info =
c CEA 852 Device Statistics
Conﬁg 8 Seconds since cleared 69000
- Date/Time of clear (GM Mon Jan 19 15:24:12 2009
Statistics = - (5HT)
() No. of registered members 2
ackets received
© LT Pack ived 0
ytes received unknown
% LT B ived ki
v LT Packets sent 3
=~ LT Bytes sent unknowm
—
o) IP Packets sent 0
g IP Bytes sent 0
)
<]
o

Contact

Logout

IP Bytes received

IP Packets data sent

IP Packets data received

LT Stale packets

RFC Packets sent

RFC Packets received

Avg. aggregation to IP

Avg. aggregation from IP

UDP Packets sent

TCP Packets sent

Multi-cast Packets sent

Session ID

Extended CEA-852 Device Statistics

0x29f56ebd

SNTP synchronized

no

Number of CR member infos

1

Current channel routing mode

CR

Message alloc count

0

Figure 80: Part of the CEA-852 Statistics Page.

3.5.5 Enhanced Communications Test

The Enhanced Communications Test allows testing the CEA-852 communication path
between the CEA-852 device on the L-INX/L-GATE and other CEA-852 devices as well as
the configuration server. The test thoroughly diagnoses the paths between individual
members of the IP channel and the configuration server in each direction. Port-forwarding
problems are recognized. For older devices or devices by other manufacturers, which do not
support the enhanced test features, the test passes as soon as a device is reachable, but adds
a comment, that the return path could not be tested. A typical output is shown in Figure 81.
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Device Info
Config

Statistics

DLOYTEC

Restart Enh. Com. Test | Enhanced Communication Test finished

o
S
o
c
O CEA 852 Device Address Result Round Trip Comment
v 192.163.24.101:1628 (C5) - ims 0K
-
@ 192,168 24.33:1628 1 nfa Peer not reachable
©
c w QK ! FAILED ? testing communication
=
vy
=
—
(@] Enhanced Communication Test Summary
= 0K 1 Device(s)
— .
(F]} w O freturn path not tested) 0 Device(s)
c ! FAILED 1 Devica(s)

Figure 81: Enhanced Communication Test Output.

The Round Trip Time (RTT) is measured as the time a packet sent to the peer device needs
to be routed back to the device. It is a measure for general network delay. If the test to a
specific member fails, a text is displayed to describe the possible source of the problem. The
reasons for failure are summarized in Table 3.

Text displayed (Web icon)

Meaning

OK, Return path not tested (green
checkmark)

Displayed for a device which is reachable but which does not support the
feature to test the return path (device sending to this CEA-852 device).
Therefore a potential NAT router configuration error cannot be detected. If
the tested device is an L-IP, it is recommended to upgrade this L-IP to 3.0 or
higher.

Not reachable/not supported
(red exclamation)

This is displayed for the CS if it is not reachable or the CS does not support
this test. To remove this uncertainty it is recommended to upgrade the L-IP to
3.0 or higher.

Local NAT config. Error
(red exclamation)

This is displayed if the CEA-852 device is located behind a NAT router or
firewall, and the port-forwarding in the NAT-Router (usually 1628) or the
filter table of the firewall is incorrect.

Peer not reachable
(red exclamation)

Displayed for a device, if it is not reachable. No RTT is displayed. The device
is either not online, not connected to the network, has no IP address, or is not

reachable behind its NAT router. Execute this test on the suspicious device to
determine any NAT configuration problem.

Table 3: Possible Communication Problems.

3.5.6 Global Connections Statistics

The global connections statistics page shows all currently configured communication groups.
For each group the list displays name, address hash, receive, transmit, poll-on-startup status,
the most recently communicated value and its timestamp. An example is shown in Figure 82.
The receive/transmit/poll-on-startup status displays an X if the direction is configured, but
no value was communicated. A green check mark -« is shown as soon as a value was received
or transmitted, respectively.
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DLOYTEC

LINX-151

Loqgﬁgg? as S Global connections by: connections file (2013-06-06 18:29:34 UTC) Reset lo config default
2013-07-25 18:16:05 — Channel: device 'LINX-151 0G3' in config server 10.101.18 100:1629
-
S
. Flags
Device Info g Name Hash Receive Transmit Poll-on-startup Value Timestamp
Data a 0BG35 OG3 Mains 28110 e 85 2507 2013 18:10:41
o] 1 Sunlux 131/92 - 37666 25.07.2013 18:15:57
Conﬁg c 2 WindSpeed 191173 e 0 2507 2013 18:15:58
S 3 OdTemp 169/86 - 29.91 25.07.2013 18:16:05
Statistics 1 SunAzi 36/51 v 275 86 25072013 18:16:05
§ 5 Rain 84/87 - 0000 25.07.2013 18:16:00
ren 6 SunEle 178M109 23 25.07.2013 18:16:05
7 OdHumid 38106 - 48 25.07.2013 18:16:05
o]
B Enh. g
B Global Connections "G_J'
B CEA-709
c

l.» Configured - Value transmitted

x Configured - No value transmitted
Not configured

Figure 82: Global Connections Statistics

The Reload button refreshes the status. The button Reset to config default removes any
global connections configured by LWEB-900 at run-time and reverts to the configuration
default. A reboot is required in this case.

3.5.7 CEA-709 Statistics

The CEA-709 statistics page displays statistics data of the CEA-709 port on the device as
shown in Figure 83. This data can be used to troubleshoot networking problems. To update
the data, click on the button Update CEA-709 statistics.

WLOYTEC

Device Info

Update CEA-709 statistics |

CEA-709 application statistics

Device CEA-709 (FT)
Node state unconfigured (0x02)
Transmission errors

Config

Statistics

Transmit TX failures
Receive TX full
Lost messages

Enh. Co
= CEA709

Missed messages

Layer 2 received

Layer 3 received

Layer 3 transmitted

networks under control

Transmit TX retries

Backlog overflows

Late acknowledgments

Collisions

Out buffers used

Contact

olao|o|o|olo|o|o|o|olo|lo| oo

In buffers used
LOgOLIl TCL active 00
TSPs used 0 =l

Figure 83: CEA-709 Statistics Page.

3.5.8 OPC XML-DA Server Statistics Page

The OPC XML-DA server statistics page shows statistics data, which contains information
on currently and previously connected clients. An example list of OPC clients is shown in
Figure 84. Clicking on the Update OPC XML-DA statistics button retrieves the current
statistics.
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The Summary table on the top of the page displays the number of currently connected
clients. These clients occupy TCP connections. The next line specifies the total number of
accepted client connections since the device is running. The figure for rejected connections
can be used to detect situations, where too many clients try connecting at the same time.

DLOYTEC
L‘}Lg':;(‘;}?as o [ Update OPC XML-DA statistics || Clear OPC XML-DA statistics |
guest (@]
2014-03-25 12:06:41 —
- Summary Rate
c Date/Time of clear(GMT) 2014-03-24 09:45:41
Device Info 8 Seconds since cleared. 94826
- Currently connected clients 1
Data Q Total connections accepted 257646
© Rejected (too many clients) 0
Gonfig E Total Authentication header missing 25
Statistics - Total Authentication failed 0
= _‘;2 Total SOAP requests received 257643 272s
— Total SOAP responses sent 257614 272s
o Total SOAP errors sent 0
g Total SOAP bytes received 129906329
JQ_; Total SOAP bytes sent 408336840
C Number of active subscriptions 7
Total tags in subscriptions 241
Subscriptions Handle State
[=1 Subseription by 10.101.18.21 (LWEB-900 (T)) since 2014-03-24 11:21:52 100019 DPAL
2671 poll responses: nofified 0 items 31 secs ago
Tag name Value Last update
CEAT709 Port Alarm alarm NotifyCnt (71272) 0 2072z ago
L-WEB Subscription by 10.101.17.37 (LWEB-800 (P)) since 2014-03-25 11:12:40 100168 Invoked
Subscription by 10.101.17.69 (LWEB-800 (P)) since 2014-03-24 17:00:14 100148 Invoked
L-IOB Subscription by 192.168.2.94 (LWEB-800 (F)) since 2014-03-25 12:01:31 100180 Invoked
Reset Subscription by 192.168.2.94 (LWEB-900 (1)) since 2014-03-25 09:12:51 100151 DPAL
Subscription by 10.101.18 127 (L VIS-3E100) since 2014-03-24 09:45:51 100001 DPAL
Contact Subscription by 10.101.18.133 (LVIS-3E175) since 2014-03-24 09:45:49 100000 DPAL
Logout
Client Srve  ldlels Agent Last Action
60981 192.168.2.94 /DA 16 SubscriptionPolledRefresh
60964 10.101.18.21 IDA 2 LWEB-900 (T) SubscriptionPolledRefresh
60962 10.101.18.127 /DA 2 LVIS-3E100 SubscriptionPolledRefresh
61012 10.101.18.133 /DA 7 LVIS-3E115 SubscriptionPolledRefresh
61035 10.101.17.69 DA nia LWEB-800 (P) SubscriptionPolledRefresh
61034 10.101.17.37 IDA nia LWEB-300 (P) SubscriptionPolledRefresh
61033 192.168.2.94 DA nia LWEB-800 (P) SubscriptionPolledRefresh

Figure 84: OPC XML-DA Server Statistics Page.

The Subscriptions list shows detailed information on OPC items subscribed by OPC XML-
DA clients. The subscriptions are sorted by client IP address and can be expanded to show
the subscribed items. The Handle specifies the server subscription handle and the value
represents the last value notified for the respective item in this subscription.

The Connection Details list shows more information on the history of client connections.
The green lines at the top denote currently active connections. Active connections have an
idle time figure specified in seconds. The following lines in black represent a history of the
most recent connections. Inactive connections read “n/a” in the Idle column.

All lines contain client information, which specifies the client IP address and port of the
connected client. The Srvc column specifies the type of Web service (Web, DA, and DL).
The Agent column contains information on the HTTP agent of the client, and the Last Action
column contains information on the last known Web service SOAP action the client has
requested.

3.5.9 BACnet MS/TP Statistics

The BACnet MS/TP statistics page is only available, when the MS/TP data link layer is
enabled (see Section 3.2.18) and supported by the L-INX model. The three statistics items
displayed are: Device Statistics, Bus History, and Token History.
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The MS/TP Device Statistics (see Figure 85) is split into three major columns, MS/TP
State/RX, TX Port, and RX Port. The MS/TP State/RX column contains information related
to the status of the MS/TP machine as well as packets received and processed by the MS/TP
state machine. The TX Port column counts packets sent by the device according to their types,
and the RX Port column tracks packets and errors seen by the MS/TP receive state machine.

The most prominent information in the MS/TP State/RX column is the status entry which
describes the current status of the MS/TP token as perceived by the device. In status Token
Ok, the token is circulating between the masters. This is the normal state, when multiple
masters are on the MS/TP network. The status Sole Master is the normal state when the
device is the only master on the network. If there are multiple masters on the network, token
passing has been interrupted and this state is a hint to a broken cable. In state Token Lost,
the token is currently not circulating.

While status reflects the current state the device is in, the lost tokens counter is more
indicative for communication problems on the MS/TP network. If it increases, there are
cabling, ground, or termination issues.

Note, that the RX Port column monitors all packets seen on bus, not only those addressed to

the device. Statistics related to received packets that are addressed to the device are tracked
in the MS/TP State/RX column.

MWLOYTEC

Update BACnhet statistics | Clear BACnet statistics |

o

—

+—
c
O status Token Okay data packets 2ok data packets 34
t) lost tokens 2|no-data pkts 27931 ok no-data pkts 485
Q tokens 479 |tokens 481 |invalid pkts 0
o poll for master 2|poll for master 27448 not for us pkis 3600
E data no reply 34 |data no reply 2|ty idle errors 0
: data needs reply 0|data needs reply Oltty prmble errs 0
- reply postponed Ofreply postponed Oltty header errs 0
6 replies o tty data errars 0
E reply timeouts o timeout prmble 0
= token retries o timeout header 0
(G_J urwanted o timeout data ]
unexpected u] header too long 0
CRC err header ]
CRC err data 0

Figure 85: BACnet MS/TP Device Statistics.

The MS/TP Bus History (see Figure 86) presents information related to the MS/TP bus as a
whole over the last minute, split into 10 second time slices.

The convenient health indicator, a percentage in the range 0 — 100%, gives an overall
impression of the communication quality on the bus: The higher the percentage, the better
the MS/TP communication between devices on the bus. Reasons for health to be low are:

o  Superfluous PollForMaster requests (because MS/TP node addresses in use contain gaps
or Max_Muaster of the node with the largest node address is not set to the same value as
the node’s address),

e token losses,

e reply timeouts,

e slow token passing.
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The load percentage simply displays how much of the available bandwidth is used for data.
Note, however, that actual application data is only a subset of the amount of data taken into
account here.

Statistics reflecting the average ability of devices to initiate communication are roundtrip
and token/dev/sec. They give an impression on how long the token requires to circulate once
(in milliseconds), and how often a device on the bus receives the token per second.

Other counters of interest are: tk passes (the number of times the token was passed),
tk misses (the number of times the receiver of a token did not continue passing the token),
tk retry (the number of times passing of token was retried), postponed (the number of
ReplyPostPostponed packets seen), pfm (the number of PollForMaster packets seen),
data pkt, data pkt rx, data pkt tx (the number of data packets seen, the number of data
packets received and transmitted by the device), data, data rx, data tx (the amount of data
seen, the amount of data received and transmitted by the device), token rx (the number of
tokens received by the device).

W Alarm Lag
) Update BACnet statistics | Clear BACnet statistics |

L-WEB

Reset 09:12:50 - 09:13:00 (0.0sec sole master, 0.0sec sole master activity)
health 33% |load 0% |roundtrip 120ms |token/devisec 8.301

Contact tk passes 753 |token 83 |data pkt O|data Obyte

Logoul tk misses 0|postponed 0| data pkt tx 0| data tx Obyte
tk retry 0 |pfrn 124 |data pkt O|data i Obyte
09:12:40 - 09:12:50 (0.0sec sole master, 0.0sec sole master activity)
health 31% |load 0% |roundtrip 126ms |token/devisec 7.900
tk passes 707 |token rx 79 |data pkt 0|data Obyte
tk misses 0 |postponed O|data pkt tx O|data tx Obyte
th ratry [faig] 115 |data pkt re 0| data rx Obyte
09:12:30 - 09:12:40 (1.1sec sole master, 0.0sec sole master activity)
health 13% load 0% |roundtrip 104rms |token/dev/sec 9601
tk passes 554 |token 96 |data pkt 0|data Obyte
tk misses 1| postponed O|data pkt tx Ofdata tx Obyte
th retry 1 pfm 122 |data pkt rx 0|data rx Obyte
09:12:20 - 09:12:30 (10.0sec sole master, 0.0sec sole master activity)
health 12% load 0% |roundtrip Orms |token/dev/sec 0.000
tk passes 38 |token rx 0|data pkt 0|data Obyte
tk misses 8 |postponed 0| data pkt tx 0| data tx Obyte
th retry 0|pfm 187 [data pkt rx 0|data rx Obyte
09:12:10 - 09:12:20 (10.0sec sole master, 0.0sec sole master activity)
health 100% |load 0% |roundtrip Orns |token/devisec 0.000
tk passes 0 taken Ofdata pkt 0}data Obyte
tk misses 0|postponed 0| data pkt tx 0| data tx Obyte
tk retry 0 |pfrn 189 |data pkt re Ofdata rx Obyte

Figure 86: BACnet MS/TP Bus History.

The MS/TP Token History (see Figure 87) shows the most recent token passes on the bus.
The syntax used is simple: ‘40<15” means that the node with address ‘0x15 has passed the
token to the node with address ‘0x40’.

If token losses or token sending retries have been recorded, these are marked by substituting
.7 for ‘<’. For example, ‘“40<15.40<15’ either means that ‘0x15’ retried sending the token
to ‘0x40’, or that passing the token to ‘0x40’ failed and ‘0x15’ created a new token and sent
it to ‘0x40°.

Transitions to or from sole master mode can be spotted by looking out for ‘XX’, e.g., ‘XX<15’
means that after ‘0x15 received the token, the device entered sole master mode. Finally,
based on the recorded token passes, the MS/TP Token History also lists the node addresses
of MS/TP masters detected on the bus.
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Update BAChet statistics | Clear BAChet statistics |

Token History

40<15<14<0c<0b<0a<06<00<57<40<15<14<0c<0b<0a<06<00<57<40<15<14<0c<0b<0a<06<00<
57<40<15<14<0c<0b<0a<06<00<57<40<15<14<0c<0b<0a<0A<00<57<40<15<14<0c<0b<0a<06<
00<57<40<15<14<0c<0h<0a<06<00<57<40<15<14<0c<0hb<0a<08<00<57<40<15<14<0c<0b<0a<
06<00<57<40<15<14<0c<0b<0a<06<00<57<40<15<14<0c<0b<0a<06<00<57<40<15<14<0c<0b<
Da<06<00<57<40<15<14<0c<0b«<0a<06<00<57<40<15<14<0c<0h<0a<06<00<57<30<15<14<00<
Ob<0&a<06<00<57<40<15<14<0c<0b<0a<06<00<57<20<15<14<0c<0b<0a<06<00<57<40<15<14<
Oz<0b<0a<06<00<57<40<15<14<0c<0b<0a<06<00<57<40<15<14<0c<0b<0a<06<00<57<40<15<
14<0c<Oh<0a<06<00<57<40<15<14<0c<0h<0a<06<00<57<40<15<14<0c<0b<0a<06<00<57 <40
15<14<0c<0b<0a<0A<00<57<40<15<14<0c<0b<0a<06<00<57<40<15<¢14<0c<0b<0a<06<00<57<
40<15<14<0c<0b<0a<06<00<57<40<15<14<0c<0b<0a<06<00<57<40<15<14<0c<

9 M3/TP waster: 00 06 Oa Ob Oc 14 15 40 57

Figure 87: BACnet MS/TP Token History.

3.5.10 BACnet Bindings Statistics

The BACnet bindings statistics page displays a list of all currently active address bindings.
This list can be used for troubleshooting to see, which BACnet device instance numbers could
be resolved and to what BACnet network number and MAC address. See Figure 88 for an
example list. In this case the device instance 224220 has been resolved to the local network
and MAC address 192.168.24.220:BACO.

Clear Binding Statistics
Instance Number Network Number Address State Offline Transitions
224220 local 192.168.24.220, Port: 0xBACO  Online 0

control

Figure 88: BACnet bindings statistics page.

3.5.11 BACnet FDT Statistics

The BACnet FDT (Foreign Device Table) Statistics page displays a list of all BACnet/IP
foreign devices currently registered with the device (see Figure 89). Note, that foreign
devices can only register with the device if the latter is configured as BACnet Broadcast
Management Device (see Section 3.2.17).

o P s PortTTL - [Ramain |
[0 [192 168 20,200 0xBACD  [1800  |1407 &

r control

Figure 89: BACnet FDT Statistics page.

3.5.12 Scheduler Statistics Page

The scheduler statistics page provides an overview of what is scheduled at which day and
which time. In the Display Schedules list, select a single schedule to view its scheduled
values and times. Use the multi-select feature to get the overview of more schedules. An
example is shown in Figure 90.
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DLOYTEC

6 Local Time: Monday, 22. December Tuesday, 23. D | Wednesday, 24. D
Device Info e Wed Dec 23 16:08:12 2009 10 0:00:00 00% 00:00:00 00% 00:00:00
E <December > < 2008 > scheduler]: default scheduler!: default scheduler?: default
M TW TFSsS = = =
o 0 01
Config @] 1234567 - . -
o 3 91011 1213 14 0z 02 02
Statistics — 1516 17 18 19 20 21 ikl 03® 0
] [E2] 25 24 25 26 27 28 0a® 14 4
© BIH 1234 m © o
c 05 05 05
56 7 6 91011 o - .
S5 06 08 08
vy January 2009 or or® o7
[ M TW T FSS 5™ 08:00:00 i g
o 0 12 3 4 m scheduler!: Value(20) 0g® g™
g 587 & 9101 09 1% 1=
1213 1415 1617 18 il — —
"q") 1920 21 22 23 24 25 1 " 1"
c 26 27 28 29 30 31 1 o 12% 12%
2345678 1z 139 15
Contact 139 14® -
February 2009 147 150 153
Logout M TWTFS S 15% 0 o
2627 26 28 30 31 1 16® 16 16
2345676 — 17" 17%
310111213 1415 17 15 5%
1617 181920 20 22 15™ 18:00:00 = =
2524 25 25 27 28 1 scheduler: Value(O} 19 19
23456878 19® a0* 0™
20® 0" n®

Figure 90: Scheduler Statistics Page.

3.5.13 Packet Capture

The packet capture feature allows configuring and running a local packet capture for the
Ethernet and MS/TP ports. Please refer to Section 19.3 for more information on how to set
up local capture and configure remote packet capture with Wireshark.

3.6 Documentation

The documentation page allows to access documentation related to the device. See Section
3.2.32 on how to configure documentation links and upload documentation files accessible
via this page.

DLOYTEC

LDALI-3E104

Terreoe Documentation links
guest
2015-06-01 10:57-04 Name Type Size Last modified
L-DALI Benutzerhandbuch (German)@ Link — —
L-DALI User Manual (English)@ Link — —
Device Info ElektroPositionen® File 185.0 KiB 2015-03-11 16:08:45

BEIE]
Commission

Config
Statistics
Documentation

vorks under control

Figure 91: Documentation Page.

Note: The Documentation page and all files available on it are accessible for all users (incl. Guest).
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3.7 L-WEB

3.7.1 Installation

This configuration page provides a download link to the L-WEB application installer and a
listing of L-WEB projects available on the device (see Figure 92). Clicking on Install will
download the installer for LWEB-803 and start the installation process. Clicking on the Web
icon @ will open the LWEB-802 project in a Web browser. This option is only available, if
the L-WEB project has been stored as an Iweb2 file. Please refer to the LINX Configurator
User Manuel [1] for more information on working with the L-WEB visualization.

DLOYTEC L-WEB Project List

LINX-151

Logged in as Install the LOY¥TEC LWEB-800 Visualization software on your PC
admin
2014-03-25 12:13:38
Available L-WEB projects
Device Info Name Last modified Size (Bytes)
Data
RoomControl_wo_occ.lweb2 23.05.2012 16:02:00 281893 5] |8
Config we_oce. - p
isti S lras
Statistics RoomControl.web2 17.05.2013 16:17:58 511407 u\f-"\ﬂ i)

L-WEB

m Project Li:
m LWEB-802 Config

onfic
m ACL Configuration

Figure 92: L-WEB Page.

3.7.2 LWEB-802 Config

To operate an LWEB-802 project in a Web browser, the LWEB-802 application must be
loaded from a server URL that hosts it. The LWEB-802 configuration page allows specifying
the URL used for LWEB-802 projects hosted on the device. The default setting is the
LOYTEC Web site, which hosts the official LWEB-802 application release.

For installations that don’t have Internet access or that require a special version of the LWEB-
802 application for testing, the application can also be hosted on the Web server of the device.
The following options can be configured:

e LOYTEC Website: This is the default setting. The URL points to the official
LWEB-802 application released on the LOYTEC Web site.

e Pre-installed on device: With this setting, a pre-installed local version of the
LWEB-802 application is used directly from the device.

e User-installed on device: Choose this setting to store a user-supplied version of the
LWEB-802 application on the device.

e Custom URL: Choose this setting, if the LWEB-802 application has been loaded
onto a Web server other than this device. Enter the appropriate URL.
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DLOYTEC

LGATE-950
Logged in as

admin
2015-08-28 16:23:04

LWEB-802 Location: LOYTEC Website v

http:/fwww_loytec_com/lweb802/

Save | Reload

Device Info
Data
Commission
Config
Statistics

networks under control

Figure 93: LWEB-802 Configuration Page.

3.7.3 Access Control List

The device provides a security feature to restrict access to the OPC server from the Internet.
This feature is based on an access control list (ACL). An example of the ACL configuration
is shown in Figure 94.

DLOYTEC

Successfully saved access control list

M IP Address Subnet Mask Access
[ 192.168.1.64 255.255.255.255 allow
] 10.101.17.0 255.255.255.0 allow
[ 0.0.0.0 0000 deny
[C] 0.0.00 0000 allow

Device Info
Config
Statistics
L-Web

W nstallation
m ACL Configuration

works under control

Figure 94: OPC Server Access Control List (ACL).

The user can add and delete entries to the ACL. Each entry contains a source specification,
which consists of an IP address and an IP mask, and an action (allow or deny). For specifying
single hosts use the IP address and the mask '255.255.255.255'. For an address range specify
an appropriate mask. For example use '10.101.17.0" and the mask '255.255.255.0" to specify
all hosts with IP addresses '10.101.17.xxx". To specify all IP addresses use '0.0.0.0' and the
mask '0.0.0.0".

The ACL is evaluated from specific host entries down to wider ranges. When adding new
entries the ACL is automatically sorted, having the most precise definition at the top and the
most general one at the bottom. The default behavior is to allow packets from all IP addresses.
This is also the default entry in the ACL.

The example shown in Figure 94 specifies the following behavior:

1. Allow requests from the device 192.168.1.64

2. Otherwise allow requests from devices in the network 10.101.17.xxx

3. Otherwise deny requests from all (other) IP addresses. Note, that a "deny" overrules an
"allow".
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3.8 L-IOB Host and Local I/Os

A L-INX, L-ROC, LIOB-48x/58x, LIOB-AIR can act as a L-IOB Host for a LIOB-45x/55x
device, providing a Web interface to configure, operate, and test the connected L-1OB device.
It also provides statistics information about the connected L-1OB device. All L-10B 1/O
controllers, LIOB-AIRX, and LROC-40x are additionally equipped with local 1/Os, which
are also covered by this section.

3.8.1 LIOB-IP Bus

To be able to connect a LIOB-45x/55x device over the LIOB-IP bus, the firmware version of
the LOYTEC device must be 4.8 or higher. After a firmware upgrade, the LIOB-IP support
must be enabled in the Web-UI (menu “L-IOB / Upgrade”). The LIOB-IP bus will then be
enabled by default, as shown in Figure 95. It is possible to disable the LIOB-IP bus entirely
by un-checking the LIOB-IP checkbox. The corresponding UDP/TCP ports 16028 and
16029 will then not be open anymore. Observe that the LIOB-IP bus only acts as a virtual
medium, connecting the LIOB-45x/55x device over Ethernet/IP. The rest of the configuration
must be done as described in Section 3.8.2.

DLOYTEC

Ethernet

TCPARP
Ethemnet Switch IP address of LIOB host: | local

FTP Port of LIOB host: 16029
Telnet Local LIOB port: 16028
Global Connections (CEA-852)
CEA-T09 aver IP (CEA-852)
LIOBIP
HTTP
[] Remote packet capture
[] VNC for LCD UI
OPC XML-DA

Device Info
Data

LIOB name: local

Save Settings Get Settings

networks under control

Figure 95: LIOB-IP Bus

3.8.2 L-IOB Installation Page

The LIOB Installation page for the LIOB-Connect bus is shown in Figure 96. The LIOB
Installation page for the LIOB-FT or LIOB-IP bus is shown in Figure 97. It works similar
to the Installation page of the LIOB-Connect bus with a few differences.
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DLOYTEC

LIOB Device Installation

LIOB  LIOB-FT  LIOB-IP

. Index of first device notin daisy chain: 25
Device Info
Dat LIOB Type Name Node ID Status Enable
22 1 LIOB-100 80:00:00:0E-1C-20 Mot configured
Config 2 LIOB-100 80:00-00-0E-1C:73 Mot configured
Statistics 3 LIOB-100 50.00.00-0E 1C.69 Not configured
L-WEB 4 LIOB-101 80:00:00-:0D:28:D5 Mot configured
5 LIOB-101 80:00:00:0D-28-8A Mot configured

6 No LIOB device present

7 No LIOB device present

8 No LIOB device present /
Contact 9 No LIOB device present /

Logout 10 No LIOB device present

22 No LIOB device present

23 No LIOB device present

24 No LIOB device present

Save Settings ” Get Settings

Figure 96: LIOB-Connect Device Installation and Scan.

DLOYTEC LIOB Device Installation

LIOE | LIOBFT LIOB-IP

) Scan
Device Info
Data LIOB Type Name Node ID Status Enable
1 LIOBA50  LIOBA50 50-00-00-0E-76:E6 GetMode ID | Online F
Config
o 2 LIOB-150  LIOB-150 50:00:00:0E-76:E1 GetModeID | Online ¥
Statistics
3 LIOB-150  LIOB-150 50-00-00-0E-76:E0 Get Node ID Online ¥

L-WEB
L-IOB

=

Mo LIOB device present

o

Mo LIOB device present
W Installati 6 Mo LIOB device present
B /O Test

7 Mo LIOB device present

Reset

§ MNo LIOE device present

Contact

Logout Save Settings ‘ Get Settings ‘

Figure 97: LIOB-IP Device Installation and Scan

Since the LIOB-FT/IP bus does not have a mechanism to automatically enumerate connected
L-10B devices, the user must determine the order manually. This is done either by setting the
Station IDs in the LCD Ul of the L-IOB devices or by entering the Node IDs of the connected
L-10Bs as shown in Figure 97 and clicking Save Settings. By clicking Scan, the order as
currently configured in the L-IOB devices will be detected and displayed. The Node IDs can
also be setup by clicking Get Node ID and then pressing the status button of the
corresponding L-10B device. Whenever changes have been made in the Web Ul, in the end
the Save Settings button must be clicked to configure the connected L-IOB devices
accordingly.
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3.8.3 L-IOB Scan and Configuration Run

DLOYTEC

Device Info

Data
Config
Statistics
L-WEB
L-I0oB

Reset
Contact

Logout

Even without any configuration, the L-1OB bus can be scanned to check which L-1OB
devices are connected to the L-1OB host. This can be done by clicking Scan. During the scan
process, the status of the connected L-1OB devices is shown in the web page. At the end, the
page should e.g. look like Figure 96. In this case, 3 LIOB-100 devices and two LIOB-101
devices have been found. For all shown L-10B devices, the Name is blank and the Status is
“Not configured” since the L-1OB host does not have a configuration downloaded yet.

If a configuration is downloaded to the L-IOB host using the Configurator software, a
configuration run is started automatically and, if the configuration matches the physically
attached L-10B devices, all L-IOB devices should go online. The configuration run can also
be started manually at any time by clicking Save Settings. This is required e.g. whena L-10B
device is replaced without power-cycling the L-IOB host. Figure 98 shows the LIOB
installation page after clicking Save Settings.

LIOB Device Installation

LIOB | LIOBFT

Scan

Index of first device notin daisy chain: |9

LIOB Type Name Node 1D Status Enable
1 LIOB-100 LioB1 80:00:00:0E:1C-20 Online v
2 LOoB-100  LIOB2 80:00:00:0E:1C:73 Online I
3 LIOB-100 LIioB3 80:00:00:0E:1C-69 Online v
4 LIOB-101  LIOB4 80:00:00:0D:28:D5 Online I
LIOB-101 LIDBS 80:00:00:0D:23:8A Online v

Mo LIOB device present

@ m

Mo LIOB device present

8 Mo LIOB device present

Figure 98: LIOB Configuration Run

The LIOB Installation page will also show configuration errors. In Figure 99 e.g. the last
L-10B device could not be detected.

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 90 LOYTEC

DLOYTEC LIOB Device Installation

Lios| | LIOBFT

) Scan

Device Info Detected a different index for the first device not in daisy chain: &

Data Check if there is a contact problem or change the configured index f incorrect

Config Index of first device not in daisy chain: |9

Statistics LIOB Type Name Node ID Status Enable
1 LIOB-100  LIOB1 30:00:00:0E:1C:20 Online W
2 LIOB-100  LIOB2 80:00:00:0E:1C:73 Online w
3 LIOB-100 LIDB3 60:00:00:0E:1C:69 Online 2
4 LIOB-101 LIOB4 80:00:00:0D:28:D5 Online W
§ LIOB-101 LIOBS 30:00:00:0D:28.3A Not detected W

Contact 6 Mo LIOB device present

Logout 7 MNo LIOB device present

8 Mo LIOB device present

Figure 99: Missing L-10B Device

This could be caused by a communication problem or by a physically missing L-IOB device.
In case it is OK that this device is missing, it must be disabled in the Web Ul by un-checking
the corresponding Enable checkbox and clicking Save Settings again, see Figure 100.

DLOYTEC LIOB Device Installation

LioB | |LIOBFT

) Scan
Device Info 4 )
Finished installation of LIOB devices.
Data
Index of first device not in daisy chain; [9
Config
Statistics LIOB Type MName Node ID Status Enable
1 LIOB-100  LIOB1 80:00:00:0E:1C:20 Online W
L-WEB
2 LIoB-100  LIOB2 80:00:00:0E-1C:73 Online W~
3 LIOB-100  LIOB3 30:00:00:0E:1C:69 Online ~
H Installation 4 LIOB-101 LIOB4 60:00:00:0D-28:Da Online I
W /O Test
5 LIOB-101  LIOBS 80:00:00:0D:26:3A Disabled r

Reset

6 Mo LIOB device present
Contact

7 MNo LIOB device present

Logout

8 Mo LIOB device present

Figure 100: Disabled L-10B Device

3.8.4 L-IOB Device Information and Statistics

By clicking on one of the L-IOB device links in the Name column of the LIOB Installation
page, the L-IOB device information and statistics page can be shown for that device, see
Figure 101. Using the buttons Reboot device and Reset to factory defaults, the L-10B
device can be rebooted or reset to factory defaults.

The Device information part shows device specific configuration properties and some live
values of the device (CPU load, System temperature & voltage). The system log of the L-
IOB device can be displayed by clicking on system log.

The LIOB communication statistics part shows statistics information of the communication
bus. These values are mainly used for support and debugging.
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[ Reboot device ][ Resetto factory defaults ]

Device information

Product code LIOB-100

Device name LIOB1

Pin code 0000
Firmware version 49.0.0

Build date 2013-07-15 06:58:1
Serial number 014502-8000000E1C80
Node ID §0-00-00-0E-1C-80
CPU load 33.4%

System temperature 35.4°C

Supply voltage 227V

Last reset 2013-07-17 08:01:19
Status Online, View system log
L-10B communication statistics
Seconds since cleared 44
Transmission errors 0
Transmit TX success/failures 1509/0 (100.00%/0.00%)
Receive TX full 0

Lost messages 0
Missed messages 0

Layer 2 received 16226
Layer 3 received 16226
Layer 3 itted 38886
Transmit TX retries 0
Backlog overflows 611
Late ack led 0
Collisions 0

Out buffers used 0

In buffers used 0

TCL active 01
TS5Ps used 1

TSPs deleted 0

Figure 101: L-10B Device Information and Statistics

Observe that if the L-IOB device is unconfigured (not part of the L-10B host configuration),
the LIOB communication statistics table as well as some information in the Device
information table cannot be displayed.

3.8.5 L-IOB Overview Page

The LIOB Overview page provides a quick overview of all L-IOB devices and their 1/Os.
This page is available for the local 1/0s as well as the connected LIOB-45x/55x device.
Figure 102 shows the Overview page for the local 1/0s. With Reset All Count Values, the
counter inputs as well as the run hours and energy count values of all outputs can be reset.
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DLOYTEC

Device Info
Config
Statistics
L-WEB
LIOB

Contact

Logout

LIOB-LOCAL | LIOB-IP

17:09:04 g [ Reload I [ Reset All Count Values ]

g /O Name Term Type Value Mode Status

&) UI_Custom_MTC un IN Analog/Digital 10V 2530°C Auto oK

CTJ UI_PT1000 ui2 IN Analog/Digital 10V -112°C Auta OK

-g UI_NTC10K ui3 IN Analog/Digital 10V 2022°C Auto oK

a UI_NTC1KS U4 IN Analog/Digital 10V 2523°C Auto oK

—E UI_Mi1000 uis IN Analog/Digital 10V 203°C Auto oK

g Ul_Linear ulg IN Analog/Digital 10V 2885°C Auto oK

-IG—'J Ul_Frequency ur IN Analog/Digital 10V 0.00 Hz Auto oK

c UI_Trans_Table g IN Analog/Digital 10V 3996 °C Auto oK

DI_Digital D IN Digital QPEN Auto oK

DI_Pulse_Cnt Di2 IN Digital 0.00 Auto oK

AQ_Digital AD1 QUT Analog 12V QFF Auto oK

AQ_Analog AQ2 QUT Analog 12V 000V Auto oK

DO _Digital Do2 OUT Relais 6A OPEM Auto OK

DO_PWH Do3 OUT Relais 6A 0.00% Auta OK

manual Do4 QUT Relais BA QPEN Ianual oK

override DO5 OUT Relais 6A OPEM Override OK

disabled D06 OUT Triac OPEN Disabled oK

unused Dot QUT Triac OPEN Auto oK

unused Do8 QUT Triac QPEN Auto oK

Figure 102: LIOB Overview

The live value and a few properties are shown for each 1/0 of the L-IOB device. The
operating mode of each 1/O can be changed in the Mode column. The Value column always
shows the corresponding effective value (e.g. the override value in override mode). In case
of manual operating mode, the manual value is displayed and can be changed in the Value
column.

By clicking on the link in the 1/0 Name column, a detailed view of each 1/O can be invoked,
see Figure 103. Please refer to the LINX Configurator User Manual [1] for a detailed
description of all I/O properties. After changing configuration properties, the user must click
Save Settings to activate the new configuration in the L-1OB device.
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LIOB-480, Terminal Ul1

MName Temp

Input 33a20°C

ManualValue 3320 °C
HardwareType IN Analog/Digital 10V
SignalType Resistance

Interpretation NTC10K

OperatingMode Manual -
LinkCfgVers 1.00

10Status OK

SlUnit_OnText ‘C

USUnit_OffText F

Resolution 0.10 °C
MultUS 1.80

OffsUS 32.00

OverrideValue 000 °C
DefaultValue 0.00 °C
Offset 0.00 °C
MinValue 27315 °C
MaxValue 100.00 °C
cov 0.00 °C
MinSendTime 0.00s

Figure 103: L-10B 1/O Details

3.8.6 L-IOB I/O Test Page

Device Info
Config

Statistics

W /O Test

MDLOYTEC

The LIOB 1/O Test page provides the possibility of documenting tests of the connected
actuators and sensors. This page is available for the local I/Os as well as the connected LIOB-
45x/55x device. Figure 104 shows the L-IOB 1/O test page of the local 1/0s.

[ ClearAll Tests || ExporAll({csv) |

©

- LIOB-LOCAL  LIOB-IP

4+

c ' .

(@) Il/0 Name Terminal  Test Result Test Date Test Comment

(W) LOCAL Ii0 Reload Export Device (CSV) Clear Tests

aj Ul_Custom_NTC U Mot Tested 2012-12-13 22:43:15 Mo sensor available yet

_g UI_PT1000 ui2 Not Tested 2012-12-13 22:43:19 No sensor available yet

= UI_NTC10K ui3 oK 2012-12-13 22:43:22 Was tested with actual sensor
§ UI_NTC1K8 ui4 oK 2012-12-13 22:43:26 Was tested with actual sensor
—

(@] UI_Ni1000 uls OK 2012-12-13 22:43:28 Was tested with actual sensor
E Ul_Linear ulg Not Tested 2012-12-13 22:43:31 No sensor available yet

fq_) Ul_Frequency uir NOT OK 2012-12-13 22:43:35 Sensor defect

Figure 104: L-10B 1/O Test

For each 1/0O, a Test Result (Not Tested, OK, NOT OK) can be chosen. The Test Date will
then be set automatically but can be manually changed afterwards. An additional Test
Comment can be entered. This data will be stored persistently in the LIOB-48x/58x until it
is explicitly cleared or the type of the connected L-10B device changes because of a new host
configuration. To explicitly clear the test information, the buttons Clear Tests or Clear All
Tests are used. The test information can also be exported to a CSV file by using Export
Device (CSV) or Export All (CSV).
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3.9 Reset, Contact, Logout
The menu item Reset allows the following essential operations:
e Rebooting the device from a remote location.

e Resetting the data point configuration from a remote location. This option clears all data
points and the entire port configuration. It leaves the IP settings intact.

e Reverting run-time changes to defaults of the data point configuration. This applies to
persistent data points and parameter values.

o  Clearing all data point override values.

The Contact item provides contact information and a link to the latest user manual and the
latest firmware version. The Logout item closes the current session.

3.9.1 Safe Reboot

Whenever a setting has been changed that affects connectivity to the device’s Web interface
(e.g. IP address) the next reboot is executed as a safe reboot. This is indicated as shown in
Figure 105.

LOLOYTEC

LINX-151
Logged in as

Safe Reboot - log in after reboot to commit changes
admin If not logged in within 5 minutes the device will revert the changes.

2018-04-26 15:34:37

Future [P addresses to reach the device:

Ethernet 1 (LAN): 192.168.24 151

Device Info

Data

Do you really want to reboot the device?

Safe Reboot

inder control

Commission

Figure 105: Safe reboot notice.

When resetting into safe reboot mode, the user needs to log in within the next 5 minutes after
the reboot. A list of possible new IP addresses to this device is displayed to help navigating
to the device. If no login is detected (e.g., because the new IP setting breaks connectivity) the
device will revert to the last working settings.
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4 The CEA-709 Router

LOYTEC devices, which are equipped with a standard CEA-709 router (i.e., an embedded
L-1P), connect the FT port and the CEA-852 port. Depending on the use case, the CEA-709
router supports different operating modes how packets are routed between the CEA-709 side
and the IP-852 side. LOYTEC devices with the router option also contain a configuration
server (CS) to manage members on an IP-852 channel.

4.1 CEA-709 Router

135.23.2.51 135.23.2.52

T LR
o om M- m
| 1P Channel |

|

Eianl I

FT-10

TP-1250

Figure 106: The L-INX supports different methods to route packets between the CEA-709 and IP-852
channel.

Depending on the CEA-709 router configuration (see Section 3.2.13) the CEA-709 router
supports 4 different methods to route packets between the CEA-709 and the IP-852 channel.
Those operating modes are listed below and described in more detail in the subsequent
sections.

e Configured Router: The device acts like a standard CEA-709 configured router (i.LON
1000/600 alike)

e  Smart Switch: The device acts as a self-learning plug&play router (“smart switch mode™)

e  Store-and-Forward Repeater: To freeze a learned configuration and operate the switch
based on the existing forwarding tables, disable group learning and Subnet/Node
learning.

e Smart switch with no broadcast flooding: Set Subnet/Node Learning to “subnet”. In this
mode the router learns the network topology but doesn’t flood subnet broadcasts.

4.1.1 Configured Router Mode

In this operating mode, the router acts like a standard configured router, which can be
configured with standard network management tools like LonMaker or NL-220. This
operating mode is compatible with the i.LON 1000 and the i.LON 600.
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This operating mode uses the “channel routing” routing strategy on the IP channel. In this
mode the device is fully compatible with i.LON 1000/600 devices. This operating mode
should also be used in networks with more than 10 IP devices on one IP channel and heavy
network traffic on the IP channel (more than 500 packets/s) since channel routing sends the
IP packet only to the IP-852 device(s) that connect to the CEA-709 node(s) addressed in this
IP packet and not to all IP-852 devices on the IP channel. This is the standard operating mode.

4.1.2 Smart Switch Mode

The router can be configured to act as a learning switch in a CEA-709 network. This operating
mode is called smart switch mode. In this operating mode, the router decides if the message
has to be forwarded or not, based on the destination address of a message. Thus, it isolates
local network traffic (e.g., in case of heavily loaded networks).

Important:

This operating mode doesn’t support network loops!

Important:

Whenever a network is reconfigured, it is recommended to clear the forwarding tables in
the device by pressing the status button for at least 20 seconds.

The router supports learning of up to 4 Domains.

Note:

All messages, which are received on an unknown domain, are forwarded to all ports!

The subnet/node learning algorithm supports segmentation of the network traffic on a
subnet/node basis. Thus, the user does NOT need to take care of any subnets spanning
multiple physical channels. Even when a node is moved from one channel to another, the
router keeps track and modifies its forwarding tables accordingly.

Note:

All messages with a destination subnet/node address not yet learned are forwarded!

The router supports group learning. Groups can span multiple router ports.

Note:

Group learning only works for messages using acknowledged or request/response service.

Note:

All messages with a destination group address not yet learned are forwarded!

The router has no learning strategy for broadcast addresses. As a result, all subnet or domain
wide broadcasts are always forwarded. If subnet wide broadcasts shall not be forwarded,
please use the smart switch operating mode without subnet broadcast forwarding (see Section
4.1.4).

The router has no learning strategy for unique node ID addresses. Node ID addressed
messages are always forwarded.

This operating mode uses the “channel routing” strategy on the IP channel to distribute IP
packets. It uses flooding to send all packets on the IP channel to all IP devices on this IP
channel. The advantage of this operating mode is that it is fully plug&play and no router
configuration is required. The disadvantage is that this operating mode doesn’t scale very
well with larger networks. We do not recommend this operating mode for IP channels with
more than 10 IP-852 devices and packet rates of more than 500 packets/s. Please use the
configured router mode from Section 4.1.1 for larger IP channel configurations.

Further, it is recommended to configure a multi-cast group for routers in the smart switch
mode to reduce the traffic burden and improve scalability. Refer to Section 4.5 on how to
configure the device to use multi-cast.
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4.1.3 Store-and-Forward Repeater

The router can be configured to operate in a repeater mode, where all messages are forwarded
regardless of the address format.

This operating mode uses the “channel routing” strategy on the IP channel to distribute IP
packets. It uses flooding to send all packets on the IP channel to all IP devices on this IP
channel. The advantage of this operating mode is that it is fully plug&play and no router
configuration is required. The disadvantage is that this operating mode doesn’t scale very
well with larger networks. We do not recommend this operating mode for IP channels with
more than 10 router devices and packet rates of more than 500 packets/s.

Further, it is recommended to configure a multi-cast group for routers in repeater mode to
reduce the traffic burden and improve scalability. Refer to Section 4.5 on how to configure
the device to use multi-cast.

4.1.4 Smart Switch Mode with No Subnet Broadcast Flooding

This operating mode is the same as the smart switch mode from Section 4.1.2 with the only
difference that subnet wide broadcasts are not flooded in this mode. This operating mode can
be used in large network installations where the network management tool uses group
overloading to replace group addresses with subnet wide broadcasts. In this operating mode,
the network installer must ensure that one subnet address may only exist behind one and no
more than one network port. This condition is met if nodes are installed using an LNS based
tool, on different channels that are separated with a router shape.

This operating mode uses the “channel routing” strategy on the IP channel to distribute IP
packets. It uses flooding to send all packets on the IP channel to all IP devices on this IP
channel. The advantage of this operating mode is that it is fully plug&play and no router
configuration is required. The disadvantage is that this operating mode doesn’t scale very
well with larger networks. We do not recommend this operating mode for IP channels with
more than 10 devices and packet rates of more than 500 packets/s.

Further, it is recommended to configure a multi-cast group for the router in the smart switch
mode to reduce the traffic burden and improve scalability. Refer to Section 4.5 on how to
configure the device to use multi-cast.

4.2 CEA-852 Device of the Router

Every L-INX acts as a device on the IP channel. It either needs to contact a configuration
server or a configuration server needs to contact the device in order to set up the proper
routing tables. Before a device can become a member of the IP-852 channel it needs to have
proper IP settings (see Section 3.2.4):

o IP address/netmask/gateway (either via DHCP or manual entry), see Section 3.2.4

e Auto-NAT or manual NAT address if used behind a firewall/NAT router, see Section
3.2.11

o MDS5 secret if authentication is required, see Section 3.2.11
Please consult Sections 3.2.4 and 3.2.11 on how to setup a CEA-852 device.

The CEA-852 device can be used together with the PC-based i.LON Configuration Server
utility or with any LOYTEC configuration server. If multiple CEA-852 devices behind one
NAT router are added, the Auto-NAT setting in the CEA-852 devices is recommended to be
used with the L-INX configuration server or an L-IP configuration server. Please refer to the
following sections on how to setup the device and the configuration server.
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If the “Auto member” feature is enabled in the configuration server, the CEA-852 device can
add itself to the IP-852 channel without explicitly adding the device at the configuration
server. Note, that enabling auto member is a potential security hole since any device can add
itself to the IP-852 channel.

4.3 Configuration Server for Managing the IP-852 Channel

4.3.1 Overview

Every logical 1P-852 channel requires one configuration server that manages all CEA-852
devices (LINX-121, L-IP, LOYTEC NIC852, i.LON 1000, i.LON 600, LonMaker, etc.) on
this channel. A simple example is shown in Figure 107. A configuration server keeps a list
of all devices on a logical IP-852 channel and distributes the routing information between
those devices. If a device wants to join an IP-852 channel, it needs to register itself at the
configuration server. Traditionally, a dedicated Windows PC is used to act as the
configuration server. The L-INX contains an embedded configuration server and can
therefore replace the PC.

The configuration server can be enabled in the CEA-852 server configuration menu in
Section 3.2.14. This configuration server can manage one IP-852 channel and up to 256
devices on this IP-852 channel. In order to setup the configuration server, one must specify
the following parameters:

o |P address/netmask/gateway (either via DHCP or manual entry), see Section 3.2.4
o NAT address if used behind a firewall/NAT router, see Section 3.2.11

o MDS5 secret if authentication is required, see Section 3.2.11

e Enable the configuration server, see Section 3.2.14 (server LED lights up green)

e Alist of IP-852 channel members, see Section 3.2.15.

Note:

If the L-INX is also used as a configuration server it needs a fixed IP address.

IP-852 Channel

IP:192.168.1.100

Configuration
Server for
IP-852 Channel

Ethernet

IP:192.168.1.101 ~IP: 192.168.1.102 IP: 192.168.1.1xx

L-INX
8.8 8

it

m- om

CEA-852
Device

CEA-852
Device

CEA-852
Device

Figure 107: The configuration server manages the devices on an IP-852 channel.
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4.3.2 Configuration Server Contacts IP-852 Device

In this scenario, the IP-852 device needs the following parameters set in order for the
configuration server to contact the device. The remaining parameters are retrieved from the
configuration server.

e IP address/netmask/gateway (either via DHCP or manual entry), see Section 3.2.4

e Auto-NAT or manual NAT address if used behind a firewall/NAT router, see Section
3.2.11

e MDS5 secret if authentication is required, see Section 3.2.11

If multiple CEA-852 devices behind one NAT router are added, the Auto-NAT setting in the
L-INX is recommended to be used with the L-INX configuration server.

4.3.3 IP-852 Device Contacts Configuration Server

In this scenario, the IP-852 device needs the following parameters set in order to contact the
configuration server. The remaining parameters are retrieved from the configuration server.

o |P address/netmask/gateway (either via DHCP or manual entry), see Section 3.2.4

e  Auto-NAT or manual NAT address if used behind a firewall/NAT router, see Section
3.2.11

o MDS5 secret if authentication is required, see Section 3.2.11

e Configuration server IP address and port number, see Section 3.2.11

If the “Auto member” feature is enabled in the configuration server, the CEA-852 device can
add itself to the IP-852 channel without explicitly adding the device at the configuration
server. Note, that enabling auto member is a potential security hole since any device can add
itself to the 1P-852 channel.

4.3.4 Using the Built-In Configuration Server

For security purposes, the configuration server contacts each CEA-852 device on the IP-852
channel. Therefore, one must enter a list of all channel members in the CEA-852
Configuration Server menu (see Section 3.2.15). This ensures that no unwanted device can
join the IP-852 channel.

Note that also i.LON 1000/600, VNI and LOYTEC NIC852 based network nodes (e.g.,
LonMaker or NL-220 applications) can join the IP-852 channel managed by the configuration
server. Note that the built-in configuration server should be used if LOYTEC CEA-852
devices are communicating across firewalls/NAT routers.

For adding multiple devices behind a NAT router, the configuration server supports the
extended NAT mode (see Section 4.4.2). The configuration server automatically switches the
channel mode to extended NAT if needed. Note that the i.LON 600 must be configured with
the i.LON CS to extended NAT mode before adding the i.LON 600 to the configuration
server, because the i.LON 600 does not switch to that mode automatically.

4.4 Firewall

and NAT Router Configuration

The CEA-709 router can be used behind a firewall and/or NAT (Network Address
Translation) router as shown in Figure 108. Note, that in general, only one CEA-852 device
can be used behind the NAT router. This mode of operation is referred to as “Standard”
channel mode. It is fully compliant with CEA-852.

LOYTEC’s newer devices such as the L-IP and the L-INX family support more than one
CEA-852 channel member behind a NAT router. This mode of operation is referred to as
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“Extended NAT” channel mode. This mode introduces extensions to the standard mode
which need to be supported by all members. Other devices supporting the extended NAT
mode are the i.LON 600. See Section 4.3.4 on compatibility with the i.LON 600.

4.4.1 Automatic NAT Configuration

In order to use the L-INX behind a firewall, the public NAT address and the local IP address
must be set in the IP configuration menu (see Section 3.2.4). By default, the NAT address is
determined automatically when adding the L-INX to the channel in the configuration server.
Alternatively, the NAT address can be configured manually. Furthermore, the NAT router
must be configured to forward ports 1628 and 1629 for UDP and TCP packets to the private
IP address of the L-INX (192.168.1.100 in Figure 108). In summary we can say, the following
parameters must be set in order to operate a L-INX behind a NAT router.

o  Specify the IP address (private IP address: 192.168.1.100),
e  Specify the gateway address (e.g., 192.168.1.1),

o  Specify the NAT address (public IP address: 135.23.2.1) or use automatic NAT router
discovery,

e Enable port forwarding for ports 1628 and 1629 in the NAT router for TCP and UDP,
e Enable the SNTP port 123 in the firewall if SNTP is used.

IP:192.168.1.100
NAT: 135.23.2.1

Firewall + NAT Router i

IP Channel 1
192.168.1.1 \
Forward UDP and TCP ports 1628 and

1629 to IP address 192.168.1.100 3
Internet = °

135.23.2.1

FT-10

Figure 108: Operating a L-INX behind a NAT router and firewall.

Note that a L-INX must be used as configuration server when the device is installed behind
a firewall or NAT router. The L-INX with the configuration server can also be located behind
a firewall.

4.4.2 Multiple IP-852 Devices behind a NAT: Extended NAT Mode

When using more than one IP-852 device behind a single NAT router, the recommended
method in the L-INX configuration server is to use the extended NAT mode. This mode
requires that all devices support this feature. Currently these are L-INX with CEA-709 router,
L-IP 3.0, i.LON 600, the NIC852 PC software and other CEA-852 capable devices from
LOYTEC. If there are other devices in the channel, this method does not work. Incompatible
devices are disabled from the channel in this case. Please refer to the classic method in
Section 4.4.3 to setup this network.

When using multiple devices behind a NAT router, each device needs a separate port-
forwarding rule in the NAT router. This implies that each device must use a unique client
port (e.g., 1628, 1630, 1631, etc). The port-forwarding rules must be setup so that each port
points to one of the IP-852 devices. In the L-INX, change the client port in the CEA-852
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device configuration menu. Figure 109 shows an example configuration for three L-INX
devices behind the NAT router 135.23.2.1.

It is recommended that both ports 1628 and 1629 are forwarded to the same private address.
It is then also possible to turn on the configuration server behind a NAT router. In this case,
activate the CS on the L-INX which has port-forwarding to 1628 and 1629. In the example
in Figure 109, the L-INX with private address 192.168.1.100 also acts as a configuration
server.

If the CS is activated on a L-INX behind a NAT router, the NAT router must have a fixed
public IP address. The L-INX with the CS also cannot use automatic NAT discovery. In this
case, enter the NAT address of the NAT router manually in the IP configuration menu (Auto-
NAT can no longer be enabled on a L-INX with a CS). To diagnose possible problems in the
NAT configuration with port forwarding, use the enhanced communications test (see Section
3.5.5).

IP:192.168.1.100 : 1628
NAT: 135.23.2.1

L-INX
w0 ee

Firewall + NAT Router I e
Optional: CS
IP Channel me m of the channel

IP:192.168.1.102 : 1630

)

1352321 192.168.1.1 AUto-NAT (135.23.2.1)
Forward ports 1628 and 1629 LINX
Internet to IP address 192.168.1.100, AR

forward 1630 to IP address

192.168.1.102, m- m
forward 1631 to IP address I
192.168.1.103

IP: 192.168.1.103 : 1631
Auto-NAT (135.23.2.1)

[P
P
2

FT-10

Figure 109: Multiple L-INX devices behind a NAT: Extended NAT Mode.

After the NAT router has been configured with the port-forwarding settings and the CS has
been turned on, the channel members can be added. This can be done either through the Web
interface of the CS.

In the Web Ul, add the members with their private IP addresses and the client ports as defined
by the port-forwarding. Then select the added member by checking the check box and select
the action Assign to NAT. Enter the public NAT address of the NAT router. An example to
add the two 1P-852 devices in Figure 109 through the Web Ul is depicted in Figure 110. To
remove a device from a NAT router but not delete it, select it and choose Remove from NAT
as the action.
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Figure 110: Adding a member with extended NAT Mode on the Web UlI.

4.4.3 Multiple IP-852 devices behind a NAT: Classic Method

If more than one CEA-852 device must be used behind the NAT router and there are devices
which do not support the extended NAT mode, we propose the setup from Figure 111.
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Figure 111: Application that uses multiple L-INX devices behind a NAT router firewall.

The L-INX with IP address 192.168.1.100 is member of IP Channel 1 and can be accessed
through the Internet. The L-INX devices with IP addresses 192.168.101 to 192.168.1.110
form another logical IP Channel 2 that communicates with the devices on the IP Channel 1
over the TP-1250 channel, which is used in high-speed backbone mode for optimum
networking performance. Note that devices on both IP Channels 1 and 2 can of course
connect to the same physical network wiring. Furthermore, both IP Channels 1 and 2 must
have a separate configuration server that manages the L-INX devices on the different
channels. In the example in Figure 111, the L-INX with address 192.168.1.100 acts as the
configuration server for IP Channel 1 and the L-INX with IP address 192.168.1.101 acts as
the configuration server for IP Channel 2.

4.5 Multi-Cast Configuration

IP multi-casting is a feature of the IP protocol that allows one packet to be delivered to a
group of IP hosts. To receive such multi-cast packets, each IP host must be member of a
multi-cast group. This group is identified by a multi-cast address (e.g., 225.0.0.37) and a UDP
port number.

The L-INX supports both unicast and multi-cast delivery of CEA-852 data packets. Using
multi-cast is recommended when using the router in the Smart Switch Mode. For those
devices, configure a multi-cast address in the IP configuration menu. Please contact your
system administrator to obtain a valid multi-cast address for your network. Note, that all
channel members must be configured with the same multi-cast address and use the same
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client port (1628 is recommended). Also note, that multi-cast addresses cannot be routed on
the Internet. They can only be used in a LAN or VPN environment.

If you configure multi-cast, there may be some devices, which do not support this feature. In
this case, the device uses a hybrid scheme and sends unicast to those devices, which are not
configured for multi-cast. Note, that the device determines automatically, when to switch to
the multi-cast mode depending on what types of devices are in the channel and on the traffic
burden for those devices. As a rule of thumb, multi-cast is used when there are only
switches/repeaters in the channel and it is not used when there are only configured routers.

To detect if the device utilizes the multi-cast feature, contact the Extended CEA-852 device
statistics in the statistics menu (Section 3.5.4). The entry “Channel Routing Mode” reads SL
(send list) if packets are routed to the multi-cast group. It reads CR (channel routing) if the
normal unicast method is employed. Also the entry “Multi-cast packets sent” in the CEA-852
device statistics menu (Section 3.5.4) counts the number of multicast packets transmitted to
the group. If this item remains zero, no multi-cast is used by the device.

4.6 Remote

LPA Operation

The L-INX supports remote LPA access. This means that a CEA-709 protocol analyzer
connected to the Ethernet network can connect to the L-INX and record all packets on the
CEA-709 channel (FT-10). Our LPA-IP supports this sophisticated feature. The functionality
is shown in Figure 112.

The LPA-IP runs on a Windows PC that is connected to the Ethernet network. In a device
selection window, one can e.g. select the L-INX with IP address 192.168.1.210 and display
all packets on the FT-10 channel connected to the L-INX with IP address 192.168.1.210. For
this operation, the LPA-IP does not need to be a member of the IP-852 channel. Note that
this functionality is only available with LOYTEC CEA-852 devices.

IP:192.168.1.10 ===

IP.: 192'168'1'2_08 Configuration

Server for
IP-852 Channel

LPA-IP

Ethernet

Figure 112: Remote LPA principle.

4.7 Internet Timing Aspects

If the CEA-709 router is used over the Internet or in a large Intranet with unpredictable
network delays, the user should become familiar with the following advanced timing aspects.
Channel Timeout is set in the configuration server whereas escrowing and aggregation are
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set in the CEA-852 client device. The Channel Delay is a channel property of LNS and can
be set in NL220, LonMaker or other network management tools.

Table 4 summarizes the timing values that must be set when operating the device under WAN
conditions.

Timing Parameter Value

Channel Timeout Average ping delay + Aggregation Timeout

Escrowing (Packet The smaller value of: 0.25*Channel Timeout or 64ms
Reorder Timer)

Aggregation Timeout Typically 16 ms
(Packet Bunching)

Channel Delay in Average ping delay +10% + 2* Aggregation Timeout
LonMaker

Table 4: Advanced IP-852 timing parameters.

Please use a PC to determine the average ping delay between the different CEA-852 devices
in the network. If multiple devices are communicating with each other always use the largest
measured average ping delay for the input value for the calculations in Table 4.

Escrowing should be disabled in a LAN (0 ms). The Channel Delay in LonMaker should be
set to 2*Aggregation Timeout in a LAN if MD5 is disabled.

In LANSs, Channel Timeout is only required if MD5 authentication is enabled. Set Channel
Timeout to 200 ms and Channel Delay to 20 ms.

4.7.1 Channel Timeout

The Channel Timeout is a property of the 1P-852 channel. If a packet travels across this
IP-852 channel for longer than what is specified in Channel Timeout in ms, the packet is
discarded. The device always needs to synchronize with an SNTP timeserver when a Channel
Timeout is set other than 0 ms.

Channel Timeout is highly recommended if MD5 authentication is enabled in order to
prevent replay attacks. Set Channel Timeout to 200 ms and Channel Delay to 20 msina LAN
environment. Please refer to Section 3.2.14 on how to enable or disable the Channel Timeout.

If an LNS based network management tool like LonMaker or NL220 is used on a network
that has channel timeout enabled, please install an NTP client program (e.g., achron4.exe) on
this PC that synchronizes the PC clock to the NTP time. Otherwise the PC clock and the
clock inside the CEA-852 device will drift apart and communication between the PC and the
device will terminate.

4.7.2 Channel Delay

Channel Delay is an LNS channel property that specifies the expected round-trip time of a
message and its response. This value is used by LNS to adjust the protocol timers in the
CEA-709 nodes. Please consult the documentation for your network management tool about
the Channel Delay details.

4.7.3 Escrowing Timer (Packet Reorder Timer)

The Escrowing Timer or Packet Reorder Timer is an IP-852 channel property that specifies
the amount of time the device will wait for an out-of-sequence IP packet to arrive. This
parameter is important in WANS like the Internet, where packets pass many routers that can
change the order in which packets arrive at the destination node. The default value is 64 ms.
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Do not use the Escrowing Timer in LANSs since the packet order is always guaranteed in a
LAN. This will add unnecessary delays, which negatively impacts the performance of your
CEA-852 devices if a packet is lost or destroyed.

Whether enabled or disabled, out-of-sequence packets are never sent to the CEA-709
channel. Please refer to Section 3.2.11 on how to enable or disable escrowing.

4.7.4 SNTP Time Server

Small IP networks like LANs have a small propagation delay for packets traveling in these
networks. In this case it is not necessary to specify an SNTP server.

In larger IP-852 networks like the Internet with possibly long packet delays, one must specify
an SNTP server to synchronize the local clocks of the CEA-852 devices. The local clocks
must be synchronized to a common notion of time in order to make CEA-852 protocol
features like Escrowing and Channel Timeout work properly.

The SNTP timeserver can be specified on the IP-852 channel level in the configuration
server, which distributes the timeserver address to all CEA-852 devices on the IP-852
channel. A primary and a secondary SNTP server can be defined please refer to Section
3.2.11 and Section 3.2.14 on how to enable the SNTP server.

4.8 Advanced Topics

4.8.1 Aggregation

Aggregation (or packet bunching) is a technique that collects multiple CEA-709 packets into
asingle larger IP packet. Aggregation improves overall system performance since one IP-852
packets, now carries multiple CEA-709 packets und with the same number of IP-852
transactions, more CEA-709 packets can be exchanged between CEA-852 devices thus
reducing protocol overhead. The Aggregation Timeout defines the time period in ms in which
the transmitting device collects the CEA-709 packets before it transmits the CEA-852 packet
over the IP-852 channel. Please refer to Section 3.2.11 on how to enable aggregation. Note,
that aggregation adds a delay to the transactions but dramatically improves the throughput of
your IP-852 channel. Use aggregation if you have a high channel load but can tolerate some
additional propagation delay given by the aggregation time value.

4.8.2 MD5 Authentication

MD5 authentication is a method of verifying the authenticity of the sending device. Only
devices that have MD5 enabled and use the same MD5 secret can share information with
each other. If the configuration server has MD5 enabled, only devices that have MD5 enabled
and use the same MD?5 secret as the configuration server can join the logical IP-852 channel.
Please refer to Section 3.2.11 and 3.2.14 for details.

4.8.3 Dynamic NAT Addresses

A common practice for Internet providers is to assign addresses on a per-session basis to a
client. Each time a connection is established (e.g., an ADSL link is set up), the Internet
provider may choose an IP address from a pool. Since this address will be the public address
of a NAT router, the NAT address configured in the device would need to be updated. The
Auto-NAT feature in the device permanently monitors the current NAT address. When the
device detects a change in the NAT address it re-registers with the configuration server using
this new address. This feature requires a LOYTEC configuration server (e.g., L-INX, L-IP)
and “Roaming Members” enabled on that CS.

A consequence of this monitoring process is that the device contacts the CS every 45 seconds
to probe for the NAT address. This causes a small amount of additional traffic on the Internet
link. The Auto-NAT feature also causes any shut-down connection to be re-established. The
NAT monitoring functions as a keep-alive for the connection. If neither the additional traffic

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 107 LOYTEC

nor the automatic initiation of a new connection is tolerable, the Auto-NAT feature must be
disabled and the NAT address configured manually. In this case, the Internet service provider
needs to assign a fixed public IP address to the NAT router.
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5 Remote Network Interface

5.1 RNI Function

Devices without the router provide a remote network interface (RNI) function, if the device
is configured to use the FT interface (FT mode). In this mode the device provides a remote
network interface, which appears like a LOYTEC NIC-IP it is intended to be used together
with the LOYTEC NIC software. The RNI can be utilized for remote access and
configuration as well as trouble-shooting with the remote LPA.

In particular, the RNI appears as a regular LOYTEC network interface on the PC. The
LOYTEC NIC software needs to be installed to utilize this interface also in LNS-based
applications such as NL220 or LonMaker. Using this software, the L-INX can act as a direct
interface to its local FT channel to be managed by LNS or similar tools. For more information
on how to configure the LOYTEC NIC software on the PC, please refer to the LOYTEC NIC
User Manual [4].

5.2 Remote

LPA Operation

The LGATE-950 and the L-INX supports remote LPA access through its RNI. This means
that a CEA-709 protocol analyzer connected to the Ethernet network can connect to the
L-INX and record all packets on the CEA-709 channel (FT-10). The LOYTEC LPA-IP
supports this advanced feature. The functionality is shown in Figure 113.

The LPA-IP runs on a Windows PC that is connected to the Ethernet network. In the
NIC-IP/RNI device selection window, one can for example select the device with IP address
192.168.1.210 and display all packets on the FT-10 channel connected to the device with IP
address 192.168.1.210. Please consult our product literature for the LPA-IP to learn more
about this IP-based CEA-709 protocol analyzer.

IP: 192.168.1.210 IP: 192.168.1.10

=Y LPA-IP

‘ } Ethernet

Figure 113: Remote LPA on the L-INX.
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6 OPC Server

6.1 XML-DA OPC Server

6.1.1 Access Methods

LOYTEC devices with the built-in OPC server can expose data points over a Web service.
The OPC tag namespace is built from the data point hierarchy, which has been configured by
the Configurator software. The OPC server on the device implements the data access standard
via the Web service interface XML-DA. The OPC XML-DA Web service is accessible via
the URI

http://192.168.24.100/DA

where the IP address has to be replaced with the actual IP address of the device. The Web
service is accessible over the same TCP port as the Web server. The default TCP port is 80.
The Web server port can only be changed via the device configuration tab in the Configurator
or in the L-Config tool (see NIC User Manual [4]).

Since the Web service is easily routable on the Internet, the embedded OPC server
implements the basic authentication method to protect the system from unauthorized access.
The basic authentication involves the operator user and the password configured for this user.
On how to configure the operator’s password, please refer to Section 3.1.

To disable the basic authentication, clear the operator’s password. On the LINX-12x, 15X,
22x models, the anonymous OPC access must be enabled. For doing so, change to the port
configuration on the Web Ul, select the OPC protocol on the Ethernet tab and check the
anonymous OPC box.

Note:

It is highly recommended to use basic authentication when exposing crucial data points over
the Web service.

To use the exposed OPC data points, there exist several possibilities:

e Use LOYTEC’s L-WEB visualization tool that comes free with the device,

e use LOYTEC’s L-VIS device as OPC XML/DA client, or

e use a standard OPC client or SCADA package, or

e  create your own Web service client with custom Web Pages.

The easiest way to visualize the network’s data points over a Web-based interface using the
device is the L-WEB software. This software is fully integrated into the Configurator and
allows designing graphical page content. The tool is intuitive to use like the L-VIS graphical
page designer. The resulting L-WEB application is stored on the device and can be directly

accessed in your Web browser or other Internet appliances, such as tablets or smart phones..

Standard OPC clients and SCADA packages, which shall visualize the device’s data points,
must conform to the OPC XML-DA standard. This means they must support the OPC Web
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service and not only the COM/DCOM protocol. If your SCADA package does not support
OPC XML-DA, a PC-based bridge from XML-DA to the COM-based protocol can be used.
The bridge software is running on a PC and translates from COM/DCOM requests into XML-
DA Web service requests. The system is depicted in Figure 114.

SCADA

OPC XML-DA
to OPC DA Bridge

Intranet
Internet
VPN

L-INX
° oo E e

]

oo

MS/TP MS/TP MS/TP

Figure 114: Using a XML-DA/DCOM bridge.

With the bridge is configured to access a number of OPC devices, the COM-based SCADA
application can access a COM-based OPC server for each of those devices. The bridge
software needs to be purchased from an OPC bridge software vendor.

If L-WEB is not used, customers can create their own XML-DA clients based on the WSDL
for OPC XML-DA. Refer to Section 6.3 for more information.

6.1.2 Data Points

The data point hierarchy as configured by the Configurator software is exposed to the OPC
tag namespace by the device. This is done internally for all data points, which are marked for
OPC exposure (i.e., have the OPC check-mark set).

Folders are translated into OPC nodes. Any of the data point classes, analog, binary, multi-
state, string, and user, are exposed as OPC tags. Each OPC tag contains the value of the data
point and some of its meta-data. An example of browsing the OPC tags on the device is
shown in Figure 115.

The OPC quality property of a given OPC tag is coupled to the data point status. If a data
point is offline or unreliable, the OPC quality property changes to uncertain.
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6.1.2.1 Analog

6.1.2.2 Binary
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Figure 115: Client browsing the OPC tag namespace on a L-INX.

Analog data points are exposed as a one-to-one mapping to OPC tags. For each analog data
point, an OPC tag is created. The OPC tag contains a number of OPC properties, which are
derived from the data point’s properties:

Item Canonical Data Type (Smalllnt): This property indicates the data type ‘5’ (Double).
Item Value (Double): The present data point value.

Item Quality (Smalllnt): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

Item Timestamp (Date): This property contains the timestamp of the last value update.

Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

Item Description (String): This is the description of the data point.

Item EU Type (Integer): This property is ‘1°.

High EU (Double): This is the analog maximum value of the data point.
Low EU (Double): This is the analog minimum value of the data point.

EU Units (String): This is the human-readable engineering units text of the data point.

Binary data points are exposed as a one-to-one mapping to OPC tags. For each binary data
point, an OPC tag is created. The OPC tag contains a number of OPC properties, which are
derived from the data point’s properties:

Item Canonical Data Type (Smalllnt): This property indicates the data type ‘11’
(Boolean).

Item Value (Boolean): The present data point value.

Item Quality (Smalllnt): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

Item Timestamp (Date): This property contains the timestamp of the last value update.

Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

Item Description (String): This is the description of the data point.
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e Contact Close Label (String): This property contains the active text of the binary data
point.

e Contact Open Label (String): This property contains the inactive text of the binary data
point.

6.1.2.3 Multi-state

Multi-state data points are exposed as a one-to-one mapping to OPC tags. For each multi-
state data point an OPC tag is created. The OPC tag contains a number of OPC properties,
which are derived from the data point’s properties:

Item Canonical Data Type (Smalllnt): This property indicates the data type ‘3’ (Integer).
o Item Value (Integer): The present data point value.

e Item Quality (Smalllnt): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

e Item Timestamp (Date): This property contains the timestamp of the last value update.

e Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

e Item Description (String): This is the description of the data point.
e Item EU Type (Integer): This property is ‘2” for multi-state.

e Enumerated EU (Array of String): This property contains the state texts of the data point.

6.1.2.4 User Type

6.1.2.5 String

User-type data points contain a byte array of user-defined data. Data points of user-type are
also exposed as a one-to-one mapping to OPC tags. For each such data point, an OPC tag is
created. The item value of the user-defined data is a hex string without whitespace
representing the byte array, e.g., “B034”. The OPC tag contains a number of OPC properties,
which are derived from the data point’s properties:

Item Canonical Data Type (Smalllnt): This property indicates the data type ‘8’ (String).
e Item Value (String): A hex string without whitespace representing the byte array.

e Item Quality (Smalllnt): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

e Item Timestamp (Date): This property contains the timestamp of the last value update.

e Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

e Item Description (String): This is the description of the data point.

String data points contain a string of text characters. Data points of string type are also
exposed as a one-to-one mapping to OPC tags. For each such data point, an OPC tag is
created. The item value of the tag is the string data, e.g., “Room4”. The OPC tag contains a
number of OPC properties, which are derived from the data point’s properties:

e Item Canonical Data Type (Smalllnt): This property indicates the data type ‘8’ (String).
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e Item Value (String): The string value.

e Item Quality (Smalllnt): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

e Item Timestamp (Date): This property contains the timestamp of the last value update.

e Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

e Item Description (String): This is the description of the data point.

6.1.2.6 Structured Data Points

Structured data points are modeled as one user-type data point, which contains the entire
structure value as a byte array. The respective structure fields are created as sub-data points
of appropriate class. For example, a SNVT_switch in CEA-709 would be modeled as one
user-type data point of 2 bytes length, and two sub-data points, one an analog (value member)
and one a multi-state (state member).

The relation between user-type data point and sub-data points is also exposed to OPC. In this
case, an OPC node is created for the user-type data point. In that node, the sub-data points
are exposed as OPC tags. The entire structure is also exposed as a user-type OPC tag under
the same OPC node.

Important!

Deselect any un-used structure members from OPC exposure to reduce the number of total
OPC tags.

It is important to note, that when using structured data points the top-level and all its structure
members are exposed as OPC tags by default. Using many structured data points may lead
to exceeding the OPC tag limit. Please observe this limit in the Configurator’s statistics tab
and deselect the OPC Tag check box for unwanted structure members. This helps to keep
your configuration lean and improves the performance of the OPC server when browsing and
subscribing.

6.1.3 AST Objects

The alarming, scheduling, and trending (AST) objects are more complex than regular data
points. The OPC XML-DA standard does not have appropriate tags for those objects.
Therefore, the device exposes AST objects as a set of OPC tags describing the object. All
tags for one AST object are collected under an OPC node representing the AST object.

6.1.3.1 Scheduler Object

The device exposes the scheduler objects to OPC XML-DA tags. Each scheduler object is
represented by a node in the OPC name space. The content of the schedule XML document
referred to in this section must be compliant to the scheduleCfg schema. This schema can be
found at the LOYTEC Web site. The XML documents can refer to the target namespace
‘http://www.loytec.com/xsd/scheduleCfg/1.0/°.

In that node, the following OPC tags are available:

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “schedule”. It identifies this folder as a schedule folder. This can be used as an
additional identification to the vendor-specific property of the folder tag.

e  Schedule (string, read/write): This tag configures the schedule. The data type is string
and the format is in XML. The XML document contains the scheduleCfg element as the
root element.
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e Caps (string, read-only): This tag contains the schedule capabilities. The data type is
string and the format is in XML. The XML document contains the scheduleCapabilities
element as the root element.

e CalltemPath (string, Read-only, const): This is an optional tag. If present, it contains the
item path to the calendar object, that the schedule references. To read the calendar
referenced by the schedule, use this item path and the “Calendar” item name to read the
calendar XML document.

e EmbeddedCal (node): This is an optional OPC node. If present, it contains the OPC tags
for the embedded calendar. The embedded calendar structure is as defined for calendar
objects in Section 6.1.3.2.

6.1.3.2 Calendar Object

The device exposes the calendar objects to OPC XML-DA tags. Each calendar object is
represented by a folder in the OPC name space. In that folder, the following OPC tags shall
be available:

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “calendar”. It identifies this folder as a calendar folder. This can be used as an
additional identification to the vendor-specific property of the folder tag.

e Calendar (string, read/write): This tag configures the calendar. The data type is string
and the format is in XML. This document contains the calendarCfg element as the root
element.

e Caps (string, read-only): This tag contains the calendar capabilities. The data type is
string and the format is in XML. The XML document contains the calendarCapabilities
element as the root element.

6.1.3.3 Alarm Objects

The alarm objects on the device provide the alarm summary and can be used to acknowledge
alarms. The alarm objects are exposed to XML-DA tags. Each alarm is uniquely identified
by an XML alarm ID (XAID). The XAID must identify the alarm object and the alarm ID in
that object. The XAID is used in the acknowledge service to identify the alarm. The XAID
can also be transmitted in e-mail notifications.

Each alarm object is represented by a folder in the OPC name space. In that folder, the
following OPC tags shall be available:

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “alarm”. It identifies this folder as an alarm folder. This can be used as an
additional identification to the vendor-specific property of the folder tag.

e Summary (string, Read-only): Reading from this tag, the current alarm summary can be
obtained. The data type is string and the tag contains an XML document. This tag should
not be subscribed to as it contains a large document. Subscribe to NotifyNewCnt instead,
to get notified about new alarms. The root element of the XML document is the
alarmSummary element.

o NotifyCnt (unsigned, Read-only): This tag is updated with an incremented notify count
for each alarm update notification. This is the case for new or cleared alarm conditions,
and for acknowledged alarms. Clients can subscribe to this tag in order to be notified
about changes in the alarm summary. The client has then to read the complete alarm
summary when notifications occur.
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e NotifyNewCnt (unsigned, Read-only): This tag is updated with an incremented notify
count each time a new alarm appears. This tag does not update when alarms are
acknowledged or go inactive.

e  Ack (string, Write): Writing to this tag acknowledges an alarm. The data type is string.
The written data is an XML document, which contains the alarmAck element. The write
must specify the XAID.

6.1.3.4 Trend Log Objects

Each trend log object on the device is represented by a folder in the OPC name space. This
folder contains a number of tags describing and controlling the trend log. To retrieve log
records, however, the XML-DA tag interface cannot be used. There are two options: retrieve
the complete log asa CSV file, or use the LOYTEC proprietary Data Log Web service (XML-
DL). That Web service uses the logHandle provided by a tag. The CSV file location can be
obtained from a tag also.

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “trendLog”, or “alarmLog”. It identifies this folder as a trend log, data log or
alarm log folder. This can be used as an additional identification to the vendor-specific
property of the node tag.

e Purge (Boolean, read/write): When writing TRUE to this tag, the log is purged.

e TotalCnt (unsignedint, read-only): This tag contains the total number of logged records.
This number can be larger than the BufferSize.

e BufferSize (unsignedint, read/write): The size in records of the log buffer. Writing to
this tag can resize the log buffer, if it is disabled.

e LogHandle (string, read-only, const): This handle specifies the data log. The logHandle
must be used with the proprietary Data Log Web service.

e  CsvFile (string, read-only, const): This tag specifies the file path and file name of the
CSV data log file.

e CentralDLO, CentralDL1 (string, read/write): These tags are obsolete and kept for
backward compatibility.

6.1.3.5 E-mail Templates

E-mail templates can be configured in the Configurator software. When an e-mail template
is triggered, the corresponding e-mail is transmitted. The e-mail template can also be
triggered over the OPC interface. Therefore, a node is added to the OPC name space for each
e-mail template under the “E_Mail” node.

Each e-mail node is named after the e-mail template and contains the following OPC tags:

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “email”. It identifies this folder as an e-mail template folder.

e Send (Boolean, read/write): When writing TRUE to this tag, the e-mail transmission is
triggered.

6.1.4 OPC Groups

OPC groups are used to subscribe to data coming from OPC tags. The group specifies the
subscribed tags and a server refresh rate, which the OPC server can interpret, how often it
shall refresh data of the underlying data points.
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In network technologies that are event-based, this refresh rate has no further impact, as the
data is as fresh as possible. In technologies, that rely on polling, the OPC server activates
dynamic poll-groups for the subscribed OPC tags. The data server of the device can then
employ dynamic polling, if the technology supports it (see Chapter “Concepts” of the LINX
Configurator User Manual).

6.2 OPC UA Server

6.2.1 Introduction

OPC UA (Unified Architecture) is a new International standard (IEC 62541) designed for
communication between information systems. It has been specified by the OPC Foundation
which also released the “classical” OPC: DA, HDA, A&E and XML-DA. OPC UA has been
conceived to be the successor of those old specifications in order to overtake some drawbacks
they imply. LOYTEC device models with enhanced security features have a built-in OPC
UA server (see also the respective product manual).

OPC UA innovates with some new features such as: Security based on certificates exchange,
heartbeat for connections in both directions and acknowledgements of transmitted data.
LOYTEC devices with a built-in OPC UA server use the binary protocol over TCP/IP giving
you the best performance and least overhead while taking minimum resources.

The OPC UA server is accessible via two URISs:
opc.tcp://192.168.24.100:4840
https://192.168.24.100/UA

where the IP address has to be replaced with the actual IP address of the device. The default
TCP port is 4840. It can be changed on the OPC UA configuration page of the Web interface.
The OPC UA Server is also accessible via secure Web Services with HTTPS.

One of the most interesting features of OPC UA is built-in security. Therefore, the LOYTEC
OPC UA server comes with default parameters only allowing secure connections. It is
required to setup the OPC UA Server before establishing a connection with any OPC UA
client. The Web interface Ethernet port configuration has OPC UA protocol settings and the
Web interface Certificates page has a dedicated OPC UA tab.

6.2.2 OPC UA and Security

The LOYTEC OPC UA server can be enabled on the Ethernet tab of the Port Config page.
To enable OPC UA select the OPC UA protocol as shown in Figure 116. The OPC UA
protocol settings box allows you to configure different options for the OPC UA server: its
transport protocols, its port number, the security policies and the user authentication modes
available to OPC UA clients. Changing one of them requires rebooting the device.
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Port Configuration
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Figure 116: OPC UA server configuration

The OPC UA Server is accessible via two transport protocols: TCP or HTTPS. Both are using
binary-encoded data. OPC UA over HTTPS requires activation of the HTTPS service on the
device.

The default port number of the OPC UA server is 4840. This is the official registered port at
the IANA (Internet Assigned Numbers Authority) for OPC UA TCP protocol for OPC
Unified Architecture from OPC Foundation. It is also possible to change it to any other
available port number. However, some OPC UA services (Find Servers and GetEndpoints)
used to discover OPC UA server endpoints may be only available through the default port
number 4840 depending of the client used.

Using the non-default port number might also require to establish a direct connection from
your OPC UA client by giving the willing Security Policy and Authentication Mode without
having the possibility to know and choose them with FindServers and GetEndpoints OPC
UA services. Thus a warning message will appear when changing the port number to the non-
default port number value.

By default the LOYTEC OPC UA server is configured to accept secure connections only,
requiring certificate exchange. An unsecure mode, however, not requiring certificate
exchange can be enabled if so required. The OPC UA Security Policy defines the level of
security that will be applied to the OPC UA connection:

¢ None — None: Deactivated by default, this is the only security policy not requiring
certificate exchange. This connection security policy shall be avoid as much as
possible since security is a requirement for any OPC UA Clients, they must have
the possibility to establish secure connections and to manage certificates exchange.

e Basic128Rsal5 (Sign + Sign&Encrypt): Security Policy group for both
Basic128Rsal5Sign and Basic128Rsal5Sign&Encrypt. The first levels of security
for an OPC UA connection. Those security policies use RSA15 as Key-Wrap-
algorithm. Messages between Client and Server will be signed by both Client and
Server certificates. If

o Sign: Messages will not be encrypted and remain readable with a Network
Analyzer such as Wireshark.

o Sign&Encrypt: A 128-Bits key length will be used as encryption
algorithm. This Security policy uses encryption implying that messages
will not be readable from Network Analyzer.
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e Basic256 (Sign + Sign&Encrypt): Security Policy group for both Basic256Sign
and Basic256Sign&Encrypt. The second level of security for an OPC UA
connection. Those security policies use RSASHAL as Key-Wrap-algorithm.
Messages between Client and Server will be signed by both Client and Server
certificates.

o  Sign: Messages will not be encrypted and remain readable by a Network
Analyzer.

o Sign&Encrypt: A 256Bits key length will be used as encryption
algorithm. This Security policy uses encryption implying that messages
will not be readable from Network Analyzer.

e Basic256Sha256 (Sign + Sign&Encrypt): Security Policy group for both
Basic256Sha256Sign and Basic256Sha256Sign&Encrypt. The third level of
security for an OPC UA connection. Those security policies use RSASHA256 as
Key-Wrap-algorithm. Messages between Client and Server will be signed by both
Client and Server certificates.

o Sign: Messages will not be encrypted and remain readable by a Network
Analyzer.

o Sign&Encrypt: A 256Bits key length will be used as encryption
algorithm. This Security policy uses encryption implying that messages
will not be readable from Network Analyzer. When available on the OPC
UA Client, this must be the preferred connection.

The User Authentication Mode on the LOYTEC OPC UA Server includes three possible
ways for OPC UA clients to authenticate. Each authentication mode could work
independently of the Security Policies enabled. By default only the Credentials
authentication mode is activated. The following authentication modes can be activated:

e Anonymous: Not activated by default. This authentication mode does not require
actions from users. As security is one major aspect of OPC UA, it should not be
used unless for testing.

e Credentials: This authentication mode requires a user account with a password to
establish an OPC UA connection. Accounts must be managed through the Web
interface Account Management. OPC UA does not require any special accounts.

e  X.509 Certificate: By default this option is not activated. This authentication mode
uses X.509v3 certificates to assure identity of OPC UA clients. The certificate used
with that authentication mode need also be added to the Trusted Clients List before
establishing a connection.

6.2.3 OPC UA Trusted Clients

OPC UA security is based on X.509 certificates exchange. By default a LOYTEC OPC UA
server comes with a pre-installed self-signed certificate that will have to be trusted by your
OPC UA client. The OPC UA server also requires trusting OPC UA clients before
establishing a connection. It is possible to upload a new self-signed or signed-by-CA
certificate through the WebUI.

The Certificates page on the Web interface has a dedicated OPC UA tab allowing you to
manage X.509 certificates by getting the OPC UA server certificate from the device, trusting
a new OPC UA client, rejecting a trusted OPC UA client or deleting a trusted/rejected OPC
UA client certificate.
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The OPC UA specification requires that each managed certificate must be compliant with the
X.509v3 certificate standard. The LOYTEC OPC UA server also requires that every OPC
UA client certificate must be encoded into the binary .DER format.

DLOYTEC Certificate Management

Main  OPC UA

Get OPC UA Certificate: Server Cedificate

Device Info Add Client Certificate Choose File | Mo file chosen
Data
c°nﬁg Trusted List of OPC UA Clients
Status Common name Valid until File name Reject Delete
- KEPSenerEX Jan 5 08:51:25 2023 GMT SFDS7729FDD334EC. der O O
- OpcllaClient Apr9 13:26:38 2014 GMT prosyscertif. der O O
Rejected List of OPC UA Clients
Status Common name Valid until File name Trust Delete
e * UaExpert May 23 08:48:53 2014 GMT uaexper.der O O
B

L-WEB
L-10B

Figure 117: OPC UA client certificate management.

To allow a secure connection initiated by an OPC UA client, the OPC UA server needs to
find the client’s X.509 certificate in its Trusted List of OPC UA Clients. To trust a new
OPC UA client, add a new client certificate by clicking on the Choose File button. A popup
window will be opened asking you to provide a valid X.509v3 Certificate. Once a correct
OPC UA client certificate has been added to the trusted list of OPC UA clients, a client will
be granted access to the OPC UA server. The Web interface displays some internal certificate
information such as the common name or the time limit of validity. No reboot is necessary
after adding a trusted client certificate.

The list of trusted OPC UA clients can be edited. The following actions are available:

e Reject a trusted OPC UA Client: Check the reject checkbox of one or more
certificates in the trusted list and click Save. The certificates are now be considered
as rejected and a secure connection with the selected clients will not be possible
until they are added back to the trusted list. They appear in the rejected list.

e Trust a rejected OPC UA Client: Check the trust checkbox of one or more
certificates in the rejected list and click Save. The selected certificates will be moved
to the trusted list again and a secure connection with the selected clients can be
established again.

e Delete a trusted/rejected OPC UA Client: Check the delete checkbox of one or
more certificates in either the trusted or rejected list and click Save. The selected
certificates will be entirely removed from the LOYTEC device.

6.2.4 OPC UA Client Setup

The last step before establishing a secure connection is on the OPC UA clients side. The OPC
UA client also requires trusting a LOYTEC OPC UA server before connecting to it. This is
usually done by adding the LOYTEC device’s certificate to the trusted server list of the OPC
UA client. The LOYTEC OPC UA server X.509v3 Certificate is downloadable by clicking
on the Server Certificate button. Then add it to the trusted list of OPC UA server of your
client.
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Some OPC UA clients may not require to be configured with a trusted server certificate and
will ask you, if you want to trust it when connecting. It may also warn that the pre-installed
LOYTEC OPC UA server certificate is a self-signed certificate. However, installing the
LOYTEC server certificate in your client list of trusted OPC UA servers is the safest
approach since it reliably prevents man-in-the-middle attacks.

Note :

Installing a new Server certificate in the WebUI with a key size > 4096 bits might lead to
connection problems with some OPC UA Clients !

6.2.5 Connect with an OPC UA Client

In order to connect a Third party OPC UA Client to your LOYTEC device OPC UA Server with
secure communication, please follow the specified steps:

Activate the OPC UA Server (deactivated by default) and the wanted Security Policies /
User Authentication mode on the Web interface Port Config page.

Create or Import a new Certificate (self-signed or signed by CA) on your LOYTEC device
(see Section 3.2.29 Certificate Management)

Import the OPC UA Client certificate in the Trusted List of OPC UA Clients on your
LOYTEC device (see Section 6.2.3)

Optional: Import the LOYTEC’s device OPC UA Server certificate in the trusted list of OPC
UA Servers of your third party OPC UA Client (see Section 6.2.4).

Connect and Trust your device OPC UA Server certificate, if presented.

6.2.6 OPC UA Address Space

The data point hierarchy as configured by the Configurator software is exposed to the OPC
UA address space by the device. This is done internally for all data points, which are marked
for OPC exposure (i.e., have the OPC check-mark set). That hierarchy is accessible under the
folder Loytec ROOT.

Folders are translated into OPC UA folder object. Any of the data points classes, analog,
binary, multi-state, are exposed as OPC UA variables with OPC UA properties. Any of the
data point classes string and user are exposed as OPC UA variables. An example of browsing
the OPC UA address space on the device is shown in Figure 118.

All OPC UA variables also possess a Node 1D by which they can be identified by an OPC
UA client alternatively to the full browse path. The node ID remains constant between device
restarts and is derived from the data point ID:

UA Node ID = (Data Point ID * 16) + 20000.

The OPC UA specification requires some special nodes, which are not part of the data point
hierarchy. They can be found under the folder ‘Types’ and under the OPC UA object server.

=) Root
=) Obijects
= [E3) Loytec ROOT
+-I) AlarmLogs
#- | BACnet Fort
=D E-Mail
2 LICE
D LIOB-FT
5 LIOB-IP
() System Reqisters
+- ) User Registers
+ g Server
+-I) Types

i
i
i
i

Figure 118: Client browsing the OPC UA address space on a LOYTEC device.
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6.2.6.1 OPC UA Data Types

OPC UA specification defines some special data types used as internal structures by OPC
UA node instances.

Nodeld: A structure containing a unique identifier in an OPC UA server used to address
the node by OPC UA services. The LOYTEC OPC UA server only uses numeric
Nodelds.

QualifiedName: The structure used when browsing the OPC UA server. It also contains
a unique identifier used for multiple address spaces. In the LOYTEC OPC UA server,
this identifier is ‘0’.

LocalizedText: A structure composed of two strings. The LOYTEC OPC UA server
always contains ‘en’ as the Locale and the data point’s value as Value. For example, an
attribute using this data type is the optional description of a data point.

DataValue: The structure used to expose the value. It contains the variant value, a status
(Integer) and two timestamps, one for the OPC UA server read time, the other one for
the last data point update.

6.2.6.2 Common Attributes

Scalar data points exposed to OPC UA contain the following list of attributes common to
analog, binary, multi-state data points:

Nodeld (Nodeld): The unique numeric identifier of a data point in the OPC UA server.

NodeClass (Integer): This attribute indicates that the OPC UA node is a variable and is
equal to 2’.

BrowseName (QualifiedName): The name of the data point used by the browse service.
DisplayName (LocalizedText): The name of the data point used by the read service.

Description (LocalizedText): The optional attribute containing the description of the
data point.

WriteMask/UserWriteMask (Byte): Optional attribute defining which attributes of the
OPC UA variable are writable. In the LOYTEC OPC UA server, only the value is
writeable so WriteMask and UserWriteMask contain ‘0’.

Value (DataValue): The actual variant value of the data point, the data point’s times
tamp of the last update, the OPC UA server time stamp of the last update and the actual
OPC UA status code of the data point.

DataType (Nodeld): The actual data type of the OPC UA variable.

ValueRank (Integer): This attribute classifies the value as a scalar or an array.

ArrayDimensions (Integer): If the value is an array, this attribute specifies the size of
that array.

AccessLevel/UserAccessLevel (Byte): Contains information whether the OPC UA node
is readable and/or writable.

MinimumSamplingInterval (Double): Optional attribute providing a sample interval
used for subscriptions. This is set to ‘0’ (default) in each OPC UA variable.
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e Historizing (Boolean): Indicates whether the server is currently using that OPC UA
variable as an historical data point.

6.2.6.3 Analog

Analog data points are exposed as one OPC UA variable with three Properties to OPC UA
nodes. The OPC UA variable holds the data point’s name. The properties are: EU Range, EU
Type and EU Units, where EU stands for engineering units.

The EU Range property contains an Array value of Double with the analog maximal value
and analog minimal value of the data point. The EU Type contains a scalar value ‘1’ for
analog data points and the EU Units property holds a string value for the human-readable
engineering unit text of the data point.

6.2.6.4 Binary
Binary data points are exposed as one OPC UA variable with two Properties to OPC UA
nodes. The OPC UA variable holds the data point’s name. The properties are: EU Info, EU
Type.

The EU Info property contains an array value of strings with active and inactive text of the
data point. The EU Type contains a scalar value ‘2 for binary data points.

6.2.6.5 Multi-state

Multi-state data points are exposed as one OPC UA variable with two Properties to OPC UA
nodes. The OPC UA variable holds the data point’s name. The properties are: EU Info, EU

Type.

The EU Info property contains an array value of strings with the different state texts of the
data point. The EU Type contains a scalar value ‘2’ for a multi-state data point.

6.2.6.6 User Type

Data points of class user are exposed as a one-to-one mapping to OPC UA nodes. The OPC
UA node value is a hexadecimal string without whitespace representing the byte array, e.g.,
‘B034°.

6.2.6.7 String

String data points are exposed as a one-to-one mapping to OPC UA nodes. The OPC UA
value of a string OPC UA variable contains the string data, e.g., ‘Room4”.

6.2.6.8 Structured Data Points

In OPC UA, structured data points are represented as in OPC XML-DA: one user-type data
point containing the entire structure value as a byte array. The respective structure fields are
created as sub-data point of the appropriate class. For detailed information on how structure
sub-data points are mapped to OPC variables please refer to Section 6.1.2.6.

6.2.7 AST Objects

The alarming, scheduling, and trending (AST) objects are more complex than regular data
points. Therefore, the device exposes AST objects as a set of OPC UA nodes describing the
object as in the OPC XML-DA Server. All tags for one AST object are collected under an
OPC UA node representing the AST object. For a detailed description of the involved OPC
variables please refer to Section 6.1.3.

6.2.8 Subscriptions and Monitored ltems

The LOYTEC OPC UA server allows users to create and manage subscriptions and
monitored items. Subscriptions enable monitoring a group of monitored items. The total
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number of subscriptions that may be active at a time on a LOYTEC device is 64. The user
can setup the following parameters for its favorite OPC UA client:

PublishingInterval: The interval in ms between each publish response. The minimum
publish interval value is 1second and the maximum is 86,400,000ms (1 day).

LifetimeCount: The number of times the publish interval can expire without the server
sending data updates or keep-alive messages. It must be at least 3 times the
MaxKeepAliveCount. The valid range is 3 to 4,294,967,295 (MaxUInt32).

MaxKeepAliveCount: This number specifies the number of publish intervals that must
expire before a keep-alive message is sent. The valid range is 1 to 1,431,655,765
(MaxUInt32/3).

Priority: This byte number indicates the relative priority of one subscription.
Subscription notifications are sent regarding subscription priorities when there is more
than one subscription active on the OPC UA Server. This parameter can not be managed
by all OPC UA Clients.

A monitored item is created for each OPC UA node requested to be monitored. When data
points associated with OPC UA nodes, which are linked to the created monitored items, are
updated, a new publish response is sent containing the updated value.

AST object data points cannot be monitored excepted CentralDLO, CentralDL1, TotalCnt of
Trend Log Objects and NotifyCnt, NotifyNewCnt of Alarm Objects.

Parameters for monitored items on LOYTEC device are:

Samplelnterval: The rate, at which the monitored items are sampled. It is always the
interval of the subscription’s publishing interval.

QueueSize: The OPC UA Server supports queue size <= 2 as required by the Embedded
OPC UA Server Profile.When QueueSize =2 and a monitored Items changes more than
1 time between a timelapse < Publishinterval, 2 values will be sent to Client.

DiscardOldest: This parameter only matters if QueueSize > 1. If true, the oldest value
gets deleted from the subscription DataNotification queue, if False the last value added
to the subscription DataNotification queue gets replaced with the new value.

DataChangeFilter: The OPC UA Server only supports DataChangeTrigger:
Status/Value and Status/Value/Timestamps will only send a DataNotification when
value has been updated! The default value is Status/Value. Deadband is only supported
by datapoints with Numeric values.

6.2.9 OPC UA Statistics

For analyzing problems with OPC UA communication the device offers statistics
information. The Web interface displays that information on the OPC UA Server page of
the Statistics menu. Figure 119 shows a typical output of such statistics information.
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DLOYTEC
L;—;;‘;ﬁ; o | Update OPC UA statistics | Clear OPC UA statistics | Live update ¥
min e}
20141128 09:36:17 [
= Summary Rate
c Statistics cleared 2014-11-28 09:36:17
Device Info 8 Seconds since cleared. 120
o Currently d clients 2
Data Q Total connections accepted 2 0.02s
. o Total Sessions accepted 2 0.02s
Commission c Rejected (too many clients) 0 .00
Conﬂg S Rejected (session closed) 0 0.00/s
e v Total Authentication header missing 0 0.00s
Rl = Total ication failed 0 0.00s
m System Log @] Total OPC UA TCP requests received 32 0.27fs
u P . 2 Total OPC UA TCP responses sent 30 0.25/s
| Enh Ganm i Test, E Total OPC UA HTTPS requests received 5 0.04/s
m Global Connections c Total OPC UA HTTPS responses sent 5 0.04/s
u CEA709 Total Bad Service Results sent 0 0.00/s
= Total OPC UA TCP bytes received 2924 24.37Is
m OPC XML-DA Server Total OPC UA TCP bytes sent 5569 46.41/s
u OPC UA Server Total OPC UA HTTP'S bytes received 2028 16.90/s
m Packet capture —
w ckey Total OPC UA HTTPS bytes sent 1120 9.33s
m Scheduler Number of active subscriptions 1
 Alam Log Total number of Monitoreditems 2
L-WEB
L-10B Subscriptions Sub IDs State
= Subscription by 10.101.17.44:57051 since 2014-11-28 09:37:48 1465630310 DPAL
Reset 10 Publish Responses: notified 0 Monitoreditams 3 secs ago
Contact Datapoint Path | Node 1D | Monitoreditem ID Value Last update
System Registers.CPU Load | 20032 | 642126866 2 7sago
LOgOUt System Registers.Free Memaory | 20048 | 1646682705 33153024 28s ago

Connection Details

Client Idle Agent Last Request Protocol Security Policy Subscriptions Monitoreditems
01 .10.101.17.44 2s LOYTEC OPC UA C# Client  Read HTTPS  None 0 0
02 10.101.17.44:57051 0s LOYTEC OPC UA C#Client  Read TCP None 1 2

| Update OPC UA statistics || Clear OPC UA statistics |

Figure 119: OPC UA Server Statistics.

The following information is available:

Currently connected Clients: Number of OPC UA clients currently connected to the OPC
UA server.

Total connections accepted: Number of connection accepted since last cleared.
Total Session accepted: Number of sessions accepted since last cleared.

Rejected (too many clients): Number of sessions rejected due to too many clients already
connected since last cleared.

Rejected (Session closed): Number of sessions rejected due to the fact that the session
has been closed by the server or the client.

Total Authentication header missing: Number of sessions opened without a matching
authentication mode in the server.

Total Authentication failed: Number of sessions opened without valid authentication.

Total OPC UA TCP requests received: Number of OPC UA TCP requests received since
the last statistic reset.

Total OPC UA TCP responses sent: Number of OPC UA TCP responses sent since the
last statistic reset.

Total OPC UA HTTPS requests received: Number of OPC UA HTTPS requests received
since the last statistic reset

Total OPC UA HTTPS responses sent: Number of OPC UA HTTPS responses sent since
the last statistic reset.

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 125 LOYTEC

Total Bad Service Results sent: Number of Bad Response sent in OPC UA TCP
Responses.

Total OPC UA TCP bytes received: Number of TCP bytes received by the OPC UA
Server.

Total OPC UA TCP bytes sent: Number of TCP bytes sent by the OPC UA server.

Total OPC UA HTTPS bytes received: Number of HTTPS bytes received by the OPC
UA server.

Total OPC UA HTTPS bytes sent: Number of HTTPS bytes sent by the OPC UA server.

Number of active subscriptions: Total number of subscriptions for all the currently
connected clients.

Total number of monitored items: Total number of monitored items for all the currently
connected clients.

6.2.10 Error Codes and Solutions

The OPC UA specification defines numerous status codes. Table 5 lists some of them which
may occur and provides possible solutions to resolve those problems.
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OPC UA Error Code

Meaning

Solutions

BadNotReadable

OPC UAcclient read a
non-readable node.

Set the data point to readable in the
Configurator Software.

BadNotWritable

OPC UA client tried to
write to a non-writeable
node.

Set the data point to writeable in the
Configurator Software.

BadNodeldInvalid

This node does not
support the requested
operation

Trying to add non-data point to subscription
lead to that error codes.

BadldentityTokenlnvalid

OPC UA client tried to
connect with a non-valid
authentication mode

Change the authentication mode of the client
or activate the desired authentication mode
on the server.

BadServiceUnsupported

OPC UA client tried to
use a currently
unsupported service.

The OPC UA server does not implement all
available OPC UA services. Operations like
adding a node to the address space or using a
method are currently not supported.

BadUserAccessDenied

OPC UA client did not
send the right
credentials.

Connect with one of the account credentials
available on the device.

BadTooManyMonitoredltems

OPC UA server cannot
create any more
monitored items for that
subscription.

Create a new subscription and add the
monitored items wanted. The maximum
number of monitored items per subscription
is 5000.

BadTooManySubscriptions

OPC UA server can not
create more
subscriptions.

Delete one active subscription to create a
new one. The maximum number of
subscriptions is 64.

BadTooManySessions

OPC UA server cannot
create more Sessions.

Disconnect one active session to create a
new one. The maximum number of active
sessions is 32.

UncertainlnitialValue

OPC UA server does not
know the status of the
data point

Configure a default value for this data point
in the Configurator software.

BadCertificateTimelnvalid

OPC UA Client
certificate time entry is
not valid.

Verify that your certificate time (notBefore
and notAfter fields) is matching with the
LINX Local Date.

BadCertificateRevoked OPC UA Client Verify that the client certificate is not in the
certificate is revoked. LINX Rejected List.

BadCertificateUntrusted OPC UA Client Verify that the client certificate is in the
certificate is not trusted. LINX Trusted List.

BadCertificateHostNamelnvalid OPC UA Client Verify that the certificate HostName is valid.

certificate host name is
not valid.

BadCertificatelnvalid

Client certificate is not
valid.

The OPC UA Client certificate sent is not
valid. Verify that information and keys are
correct.

BadSecurityChecksFailed

OPC UA Client
certificate is not valid.

OPC UA does not allow sending internal
certificate error code to Client. Log into the
WebUI and check the System Log to know
the right Error Code.

Table 5: OPC UA Error Codes and Solutions

6.3 Using Custom Web Pages

Custom Web pages can also be developed for the L-INX. For doing so, the applications
engineer must implement an OPC XML-DA Web service client, which adheres to the WSDL
interface. This can be done in C++ or script languages such as Perl. The WSDL must be
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obtained from the OPC Foundation’s Web site following the OPC XML-DA namespace
http://opcfoundation.org/webservices/xmlda/1.0/.

Any Web content, including scripts, applications or static Web pages can be stored directly
on the L-INX’s file system. Use the admin account to upload the content via FTP into the
directory

/var/www

For example, a page named ‘my_page.html’ put directly into ‘/var/www’ can be accessed via
‘http://192.168.24.100/my_page.html’, given that the IP address is correct.
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/ M-Bus

7.1 Introduction

The M-Bus (Meter-Bus) is a European standard (EN 13757-2, EN 13757-3) designed for
remote reading of meters. With its standardization as a galvanic interface for remote readout
of heat, water, and energy meters, this bus has become an important interface for automatic
meter reading applications with different vendor’s meters on the same cable.

The M-Bus is a serial bus, which is controlled by a single bus master. This master can request
data from several slave devices connected to the network. The data transmission from master
to slave is done by a modulation of the output voltage (36 V means a logical ‘1°, 24 V means
logical ‘0”). During data transmission from slave to master the current is modulated (1.5 mA
represent the logical ‘1°, 11-20 mA represent a logical ‘0’). M-bus devices can be powered
over the bus. The number of devices which can be powered depends on the M-Bus transceiver
used.

7.2 Hardware Installation

For using the M-Bus with the device an external M-bus interface with an RS-232 connector
is required. The external interface must be connected to the LOYTEC device either via the
serial connector or the extension port EXT. The M-Bus functionality must be enabled on the
device itself.

7.2.1 Console Connector

When using the serial console connector, the M-Bus interface is enabled on the device by
setting DIP-switch 7 to ON. This disables the console of the device and activates M-Bus over
the console connector. After the device is rebooted, the M-Bus is active on the device. When
rebooting the device with M-Bus activated and the console connected, a couple of boot
messages are displayed in the console, before the console is turned off.

If the console is needed again, set the DIP switch 7 to OFF and reboot the device. This is
required, if the firmware shall be updated over the serial port using the LSU tool.

When using the L-MBUS coupler, connect the L-MBUS to the device’s console connector
via a null-modem cable (female to female sub-D connector) as shown in Figure 120. On the
L-MBUS remove the jumper as indicated on the front label The null-modem cable must be
an 8-wire, single shielded, type AWG28 with the pin assignment according to Table 6.
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Terminal 1 Terminal 2

nNjiojo|NjlOa|lr~r|lwW[IN|EF
nNjo|INj|lola|lRLr|INMD]IW]| P>

Table 6: Pin assignment for the L-MBUS null-modem cable

L-INX Automation Server il | -MBUS MBUS Interface

ﬁa - @ -

iy Ex): Exxi=ec BN xj

LIN, 100

oeoloeo| 100BaseT 00

A Remove Jumper!

0SHO0SO

LINX-100
LINX-101
LINX-110
LINX-111
LINX-200
LINX-201
LINX-210 D-SUB9

LINX-211 Null-Modem Cable (Modem Conversion Cable), F/F
max. 1 m

Figure 120: Connecting L-MBUS over console connector.

7.2.2 Extension Port

Devices that do not have a serial console connector provide an extension port marked EXT
on the device as shown in Figure 121. Those devices need to use the L-MBUS converter. On
the L-MBUS set the jumper as indicated on the front label. Follow the cabling instructions
of Figure 121 between the EXT port of the L-INX and the PORT1 on the L-MBUS.

Devices that have more than one EXT port can operate several L-MBUS converters, thus
increasing the total number of M-Bus devices that can be integrated.
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L-MBUS MBUS Interface

[

Xl ExxI= > BN © xi

LINX-120

A Set the Jumper!

LINX-12X
LINX-15X
LINX-22X

Connection to L-MBUS
EXT PORT1
GND — GND

B — TXD
A — RXD

Figure 121: Connecting L-MBUS over the extension port.

7.3 M-Bus Network

The M-Bus network utilizes a two-wire connection. Several M-Bus slave devices are
connected in parallel to the transmission medium. Each M-bus device has a primary address
in the range from 0 to 250. This primary address must be unique for each device. Also a
secondary address can be used for the slave devices. The secondary addressing mode is
currently not supported by the LOYTEC device. The M-Bus network also supports two kinds
of broadcast messages. A broadcast to address 255 does not force the slaves to give a
response. A broadcast to address 254 forces an answer from the slave. This broadcast
message is mainly used for peer-to-peer connections.

The M-Bus allows the use of devices with different Baud rates of up to 9600 Baud. M-Bus
devices are not always able to fulfill the complete functional specification of the M-Bus
standard. For readout two different modes are known (some slave devices implement both):

o Adefault read usually reads all the data of a device.
e A selective read selects the data points, which are to be read.
Some devices also support writing special data points.

Some M-Bus devices support a synchronized action. This means that when a device receives
such a synchronize command, it stores specific data points for later readout. This way,
specific information of even a larger number of devices can be read out in a synchronized
manner.

M-Bus supports network management functions such as changing the primary address of a
device, changing the Baud rate of a device, reading all data from a device as well as pinging
a device. It is therefore possible to scan M-Bus devices in an M-Bus network.

M-Bus data points are specified by a DIF/DIFE and VIF/VVIFE combination. The DIF/DIFE
(data information field and data information field extension) specify storage number, tariff,
subunit as well as the data coding (BCD, int, etc.) and the function (min, max, etc.) of the
data point. The DIF/DIFE can be up to 11 bytes long (1 byte for the DIF and up to 10
extensions). The VIF/VIFE combination (value information field and value information field
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extension) specifies the type of the data point (e.g. energy count value) and how it is presented
(e.g., the value is given in “Wh”). Like the DIF/DIFE, the VIF/VIFE can consist of one VIF
and up to 10 VIF extensions. It defines the fixed network unit of an M-Bus data point. The
Configurator allows the configuration by either entering the DIF/DIFE combination or by
specifying the appropriate numbers.

7.4 Web Interface

This section describes the Web interface for the M-Bus port.

7.4.1 Configuration

A configuration of the M-Bus port is not necessary, as no parameters are required for the M-
Bus. On devices that have EXT ports, the M-Bus protocol can be enabled on any of those
ports.

7.4.2 Data Points

M-Bus data points can be accessed through the Web Ul as described in Section 3.3.1.

7.4.3 Commission

The commissioning Web Ul allows assignment of physical devices to existing devices in the
data point configuration, that have been created with the commission later option. Under the
Commission menu choose the M-Bus technology to open the M-Bus commissioning
interface.

The Web page shows a list of all Devices in configuration. An example is shown in Figure
122. Each line displays the device name, the primary Address, the communication Port, and
the secondary address (ID). The Status column shows their current status. It can be one of
the following:

e OK: The device is configured for communication.

e Offline: The device is configured for communication but appears offline.

e Uncommissioned: The device is not yet commissioned.

e Disabled: The device is disabled.
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LINX-151
Logged in as — . . .
admin o] Devices in configuration Filter by device Filter by status v
2018-04-27 132921 —
E Reload Reset Decommission v Execute
(o) UID Device Status Address Port (] [ ]
Device Info J 1008 Water_NZR OK 1 Port 4 01215153
f-
Data % 119 Electricity_NZR_1 Uncommissioned
Commission c
= 1178 ici issi
= BACnet =1 Electricity_NZR_2 Uncommissionad
ey v
= 1FS Electricity_NZR_3 Uncommissioned
—
o
m OPC XML-DA Client E
<]
Config c
Statistics Scanned devices not in configuration
L-WEB Scan options
Port select: | Scan all *
L-10B Type:  Secondary Addressing v
Documentation Baudrate:| 2,400 bd ¥
Send before scan:
Reset Application reset
Contact NKE
LOQOUt Scan M-Bus network Assign
Assignment Type Manufacturer Address Port ID  Ver. Baud rate Status

No devices found

Figure 122: M-Bus commissioning Web interface.

In order to execute an action on devices, select the checkbox at the end of the line. Then
choose an action in the drop-down Action on selected and click on the Execute button.
Actions that can be executed on all devices are enable and disable. A disabled device will
stop communication on the network until it is enabled again.

Those devices created as commission later can be assigned to physical devices on the
network. The device description displayed beneath the device name can be edited, where the
edit symbol appears. The assignment can be done manually by editing the fields in the
Address, Port, and ID column or by executing a network scan. Edit the scan options as
appropriate for your M-Bus network. Choose to Scan all available M-Bus ports or select a
specific port from the drop-down list, and click on Scan M-Bus network. The scan progress
will be displayed and fill the list for Scanned devices not in configuration. An example is
shown in Figure 123.

Rescan Assign
Assignment Type MFR Address 1D Ver Baud rate Status
Electricity NZR_2 v Electricity NZR 2 3690118 0 2400 OK
Electricity NZR_12 v Electricity NZR 12 3690139 0O 2400 oK
Water NZR_13 v |  Water NZR 13 12160153 2 2400 OK
/ v Electricity NZR 15 3690131 0 2400 oK
Electricity_NZR_99 v Electricity NZR 99 3690125 0 2400 OK

Figure 123: Result of the M-Bus scan on the Web interface

To assign a scanned device to an uncommissioned device in the configuration, select the
corresponding device name from the drop-down box in the Assignment column. Repeat that
for all other devices and then click the button Assign.

7.4.4 Statistics

Figure 124 shows a typical output of the statistics information which can be displayed for the
M-Bus port. The statistics can be cleared for each M-Bus port separately by pressing the
Clear M-Bus statistics button. A refresh of the statistics is done automatically. To stop
automatic update, deselect the Live update checkbox. For manual update press Update M-
Bus statistics.
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DLOYTEC
LoLg;gNe)sﬁDas o | Update M-Bus statistics | Clear M-Bus statistics | Live update ¥
admin (@] —
201501-12 18:19:55 Pa General M-Bus Statistics Rate
+= Statistics cleared 2014-12-29 10:23:18
CC:‘ Seconds since cleared 1238204
Device Info ] Devices in configuration 5]
— Devices online 5
Data ] Devices online incl. prim. scan 5
Commission _g Devices offline 0
Number of requests 2
Config S Number of queue overflows 0
Statistics 2 Current state RCV_REQ_UD2
by Channel load 16.02%
m System Log o Maximum channel load 34.36%
E Rx bytes 35175419 28.41/s
J] Tx bytes 4340784 351
[ - Tx total 867320 0.70/s
Tx errors 0 0.00/s
m BACnet MS/TP Device errors 0 0.00/s
| Modbus Tx no response 0 0.00/s
DA Server Tx repetitions 560 0.00/s
UA Server Tx successful 866754 0.70/s
. Tx ES successful 309556 0.25/s
B Scheduler Tx short frame successful 0 0.00/s
m Alamm Log Tx long frame successful 557198 0.45/s
Tx multitel successful 247646 0.20/s
LR E5 unexpected 0 0.00/s
L-10B Short frame unexpected 0 0.00/s
- Long frame unexpected 0 0.00/s
e4 prolect T1 errors 26 0.00/s
Reset Multitel count overflow 0 0.00/s
Frame errors 335 0.00/s
Contact Only header response 207 0.00/s
Logout Wrong source address 0 0.00/s
Wrong frame type 0 0.00/s
Wrong frame length 0 0.00/s

Protocol Analyzer

Figure 124: Statistics of the M-Bus port.

The following information is available:

Statistics cleared: last time of statistics reset

Devices in configuration: number of devices in data point configuration

Devices online: number of devices which are currently online

Devices online incl. prim. scan: number of devices in configuration which are online
Devices offline: number of devices which currently appear offline

Current state: state of the M-Bus stack (IDLE, SEND_REW, SEND_NOK, SEND_ES5,
RCV_REQ_UD2, WAIT_DONE)

Channel load: channel load of the M-Bus channel averaged over 5 minutes
Maximum channel load: maximum channel load since the last statistics clear
Rx bytes: number of bytes received

Tx bytes: number of bytes sent

Tx total: total number of transmissions

Tx errors: number of errors during a transmission

Device errors: number of timed-out transmissions

Tx no response: number of transmissions without a response

Tx repetitions: number repeated messages

Tx successful: number of successful transmissions

Tx E5 successful: number of successfully received E5 responses
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e  Txshort frame successful: number of successfully received short frames

e Tx long frame successful: number of successfully received long frames

o  Tx multitel successful: number of successfully received multi telegram frames
o  E5 unexpected: number of unexpected E5 responses (misbehaving slave)

e Short frame unexpected: number of unexpected short frame responses (misbehaving
slave)

e Long frame unexpected: number of unexpected long frame responses (misbehaving
slave)

e Tl errors: number of slave responses not received

e  Multitel count overflow: number of messages exceeding the maximum multi telegram
number

e  Frame errors: number of received frames with errors

e  Only header response: number of responses containing only the message header
e Wrong source address: number of responses with a wrong slave address

e Wrong frame type: humber of responses with wrong frame type

e Wrong frame length: number of responses with wrong frame length

7.4.5 M-Bus Protocol Analyzer

By activating the link Protocol Analyzer (available in the M-Bus statistics tab), the protocol
analyzer page is shown as displayed in Figure 125.

DLOYTEC

LINX-150
Logged in as

admin
2015-01-12 18:37:55

| Start Protocol Analyzer || Clear Log || Save Log | Status: Stopped

#5eq. jTimestamp;Dir. ;Frame Type;Startl; Langthl Length2;5tart2;C Field;Address;CI Field;Checksum;Stop;Payload
©;2015-81-12 18:36:14.710;5ND;Shart Frame;10;;;;40;82;;42;16;

1;2015-281-12 18:36:14.746;RCV;3ES, 315332503
2;2015-81-12 18:36:14.758;5ND;Short Frame; 1 H H
3;2015-81-12 18:36:14.795;RCV;Long Frame;68; 168;08;02;72;AF;16;13 01 69 ©3 52 36 00 92 42 00 08 20 OC
4;2015-81-12 18:36:14.960;5SND;Shart Frame;10;;;;58;082;;50;16;

5;2015-81-12 18:36:14.999;RCV;Long Frame;68;2F;2F;68;08;02;72;39;16;18 01 69 03 52 3B 00 02 43 00 00 00 03
6;2015-81-12 18:326:15.252;5ND;Short Frame;10;;;;40;80; ;40;16;

7;2015-21-12 18:36:15.289;RCV; 35535353533

£;2015-21-12 18:36:15.301;5ND;Short Frame;10;;;;78;00;;87;16;

9;2015-81-12 18:36:15.337;RCV;Long Frame;68;1F;1F;68;88;8C;72;25;16;39 @1 69 03 52 3B 08 B2 6D 00 00 08 0C
10;2015-01-12 18:36:15.503;SND;Short Frame;1@;
11;2015-01-12 18:36:15.542;RCV;Long Frame;68;2|
12;2915-91-12 18:36:15.791;5ND; Shur‘t Framez;1@;

Device Info ;78;02;;70;16;

Data
Commission

Config
Statistics

14:2015-01-12 18:36:15.836;5ND;Short Frame;10;;;;75;00;;88;16;
15;2015-01-12 18:36:15.871;RCV;Long Frame;68;(4;C4;68;88;08D;72;64;16;53 @1 16 12 52 3B 82 07 97 00 68 @0
16;2015-81-12 18:36:16.934;5ND;Short Frame;10;;;;40;0F;;4F;16;
17;2015-01-12 18:36:16.970;RCV;3E5;5535355555
) 18;2015-81-12 18:36:16.982;5ND;Short Frame;10;;;;76;0F;;8A;16;

B‘”',j'”gs 19;2015-01-12 18:36:17.018;RCV;Long Frame;68;1F;1F;68;08;8F;72;17;16;31 01 69 03 52 38 00 02 3F 00 00 00
et MS/TP 20;2015-01-12 18:36:17.183;5ND;Short Frame;10;;;;58;8F;;6A;16;
21;2015-01-12 18:36:17.222;RCV:Long Frame;68;2F;2F;68;08;0F ;72;F6;16;31 01 69 03 52 3B 0 02 40 00 00 00

networks under control

Figure 125: M-Bus protocol analyzer.

Next to the button the status of the protocol analyzer is shown. If the analyzer is started, an
automatic refresh is performed every 60 seconds. By pressing the button Start Protocol
Analyzer / Stop Protocol Analyzer the protocol analyzer can be started / stopped.

For every frame sent or received a line is presented using comma separated values. When
stopped click on Save Log to store the protocol log as a CSV file. Clear Log clears the log
data.
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8 Modbus

8.1 Introduction

The Modbus is a de facto industrial standard which was initially intended for the
communication between PLCs. In the meantime the Modbus has become an important
interface for automatic meter reading applications and industrial applications. As the Modbus
is an open protocol a large number of automation devices providing Modbus communication
is available.

Two communication methods are available for Modbus. Modbus TCP utilizes Ethernet for
the Modbus communication. Modbus RTU uses a RS-485 bus for Modbus data transfer.
Modbus RTU uses a serial bus, which is controlled by a single master. This master can
request data from several slave devices connected to the network.

8.2 Modbus Network

Modbus TCP utilizes the Ethernet for the communication. Several Modbus slave devices can
be connected. In Modbus TCP a unit identifier is used instead of the slave address. Modbus
slaves may have the same unit identifier. This unifier is usually used to communicate with
bridges, routers and gateways. According to the Modbus specification, Modbus TCP masters
should always use identifier 255 for the communication with a Modbus TCP slave.

The Modbus RTU network utilizes an RS485 connection. Several Modbus slave devices are
connected in parallel to the transmission medium. Each Modbus device has a unique slave
address in the range from 1 to 255. The Baud rate of the RS485 can be configured to use
1200, 2400, 4800, 9600, 19200, and 38400 Baud. The parity on the LINX-10x/11x/20x/21x
models is always none and stop bits are not configurable. On the LINX-12x/15x/22x models
and on the LGATE-950 parity and stop bits can be configured.

Modbus devices use function codes for the specification of the desired data. The following
function codes for read/write actions are supported by the LOYTEC device:

e 02: Read discrete inputs.
e 01: Read caoils.
e  05: Write coil.
e 04: Read input register
e 03: Read holding registers
e  06: Write holding registers
For optimizing the communication adjacent holding registers are usually read using a single

read request. This behavior can be turned off for devices which do not support reading a
random number of holding registers.
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Modbus data points are specified by the function code, the address and the length.
Furthermore, a data type has to be specified together with the information how the order of
the bytes look like. Analog Modbus Master data points have a fixed network unit, while
Modbus Slave data points adapt their representation on the network according to the selected
unit system.

8.3 Web Interface

This section describes the Web interface for the Modbus port.

8.3.1 Port Configuration

The Modbus ports can be configured under the port configuration tabs of the Web Ul (see
Section 3.2.3). If available on a given port, the Modbus protocol can be enabled. If enabled,
the Modbus communication settings on that port are displayed on the right-hand side. The
RS485 port configuration tab is.

Port1| |Port2 | Port3| |Port4| |LIOB| |USB| |IPHost| |Ethernet1 (LAN Ethernet 2 (WAN Wireless 1 Wireless 2
Disable -
« Modbus RTU Modbus port mode: MASTER v
BACnet M3/TP Baud rate: 38400 (default) A
Parity: NONE (default) v
Stop bits: AUTO v
Save Seltings | Get Settings Mode RTU -

Transmission Delay: 0 ms

Slave address: 1

Figure 126: Modbus RS485 port configuration.

The settings for Modbus RS485 are displayed in Figure 126. For Modbus port mode, the
following selections are available: MASTER can be selected, if the device shall operate as
Modbus master. SLAVE can be selected, if the device shall operate as a Modbus slave on
this port.

Under Baud rate the Baud rate for the Modbus communication can be configured. The
available Baud rates are 1200, 2400, 4800, 9600, 19200, 38400 (default). The parity can be
configured to NONE, ODD or EVEN, leading to the options 8N2, 801, 8E1, respectively?.
The Mode specifies if the communication shall use the Modbus RTU mode or the Modbus
ASCII mode.

If operated as Modbus master, an additional Transmission delay can be defined in
milliseconds. This can improve communications on Modbus RS485 with slow devices that
operate outside the timing specifications. Normally, leave this setting at ‘0’. If set, the
transmission delay ensures that after sending a frame on the Modbus, the Modbus master
holds back transmission of further frames for the specified time. As a Modbus slave, the user
needs to define a unique slave address that this port will have on the Modbus channel.

Press the button Save Settings for storing the parameter configuration into the device or press
Get Settings for overwriting the changes with the original configuration.

10On LINX-100/101/110/111/200/201/210/211 models only NONE can be selected as parity,
using 2 stop bits (8N2).
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Port1 Port2| EXT |LIOB USB |IPHost| | Ethernet1 (LAN) | Ethernet2 (WAN Wireless 1 Wireless 2
Port Mode
TCRIP Modbus port mode: Master A
WNC for LCD Ul Port: 502

< FTP

# Telnet

« SSH

Global Connections (CEA-852)
« CEA-709 over IP (CEA-852)
Web Ul
HTTP
« HTTPS
« Modbus TCP

Save Settings Get Settings

Figure 127: Modbus TCP port configuration.

On an Ethernet port, Modbus TCP can be enabled by selecting the check box. On devices
with multiple IP interfaces, the Modbus TCP protocol can be activated only on one of them.

The Modbus TCP communication settings are displayed on the right-hand side as shown in
Figure 127. For Modbus port mode, the following selections are available: MASTER can
be selected, if the device shall operate as Modbus master. SLAVE can be selected, if the
device shall operate as a Modbus slave on this port. Configure the desired TCP port, which
is used by Modbus TCP devices on that channel. The default Modbus port number is 502.

8.3.2 Data Points

Modbus data points can be accessed through the Web Ul as described in Section 3.3.1.

8.3.3 Commission

The commissioning Web Ul allows assignment of physical devices to existing devices in the
data point configuration, that have been created with the commission later option. Under the
Commission menu choose the Modbus technology to open the Modbus commissioning
interface. Select the appropriate Modbus interface tab.

The Web page shows a list of all Devices in configuration. An example is shown in Figure
128. Each line displays the device name and the Modbus device Address and communication
Port. The Status column shows their current status. It can be one of the following:

e OK: The device is configured for communication.

o  Offline: The device is configured for communication but appears offline.

e Uncommissioned: The device is not yet commissioned.

e Disabled: The device is disabled.

DLOYTEC

LINX-151
Logged inas.

RS-485 IP

admin
2018-04-27 14:06:36 . . .
Devices in configuration Filter by device Filter by status v

Reload Reset Decommission v Execute

Device Info
Data

Address Serial Firmware Version [ ]
1386 1g5110_V2_0 Uncommissioned Port 3 (Master)

 device description

Commission

156C ug5110_1_1_44 0 Offline 44 Port 3 (Master)

orks under control

Figure 128: Modbus commissioning Web interface.
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In order to execute an action on devices, select the checkbox at the end of the line. Then
choose an action in the drop-down Action on selected and click on the Execute button.
Actions that can be executed on all devices are enable and disable. A disabled device will
stop communication on the network until it is enabled again.

Those devices created as commission later can be assigned to physical devices on the
network. The device description displayed beneath the device name can be edited, where the
edit symbol appears. The assignment can be done manually by editing the field in the
Address and Port column. It is also possible to modify the Port setting (e.g. if the Modbus
device has been moved to another channel).

8.3.4 Statistics

Figure 129 shows a typical output of the statistics information which can be displayed for the
Modbus ports. For each port available one statistics tab is displayed. The statistics can be
cleared for each Modbus port separately by pressing the Clear Modbus statistics button. A
refresh of the statistics is done automatically. To stop automatic update, deselect the Live
update checkbox. For manual update press Update Modbus statistics.

RS485 IF Live update@

( Update Modbus statistics ) ( Clear Modbus statistics )

Statistics cleared 2014-12-29 11:54:48

Seconds since cleared 1061526

Rx packets total 99488 0.09/s
Rx bytes 1276371 1.20/s
Tx packet 99488 0.09/s
Tx bytes 795904 0.75/s
Timeout errors 0 0.00/s
Checksum errors 0 0.00/s
Channel load 0.89%

Channel load max 0.94%

Channel load read 0.89%

Channel load write 0.00%

Protocol Analyzer

Figure 129: Statistics of the Modbus port.

The following information is available:

e  Statistics cleared: last time of statistics reset

o Rx packets: number of Modbus packets received

e Rx bytes: number of bytes received

e  Tx packets: number of Modbus packets sent

e  Tx bytes: number of bytes sent

e Timeout errors: number of communication errors (timeout)

e  Checksum errors: number of communication errors (wrong checksum)
e  Channel load: Current channel load averaged over 5 minutes.

e  Channel load max: Maximum channel load since last statistics clear.
e  Channel load read: Current channel load due to read requests.

e  Channel load write: Current channel load due to write requests.
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8.3.5 Modbus Protocol Analyzer

By activating the link Protocol Analyzer (available in all Modbus statistics tabs), the protocol
analyzer page is shown as displayed in Figure 130.

DLOYTEC

Start Protocol Analyzer | Status: Stopped

Device Info

Protacol analyzer 09 is empty.

Config

Statistics

networks under control

Figure 130: Modbus protocol analyzer.

Next to the button the status of the protocol analyzer is shown. If the analyzer is started, an
automatic refresh is performed every 60 seconds. By pressing the button Start Protocol
Analyzer / Stop Protocol Analyzer the protocol analyzer can be started / stopped.

For every frame sent or received a line is presented using comma separated values. When
stopped click on Save Log to store the protocol log as a CSV file. Clear Log clears the log
data.

8.3.6 L-STAT Device Management

L-STAT devices are listed on the Modbus commission Web Ul along with other Modbus
devices. They have, however, special management options such as firmware upgrade and
configuration backup and restore. The device list shows the columns Serial and Firmware
Version to display information available for L-STAT Modbus devices. An example is shown
in Figure 131.

DLOYTEC

LROC-101
Logged in as

RS485 | IF

admin 6
2016-08-26 16:13:27 — . . :
= Devices in configuration
c
i @] Reload Reset Execute
Device Info v UID Device Status Address Port Serial Firmware Version [ ]
Data a: 1570 L-STAT_800_1 OK 1 Port 1 (Master)  029801-4000BC434064 1.2.2.0
S ©
Commission c 1E8C |-STAT_800_2 oK 2 Port 1 (Master)  029801-4000BC438864 1.2.2.0
=
v 2748 |-STAT_B800_3 oK 3 Port 1 (Master) 029801-4000BC423863 1.2.2.0
g=
(@) 30C4 |-STAT_800 4 0K 4 Port 1 (Master) 029801-4000BC434C64 1.2.2.0
m OPC XML-DA Client g

Figure 131: Modbus commission for L-STAT devices.

For L-STAT Modbus devices the following actions are available in addition to the standard
Modbus device actions:
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Update Firmware: Select this action to upgrade all selected L-STAT devices. The
Execute button changes to a Select File button. Choose an L-STAT firmware image and
start the upgrade. L-STAT devices are upgraded all in parallel to utilize the available
Modbus bandwidth in the best way.

Backup Configuration: Execute this action in order to upload L-STAT device backups.
One backup file per selected L-STAT device is stored on the local disk.

Restore Configuration: Select this action to restore all selected L-STAT devices. The
Execute button changes to a Select File button. Choose an L-STAT backup image and
start the restore process. The selected backup image is restored to all selected L-STAT
devices.
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9 KNX

9.1 Introduction

KNX is a European and international standard (EN 50090, ISO/IEC 14543-3) designed for
building automation. It is the successor to the European Installation Bus (EIB) and also
merged Batibus and the European Home System Protocols (EHS) into one standard. KNX
covers lighting, HVAC, sunblinds, A/V control, metering among many other application
areas.

KNX models actuators and sensors as a set of communication objects. A communication
objects represents a typed value, such as a room temperature, a switch state or an illumination
level. These objects are then mapped to group addresses. Typically, a sensor emits a group
message containing its present value which is received and processed by the actuators.
Sensors and actuators can be parameterized to implement various switching and controlling
scenarios.

KNX supports different media, among them twisted pair (TP1), powerline, RF and IP-based
networks (KNXnet/IP). Each KNX node is a master and can transmit a frame at any time.

LOYTEC devices support two media types, KNX/TP1 and KNXnet/IP. KNX/TP1 is a
twisted pair medium, which uses a CSMA protocol with collision avoidance at 9600 baud.
Simple devices can be bus-powered while routers and gateways are typically self-powered.
KNXnet/IP transmits KNX frames over a UDP multicast address and is typically used in the
backbone area.

A KNX network can be structured in a loopless topology. KNX routers are called couplers
and connect two network segments, which are called lines. The smallest topology contains a
single line with up to 64 devices which can be extended to 256 devices. If the system exceeds
this limit, up to 15 lines can be connected to an area using line couplers. Finally, up to 15
areas can be connected which allows approximately 57600 devices to be connected to a KNX
network.

9.2 Hardware Installation

KNXnet/IP is supported on the built-in Ethernet interface, so no additional hardware is
required for KNXnet/IP. KNXnet/IP can be enabled in the port configuration of the Ethernet
interface.

For using KNX/TP1, the LKNX-300 interface has to be attached to the extension port of the
LOYTEC device. This port is labeled EXT on the LINX-12x/15x/22x and LGATE-950
devices. The KNX/TP1 functionality has to be enabled in the port configuration settings for
the extension port.

9.2.1 LKNX-300 Installation

The LKNX-300 needs to be attached to the extension bus of the L-INX or L-GATE. It is
possible to connect the LKNX-300 before, mid of or behind LIOB devices. In any case, you
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need to connect the 3-wire EXT port. Follow the cabling instructions of Figure 132 between
the EXT port of the L-INX and the EXT port on the LKNX-300.

u! = Inl (=] Ind

co® —o o o,0

D 55 L-GATE L-KNX

go¢ = lpedvedipedved Viged— fog -
dIp d41pb
max 0,5m KNXTP1

Figure 132: Connection L-KNX over the extension port.

9.3 KNX Network

KNX devices are modeled as a set of communication objects which communicate over group
message to each other. Each possible communication target receives the group message and
checks if there are communication objects connected to this group address. The
communication objects use the standardized KNX data point types (DPTSs).

The KNX interfaces can be used independently. It is possible to use a KNX TP1 and a
KNXnet/IP network at the same time. The interfaces can be connected to the same or to two
different KNX networks.

The LOYTEC KNX interface allows sending and receiving these messages and to connect
them to data points which can be used for Alarming, Scheduling and Trending. They also can
be used in connections to other technologies and as variables for math objects and IEC 61131
programs.

9.4 Web Interface

This section describes the Web interface for the KNX interfaces.

9.4.1 Configuration

To enable the KNX ports, use the port configuration web interface. The settings for enabling
the KNX/TP1 interface are shown in Figure 133 and the settings for enabling the KNXnet/IP
interface are shown in Figure 134. On devices with multiple IP interfaces, the KNXnet/IP
protocol can be activated only on one of them.
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9.4.2

9.4.3

Port 1 FPort2 Port3 Port4 LIOB | Ethernet

) Disabl

MI:SE?USE Baud rate: 9600
) ZigBee

© KNX

Save Settings ” Get Settings

Figure 133: Enabling the KNX/TP1 interface

Fort1 Port2 Port3 Portd4 |LIOBE | Ethernet

TCPAP
[ Ethernet Sniffer Mo configuration options
FTP
Telnet
SSH
Global Connections (CEA-852)
CEA-T09 over IP (CEA-852)
HTTP
[ Modbus
KNX
BACnet/IP
[] VNC for LCD UI
OPC XML-DA

[ Save Settings ][ Get Settings

Figure 134: Enabling the KNXnet/IP interface

Data Points
KNX data points can be accessed through the Web Ul as described in Section 3.3.1.

KNX Protocol Analyzer

By clicking the link KNX PA in the Statistics menu, the KNX protocol analyzer page is
shown as displayed in Figure 135.

DLOYTEC

LINX-151
Logged in as

admin
2015-08-27 14:24:06

| Start protocol analyzer || Clear log | | Export CSV || Export XML | Status: Stopped

e Direction Priorif Source  Destination  Size Data
0 2015-08-27 14:23:33.931 72 (Group write)  OUT LOW 1.1.1 o/on 2 07D0D
1 2015-08-27 14:23:45.070 72 (Group write) ~ OUT LOW 1.1.1 o/on 2 OFDO

Device Info
Data
Commission

Config

Statistics

networks under control

m Global Connections
m KNX PA

Figure 135: KNX protocol analyzer.
Next to the control buttons the status of the protocol analyzer is shown. If the analyzer is

started, an automatic refresh is performed every 60 seconds. By pressing the button Start
Protocol Analyzer / Stop Protocol Analyzer the protocol analyzer can be started / stopped.
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For every frame sent or received a line is presented in the table. When the protocol analyzer
has been stopped, click on Export CSV to store the protocol log as a CSV file or Export
XML to store as an XML file. The XML file can be opened in the ETS protocol viewer.
Clear Log clears the log data.
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10 SMI

10.1Introduction

The Standardized Motor Interface (SMI) allows controlling sunblinds over a bus-topology
network. Depending on the operating voltage of the electrical motors, SMI devices come in
low-voltage (LoVo) or high-voltage (HiVVo) models. SMI allows for precise motor control
by steps instead of position estimation by measuring motor run-time. One SMI channel can
operate up to 16 sunblind motors.

All LOYTEC devices with an EXT port can be extended by the L-SMI interface and connect
to an SMI bus. The LSMI-800 supports one HiVo SMI channel. The LSMI-804 supports up
to 4 channels, both LoVo and HiVo. The LINX Configurator provides SMI device templates,
which can be commissioned on the device Web interface. The Web interface supports manual
address assignment, scanning for SMI devices and calibration.
The LOYTEC product supports the SMI standard and provides the following features:

e  Support common SMI equipment to control sunblinds.

e Configurable through device templates using the Configurator software.

e Web Ul for SMI device assignment and calibration.

e Easy device replacement on the Web UI.

e Connected via L-SMI to the EXT port or USB port.

10.2Hardware Installation

Itis possible to command an SMI motor in button operation mode. This is done by connecting
phase L to either I+ or |- to manually drive the sunblind down (I1+) or up (I-) without bus
communication. When doing such a test, attach the LOYTEC SMI interface after having
completed this test.

Important!

In button operation mode (phase connected to I+ or I-) the LOYTEC SMI interface must
be disconnected!

10.2.1 LSMI-800

The LSMI-800 interface serves one SMI channel and must be attached to the EXT port of
the LOYTEC device. It is possible to connect the LSMI-800 before, mid of or behind L-1OB
devices. In any case, you need to connect the 3-wire EXT port. Follow the cabling
instructions of Figure 132 between the EXT port of the device and the EXT port on the
LSMI-800. The cabling should not exceed 0.5m.
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EXT PORT
EPERES

OSHOS)

10.2.2 Figure 136: Connecting the LSMI-800 over the EXT port.LSMI-804

The LSMI-804 interface is connected via USB to the LOYTEC device. It supports up to 4
SMI channels as well as an integrated circuit for power cut-off for each channel. For power
cut-off a separate relay can turn off power to the SMI channel. The relay is available as a data
point in the device configuration, which can be connected to the SMI channel’s power-on
data point.

The power-on data point is then able to turn on the SMI channel power before the LOYTEC
device sends a command to an SMI motor device. This saves power in motor idle state.

S00206%0

L-INX ] 22 L-SMI

Automation Server SMI Interface

EL‘hEITIth @3 USB  MICROSD  FT LIOB-FT  MODBUS BT

R
2% F25.41 3390 =
Datapoints @
Device Settings =

OSHOZDIOZHOZ )

Figure 137: Connecting the LSMI-804 over the USB port.

Version 7.0 LOYTEC electronics GmbH



LOYTEC Device User Manual 147 LOYTEC

10.3Web Interface

10.3.1 Configuration

To enable the SMI port, use the port configuration Web interface. The settings for enabling
the SMI interface are shown in Figure 138.

Port1| Port2| EXT| |LIOB| |USB| |IPHost| |Ethernet? (LAN Ethernet2 (WAN Wireless 1 Wireless 2
Disable
M-Bus Baud rate: 2400
KNX TP1

= SMI

Save Seftings | Get Settings

Figure 138: Enabling the SMI interface

10.3.2 Data Points
SMI data points can be accessed through the Web Ul as described in Section 3.3.1.

10.3.3 Commissioning

The Commission Web interface provides a page for managing and commissioning SMI
devices. This page lists all SMI devices, which have been created in the data point
configuration as shown in Figure 139. The list shows device names as created in the
configuration. The device Status can be one of the following:

e OK for a configured, online and working SMI device,

e Offline: The device is configured for communication but appears offline,

e Uncommissioned for an unlinked SMI device that needs assignment,

e Disabled for a temporarily disabled SMI device.
The Manufacturer column shows information on the SMI device manufacturer. In the Serial
number column, the serial numbers of the SMI devices to be installed can be pre-configured.
It can also be left empty, in which case the serial numbers of attached SMI devices can be
scanned. Port and Address are assigned automatically once a device is online. The Port can

be manually changed, if the device has been moved to another physical port (e.g. from
internal SMI to LSMI-804).
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MDLOYTEC

LINX-112

Logged in as
admin
2016-02-29 16:32:21

Device Info

Data

Commission

m ckey

m EnQOcean
m M-Bus
m Modbus
m MP-Bus

B OPC XML-DA Client
m SMI

Config
Statistics

L-WEB

Devices in configuration

S

= Reload |  Reset | Acticn on selected ¥ ||  Execute |

g UID Device Manufacturer Serial Port Address Status Position Angle |

o 18275E R1 elero 0300009183 EXT 7 OK 99% 0° | Up || Down || Stop || Calibrate

E 182777 R2 Dunkermotoren  010000240e  EXT 8 OK 76% 0 | Up || Down || Stop || Calibrate |

e} 122790 R3 Dunkermotoren  010020240e  EXT 9 OK 38% 0° | Up || Down || Stop || Calibrate

% 1827TA% R4 Dunkermotoren  010120240e  EXT 15 OK 96% 0° | Up || Down || Stop || Calibrate

S7C2 RE o 9

an ::;;3; R5 Dunkermoteren  010040240e EXT 10 oK 70% D( &HMH%\ Calibrate |

6 ZTDB RG Dunkermotoren  010060240e  EXT 11 OK 61% 0 | Up || Down || Stop || Calibrate

g 1E2TF4 RT Dunkermotoren  010080240e  EXT 12 OK 60% 0® | Up || Down || Stop || Calibrate

4G_J; 182800 RB Dunkermotoren  0100a0240e EXT 13 OK 39% 0° | Up || Down || Stop || Calibrate

c 182828 R9 Dunkermotoren  0100e0240e  EXT 14 OK 60% 0° | Up || Down || Stop || Calibrate |
18283F R10 Dunkermotoren Uncommissicned | Up || Down || Stop || Calibrate
182858 R11 Dunkermotoren Uncommissioned Down || St Calibrate

| Up || Down || Stop || Calibrate |

Figure 139: SMI commissioning Web interface.

For a quick online test and to identify an SMI device, the buttons Up and Down can be used
to command a sunbind to the upper or lower position. The Stop button stops the sunblind
motor.

In order to execute an action on devices, select the checkbox at the end of the line. Then
choose an action in the drop-down Action on selected and click on the Execute button.
Actions that can be executed on all devices are unassign, enable, disable, UP, DOWN, and
STOP. A disabled device will stop communication on the network until it is enabled again.

Assignment of SMI devices can be done by scanning attached SMI devices. Select the port
to be scanned in the Scan options drop-down list. If Scan all is selected, the scan will produce
a list of devices attached to any of the available SMI ports. This is shown in the list Scanned
devices not in configuration as depicted in Figure 140.

Scanned devices not in configuration

Scan options
(F‘Uﬂ select: Scan all -

Assignment Port Address Manufacturer Serial

UNASSIGNED = SMIPat6 12 ~ Dunkermotoren 01-00:00-24-02 [ Down |
UNASSIGNED ~ SMIPot6 14« Dunkermotoren 01:01:00:24:08 [ Down |
UNASSIGNED = SMIPat6 15 + Dunkermotoren 01:01-20-24-08 [Down |
UNASSIGNED = SMIPat6 13 ~ Dunkermotoren 01-00°¢0-24-0s [Down |
UNASSIGNED + SMIPot6 10 = slero 03-00-00-9d:05 [ Down |
UNASSIGNED + SMIPot6 11 = slero 03-00-00-9d-0d [ Down |
UNASSIGNED + SMIPot6 9 = slero 03-00-00-9189 [ Down |
UNASSIGNED + SMIPot6 8 = Geiger Antrisbst. 09:54.66:974c [ Down |

Figure 140: Result of the SMI scan on the Web interface

To assign a scanned device to an uncommissioned device in the configuration, select the
corresponding device name from the drop-down box in the Assignment column. Use the
buttons Up, Down and Stop to physically identify a scanned device in the list. Repeat that
for all other devices and then click the button Assign. Those SMI devices with a pre-
configured serial number will be automatically assigned. The port and address information
is also automatically assigned in this step.

10.3.4 Calibration

Calibration of the SMI devices is also done on the commissioning Web page. In order to
operate an SMI sunblind accurately using position/rotation, a number of parameter settings
need to be set. This can be done manually or by following the steps of a calibration wizard.
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To manually calibrate an SMI device, click on the Calibrate button for a commissioned SMI
device. A dialog opens as shown in Figure 141. Calibration data usually depends on the
mechanical construction of the sunblind and not only on the SMI motor.

Manual Calibration Calibration Wizard
Parameters for motor R1:
Hysteresis up movement Obere Hysterese [upHyst]: 30 Il
Hysteresis down movement  Unfere Hysferese [downHyst]: 54 Il
Complete slat turn Komplette Lamellenwendung [turnaround]: 124 Il
Mechanical slippage Mechanischer Schlupf [mechSlippage]: 14 Il Conylabiae
Max. mechanical angle Grolter mechanischer Winkel [maxMechAngle]- 0 Il
Min. mechanical angle Kleinster mechanischer Winkel [minMechAngle]: -390 Il
Max. adjustable angle Grolter einstellbarer Winkel [maxAdjustAngle]: 0 Il
Min. adjustable angle Kleinster einstellbarer Winke! [minAdjustAngle]: -90 Il
Minimal step increment Minimale Schritfweite - 0 [Steps]
Find minimum step increment
Cancel | ‘ Save | e

Figure 141: Manual calibration on the Web interface.

Enter the following calibration parameters:

Hysteresis up movement: The upper hysteresis specifies the number of motor axis
degrees needed in order to get actual angular movement when starting out of the
upper angular position.

Hysteresis down movement: The bottom hysteresis specifies the number of motor
axis degrees needed in order to get actual angular movement when starting out of
the bottom angular position.

Complete slat turn: The number of required motor axis degress to reach a complete
slat turn.

Mechanical slippage: The mechanical slippage specifies the number of motor axis
degrees needed in order to get physical rotation when reversing motion from an
angular position in the opposite direction.

Max. mechanical angle: The maximum angle, which is mechanically possible.
This value is defined by the sunblind.

Min. mechanical angle: The minimum angle, which is mechanically possible. This
value is defined by the sunblind.

Max. adjustable angle: Limits the maximum angle which can be set.
Min. adjustable angle: Limits the smallest angle which can be set.

Minimal step increment: Minimal amout of steps required to trigger a movement
of the SMI motor.

Use the Find minimum step increment button to perform a calibration run in order to
determine the minimal step increment. This is done by executing movments in downwards
and upwards direction. The result is displayed next to the button and it is also automatically
saved to the associated calibration paramter.
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Once an SMI device has been calibrated, the motor is ready to be precisely operated via
position and rotation commands. To copy calibration data on similar SMI motors, multi-
select the devices in the list Copy settings to and click the Copy button.

If calibration data is not known, a calibration wizard can be used to calibrate an SMI device
online. In the calibration dialog select the Automatic Calibration tab as shown in Figure
142.

Manual Calibration Calibration Wizard

Determine minimal step increment for motor motor1 (Step 1 of 5)

This step determines the minimal step increment of the enigne

Press Start to begin

Start

Cancel Next Done current raw position: 31990

Figure 142: SMI calibration wizard on the Web interface.

Click on the Start button and follow the instructions of the wizard. For each calibration step
follow the instructions and click the Next button. The calibration process can be terminated
at any time by clicking Cancel. In the end the dialog shows a summary of the calculated
calibration data for later use.

10.3.5 Statistics

Figure 143 shows a typical output of the statistics information which can be displayed for the
SMI ports. The statistics can be cleared by pressing the Clear SMI statistics button. A
refresh of the statistics is done automatically. To stop automatic update, deselect the Live
update checkbox. For manual update press Update SMI statistics.

Update SMI statistics | Clear SMI statistics Live update ¥
General SMI Statistics Rate
Statistics cleared 2016-02-29 12:32:03
Seconds since cleared 325
Uncommissioned devices 16
Commissioned devices 0
Online devices 0
Offline devices 0
Device failures 0
Rx Bytes 0 0.00/s
Tx Bytes 0 0.00/s
Successful transmissions 0 0.00/s
Errornous transmissions 0 0.00/s
Repeated transmissions 0
Event queue overflows 0

Protocol Analyzer

Figure 143: SMI statistics of the Web interface.

The following information is available:
e  Statistics cleared: last time of statistics reset
e Seconds since cleared: number of seconds since last clear

e Uncommissioned devices: Number of devices in configuration, which have not been
commissioned

e Commissioned devices: Number of commissioned devices
e Online devices: Number of devices currently online
e  Offline devices: Number of commissioned devices which are not online

o Device failures: Number of devices that have the SMI error_code bit set. This error bit
is set, if the SMI motor reports an error during a status query.
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e  Rx bytes: number of bytes received.
e  Tx bytes: number of bytes sent.

e Successful transmissions: Transmitted which have been acknowledged by an SMI device
(ACK, NACK, or data).

e  Erroneous transmissions: Number of failed transmissions. There has been a CRC error
or the device did not respond in time.

e Repeated transmissions: Number of repeats because of timeouts or erroneous responses.

e Event queue overflows: This counter increases if the queue overflows for transmit or
receive messages.

10.3.6 Protocol Analyzer

By activating the link Protocol Analyzer (available in all SMI statistics tabs), the protocol
analyzer page is shown as displayed in Figure 144.

DLOYTEC

[ Start protocol analyzer ] [ Clear log ] l Export CSV ] Status: Stopped Active Port: SMI Port 6

2016-09-1 9 ID  Timestamp Direction Error Address Command ID Size Data
4= 0 2016-09-13 11:26:47.978  SND 8 02 3 580246
C 4 20160913 11:26:48.025_ SND 8 02 4 G 02AGFF
) O 2 20160913 11:26:48.044__SND 3 00 3 3300C8
Device Info “ 3 20160913 1126.45.122 _RCV 8 0 5 3000CBFFFFEOFFFT
“e 4 20160913 11:25:48.139__SND 3 05 3 780583
Data % 5 20160913 112646221 _RCV 8 05 5 780583EF46FB7DGT
- 6 2016-0913 112648639 SND 8 00 3 3800C8
Commission C 7 20160513 112648720 ROV B 00 8 3B00CBFFFFEOFFFF
Config = §__ 20160913 11:26:46.737 _SND 8 05 3 780583
L) 9 20160913 11:26:48 821 RCV 8 05 & 780583 EF 45F93D 96
Statistics —< 1020160943 11.2649.237 _SND 8 00 3 3800C8
5 1_20160543112643322 ROV 5 00 & 3800CBFFFFEOFFFE
S T2 eNBOM0 SD 8 0 3 580048
= 1320160913 112649374 SHD 3 00 4 5800ABFF
) 1420160913 12649430 SND 8 05 3 780683
= 1520160813 112649471 _RCV 8 05 8 780583 EF 45 FDBE 11
16 20160913 11:26:49521 _SND 8 0 3 3800C8
17 20160913 112649572 RCV 8 00 & 3800CGFFFFFFEQFF

Figure 144: SMI protocol analyzer.

Next to the button the status of the protocol analyzer is shown. If the analyzer is started, an
automatic refresh is performed every 60 seconds. By pressing the button Start Protocol
Analyzer / Stop Protocol Analyzer the protocol analyzer can be started / stopped.

For every frame sent or received a line is presented using comma separated values. When
stopped click on Export CSV to store the protocol log as a CSV file. Clear Log clears the
log data.
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11 EnOcean

11.1Introduction

EnOcean is an international standard (ISO/IEC 14543-3-10) designed for wireless devices
optimized for solutions with ultra-low power consumption and energy harvesting. This
means EnOcean sensors can be self-powered and draw energy from a button press or a solar
cell without the need for a battery. EnOcean wireless communication uses different frequency
bands in Europe, U.S. and Japan.
The EnOcean Alliance standardizes so-called EnOcean equipment profiles (EEPS) to make
sensors and actuators from different vendors interoperable. The EEP is an identifier which is
used for interpreting a wireless datagram and extracting its contents. For secure
communication EnOcean provides a security option, that device vendors may choose to
implement.
The LOYTEC product supports the EnOcean standard and provides the following features:

e  Support all common EnOcean equipment profiles (EEPs) for sensors and actuators.

e Configurable through device templates using the Configurator software.

e Web Ul for teach-in, signal strength, and value test.

e Easy device replacement on the Web UI.

e Connected via L-ENO EnOcean interface over the USB port.

e  Support of multi-channel EnOcean devices.

e  Encrypted wireless connection for EnOcean devices that support it.

e Supports Mailbox function for sleepy actuators (e.g., battery-powered radiator
valve).

11.2Hardware Installation

For using EnOcean, the LENO-80x EnOcean interface has to be attached to the USB port of

the LOYTEC device. This port is labeled USB1 or USB2 on the LINX-12x/15x/22x and

LGATE-950 devices. The EnOcean functionality has to be enabled in the port configuration

settings for the USB port.

The L-ENO EnOcean interfaces are available in three different versions for worldwide use:
e LENO-800: Europe 868 MHz band

e LENO-801: USA/Canada 902 MHz band

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 153 LOYTEC

e LENO-802: Japan 928 MHz band

11.3Web Interface

11.3.1 Configuration

To enable the EnOcean protocol on the USB port, use the port configuration Web interface.
The settings for enabling the EnOcean protocol are shown in Figure 145. The protocol
information area shows whether a LENO-80x EnOcean interface has been connected and
provides some details on that interface such as EnOcean ID and serial number.

Port1| |Port3| |Port4 USB| |IPHost |Ethernet (LAN) | Ethernet2 (WAN} | Wireless 1 Wireless 2
Disable
O [Eiiey] USB Interface: Connected
EnQOcean ID: 01343083
Save Seltings | Get Settings Product Name: LENO-300
Serial Number, 023001-000001343D83
Description: GATEWAYCTRL

Figure 145: Enabling the EnOcean protocol

11.3.2 Data Points

EnOcean data points can be accessed through the Web Ul as described in Section 3.3.1.

11.3.3 Commissioning

The Commission Web interface provides a page for managing and commissioning EnOcean
devices. This page lists all EnOcean devices, which have been created in the data point
configuration as shown in Figure 146. The list shows device names as created in the
configuration. The device Status can be one of the following:

e OK for a working EnOcean device,

e Uncommissioned for an unlinked EnOcean device that needs teach-in,

e Old Data if no new data has been received within a reasonable timeframe (one day),

e Waiting for Device ID if a teach-in is in progress.
The Profile column shows information on the profile ID and received data when expanding
it. The RSSI column shows the signal strength and intermediate hops this device is reached
over.
To teach-in an uncommissioned device, click the Teach-In button. The Web interface then
waits for a teach-in message sent by an EnOcean device with matching profile ID. Press the
button on the EnOcean device and the corresponding EnOcean device ID is associated with

the device. A manual assignment can be done by editing the device ID of the respective
device.
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DLOYTEC

LINX-120
Logged in as
admin
2015-01-08 17:18:14

Devices in configuration

Reload Expand Profiles Action on selected ¥ | Execule
uiD Device Status Device ID Profiles RSSI ™1

o
—
+—
c
Device Inf o Interface Timestamp Rep. Hops
ez t 1085 Temperature Sensor aK 0006B35C AS0214 48.00 dBm R
e 0 Thermakon SR65 2015-01-08 17:18.08 0 _
Data [}] Parameters u]
i © 1084 Window Contact Uncommissicned D50001 -
Commission c - STM320_Window_Contact Ulescking)
Parameters
D - 1084 Outdated dat 00130078 F60201 57.00 dB
m M-Bus Wi 1084 utdated data 5 m T
m Modbus _\é v 20150107 11.55.35 Parameters v u] I B
Conﬂg (@] 1041 Uncommissioned A52001 Teach-In
Statistics s As2001
JQ_J Parameters
L-WEB c 1108 Occupancy Sensor OK ODOOFE3C AsD201 -61.00 dBm Teach-In
0 Thermokon SR-MDS BAT 2015-01-08 17:16:30 0 I N
L-10B Parameters o

Figure 146: Commission EnOcean devices

Expand the Parameters item to display and edit a Description and Location string
describing the EnOcean device. These strings can also be found as data points under the
respective EnOcean device folder and appear as parameters in LWEB-900. A click on the
device name link will lead you to that folder location in the data point Web interface.

To clear device assignments check one or more check boxes at the end of each line, choose
the Decommission option in the Action on selected drop-down and click Execute. The
selected devices will then be unassigned and appear as uncommissioned again. Devices can
also be temporarily disabled. When disabled, no further data is processed from the respective
devices until they are enabled again later.

11.3.4 Configure a Transmission ID

Certain EnOcean actuator devices require different sender’s EnOcean IDs in the teach-in
process in order to distinguish between the senders. An example are lamp actuator devices
that need to learn EnOcean IDs of rocker switches using broadcasts only. In this case the
LOYTEC device needs to simulate a sending rocker switch and a unique 1D must be sent out
per rocker switch. The EnOcean transmission ID can be configured in this scenario.

Devices in configuration

| Reload Expand Profiles Action on selected ¥ Execute
[ -
r Transmissicn IDs in use:

Choose transmission 10

Switch2 FFCCAS01

Please enter a transmission ID into the textbox below. The valid 1D range is FFCCA900 to FFCCAQTF.

Far devices that use an RPS Profile(FGXXXX), please choose a Datapoint as transmission source from the

select box. Press "Teach-In" to start the teach-in on the selected address or press "Cancel” to abort the teach-

in.
| The nextunused fransmission ID is:

FFCCAS00 RockerB v
Cancel || Teachdn |
& Paramelers (RN

1235 Switch1 OK FB0201 Teach-n
o 2 Rocker Switch_S FFCCASOD e

Parameters

Figure 147: Teach-in using a transmission ID.

To Teach In a Device with Transmission ID
1. Bring the EnOcean actuator device into teach-in mode, e.g. in the lamp actuator device.
2. On the EnOcean commission Web interface click the teach-in button for the respective

transmission device, e.g. a rocker switch. A dialog opens as shown in Figure 147 that
prompts for a transmission ID.
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3. Choose the proposed ID as the next unused ID on the LOYTEC device. Note that this
must not be used by other LOYTEC devices that send to a different actuator.

4. Optionally, choose rocker plate A or B for teach-in.

5. Then click the teach-in button in the window. This sends a message using the chosen
transmission 1D to the EnOcean actuator to complete the process.

11.3.5 Statistics

Figure 148 shows a typical output of the statistics information which can be displayed for the
EnOcean ports. For each port available one statistics tab is displayed. The statistics can be
cleared for each EnOcean port separately by pressing the Clear EnOcean statistics button.
A refresh of the statistics is done automatically. To stop automatic update, deselect the Live
update checkbox. For manual update press Update EnOcean statistics.

LLOYTEC

LINX-120

L — o | Update EnOcean statistics | Clear EnOcean statistics | Live update ¥
admin (@]
2015-01-12 13:33:00 — ‘General EnOcean Statistics Rate
E Statistics cleared 2014-12-2910:23:18
o Seconds since cleared 1220892
Device Info o Devices in configuration 5
[ Uncommissioned devices 2
Data % Commissioned devices 3
Commission c Rx Bytes 466300 0.38/s
f— Tx Bytes 8 0.00/s
Config : Packets received 19431 0.02s
Statistics N Packets transmitted 1 0.00/s
b CRC Errors 0
o
g Protocol Analyzer
o
Q
c

Figure 148: Statistics of the EnOcean port.

The following information is available:

e  Statistics cleared: last time of statistics reset,

o Devices in configuration: Total EnOcean devices in data point configuration,
e Uncommissioned devices: Devices that need teach-in,

e Commissioned devices: Devices with teach-in completed,

e Rx Bytes: number of bytes received,

e  Tx Bytes: number of bytes sent,

e  Packets received: number of EnOcean packets received,

e  Packets transmitted: number of EnOcean packets transmitted,

e CRC errors: number of communication errors with wrong CRC.

11.3.6 Protocol analyzer

By activating the link Protocol Analyzer (available in all EnOcean statistics tabs), the
protocol analyzer page is shown as displayed in Figure 149.
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DLOYTEC

LINX-120
Logged in as
admin
20150112 13:54:41

| Stop Protocol Analyzer || Refresh | Status: Running

#5eq. ;Timestamp;Dir. ;Interface;Id;Packet Type;Rorg;Rssi;Payleoad Length;Paylead
@;2015-81-12 13:50:51.589;RCV;0; B8B68B35C;B1;A5;-60;4;FF 83 77 08
1;2015-21-12 13:52:28.637;RCV;0;0006835C;01;A5;-60;4;FF 03 76 @3
2;2015-81-12 13:52:33.827;R @@ROFE3C;21;A5;-49;4;B9 07 82 @D
3;2015-01-12 13:52:57.93@;R 20130078;81;F6;5-73;1;58
4:2015-@1-12 13:52:58.192;RCV;0;80130078;81;F6;-71;1,088
5;2015-81-12 13:52:58.961;RCV;0;88130078;81;F6;-67;1;18
6;2015-21-12 13:52:59,249;RCV;0;00130078;01;F6;-61;1;80
7;2015-@1-12 13:52:59.562;RCV;0;80130078;81;F6;-67;1;78
§;2015-21-12 13:52:59.805;RCV;0;00130078;01;F6;-63;1;80
9:2015-21-12 13:53:80.235;RCV;0;00130078,01;F6;-61;1;30
18;2015-01-12 13:53:00.468;RCV;0;80130078;01;F6;-58;1;60
11;2015-01-12 13:53:30.504;RCV;0;0000F67C;01;A5; -60;4;2E AB 6B OF

Device Info
Data

Commission

Config

Statistics

networks under control

Figure 149: EnOcean protocol analyzer.

Next to the button the status of the protocol analyzer is shown. If the analyzer is started, an
automatic refresh is performed every 60 seconds. By pressing the button Start Protocol
Analyzer / Stop Protocol Analyzer the protocol analyzer can be started / stopped.

For every frame sent or received a line is presented using comma separated values. The page
refreshes automatically with a given interval. Press the Refresh button to get the latest
updates immediately. When stopped click on Save Log to store the protocol log as a CSV
file. Clear Log clears the log data.
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12 MP-Bus

12.1Introduction

The MP-Bus is the Belimo master/slave bus, which can be used to connect Belimo MP-Bus
devices. On a regular bus up to 8 slaves can be connected to the MP-Bus port of the LOYTEC
device, which acts as the master, e.g., damper actuators, valve actuators, MP fire damper
actuators or MP VAV devices. MP-Bus devices are bus-powered over a 3-wire cable (24V,
GND, MP) and follow no specific restriction of network topology; bus, star, tree and mixed
topologies are possible.

The LOYTEC MP-Bus master supports the following two basic addressing modes:

e  Point-to-Point Mode (PP mode): In this mode only one MP-Bus device is attached. It
supports full auto-commission and is the default mode.

e  Multi-Point Mode (MP mode): In this mode up to 8 MP-Bus slaves devices can be
connected. The devices need to be commissioned by assigning a serial number or by
pressing a button. A short address is automatically assigned to each device.

The number of 8 slave devices can be extended to 16 MP-Bus light (MPL) devices. These
devices have a limited set of functions and put less burden on the bus. In this setup mode,
MPL and non-MPL devices cannot be mixed.

12.2Hardware Installation

12.2.1 Built-In MP-Bus Port

MP-Bus devices can be connected to LOYTEC devices with a dedicated MP-Bus port only.
It is not possible to connect to an RS-485 or EXT port. MP-Bus devices are connected using
an unshielded 3-wire cable. There are LOYTEC MP-Bus ports that provide only the
communication signals BUS, GND (LROC-40x). These models require the connection of an
external power supply as depicted in Figure 150.
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MP

I

24V Py
AC/DC ®

24V +/~
MP
GND

Figure 150: MP-Bus port connector with external bus-power.

Other LOYTEC device models also provide the MP-Bus power 24V (LIOB-AIRX). The port
connection to MP-Bus devices is depicted in Figure 151. Note, that some LIOB-AIR models
already come pre-cabled with a Belimo MPL device.

MP-BUS

24V 4/~
—e MP
- GND

Figure 151: MP-Bus port connector with integrated bus-power.

12.2.2 LMPBUS-804

Other LOYTEC devices with no built-in MP-Bus port can be extended by the LMPBUS-804
interface, which is connected via USB to the LOYTEC device. This interface supports up to
four MP-Bus channels. The port connection to MP-Bus devices is depicted in Figure 152.
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met | w2 | me3

LDLOYTEC MPZ7BUS

= www.loytec.com

L-MPBUS

MPBUS Interface

Made in Austria
LMPBUS-804

24V DC Mini-USB

24qv [@ 20+~
DC ® GND

Figure 152: LMPBUS-804 interface with external bus power.

Depending on the LOYTEC device model, up to two LMPBUS-804 interfaces can be
connected to the two built-in USB ports.

Important! The LMPBUS-804 interface can be operated on the built-in USB ports only. External USB
hubs are not supported.

12.3Web Interface

12.3.1 Configuration

To enable the MP-Bus protocol on the dedicated MP-Bus port, use the port configuration
Web interface. The settings for enabling the MP-Bus protocol are shown in Figure 153.
Normally, a LOYTEC device comes with the MP-Bus port enabled as a default. The protocol
information area shows communication speed and the MP-Bus mode.

L-8TAT | RS-485| MP | |EnOcean| |KNX| 8MI| |EXT| USB |IPHost |Ethernet1(LAN) | Ethernet2 (WAN) |Wireless1 | |Wireless2
Disable
« MP-Bus Baud rate: 1200
Mode: MP-Mode

Save Seftings | Get Settings

Figure 153: Enabling the MP-Bus protocol.

To enable the MP-Bus protocol on the USB port using the LMPBUS-804 interface, use the
port configuration Web interface. The settings for enabling the MP-Bus protocol are shown
in Figure 154. The protocol information area shows whether the LMPBUS-804 interface has
been connected and provides some details on that interface such as the serial number.
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Port1 Port2| EXT| |LIOB USB | IPHost| |Ethernet 1 (LAN) Ethernet 2 (WAN) | Wireless 1
] EnOcean
[ sMI USB Interface: Connected
MP-Bus Product Name: LMPBUS-504
Serial No.: 034101-000000000003
e P ot
LMPBUS-1: active
LMPBUS-2: active
LMPBUS-3 active
LMPBUS4: active

Figure 154: Enabling the MP-Bus protocol on the USB port.

12.3.2 Data Points

MP-Bus data points can be accessed through the Web Ul as described in Section 3.3.1.

12.3.3 Auto-Commission in PP Mode

A data point configuration with only one MP-Bus device activates the PP mode on the
LOYTEC device automatically. In this case the MP-Bus port is pre-enabled and the MP-Bus
device is auto-commissioned after configuration download.

The Commission Web interface shows the operation status ‘OK’ and ‘PP’ as the point-to-
point MP-Bus ID, the serial number of the connected device and the current position. There
are no additional steps required to get the MP-Bus device online. An example is shown in
Figure 155.

MP-Bus Commissioning

Devices in configuration

|  Reload | Action on selected

UID Device Port Status MP-Bus ID Serial Current Pos. a
5B06C VAVbox/DamperMP/LMB24- 0 0K PP 1532-40-161-135 2618 %

MPL_OEM

|

Figure 155: MP-Bus Commission Web interface in PP mode.

12.3.4 Commissioning in MP Mode

A data point configuration with more than one MP-Bus device activates the MP mode on the
LOYTEC device. No auto-commission is possible in this mode. The Commission Web
interface provides a page for managing and commissioning MP-Bus devices.

This page lists all MP-Bus devices, which have been created in the data point configuration
as shown in Figure 156. The list shows device names as created in the configuration. The
device Status can be one of the following:

e OK for a configured, online and working MP-Bus device,

o  Offline: The device is configured for communication but appears offline,

e Uncommissioned for an unlinked MP-Bus device that needs assignment,

e Disabled for a temporarily disabled MP-Bus device.
The MP-Bus ID column shows the MP-Bus short addresses assigned to the devices. In the
Serial number column, the serial numbers of the MP-Bus devices to be installed can be pre-
configured. It can also be left empty, in which case the serial numbers of attached MP-Bus

devices can be assigned by a button press method. For an online device the column Current
Pos shows the current actuator position of the MP-Bus device.
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MP-Bus Commissioning

Devices in configuration

Reload Action on selected ¥ | Execute
UID Device Port Status MP-Bus ID Serial Current Pos. []
10GA EVO15R 0 0K 00 21426-40113-22-76 043 % T
10EC LM24A-MP 0 oK 04 1430-40136-142- 0% Address

135
1128 LMB24-MPL_OEM Uncommissicned Address
1130 LMV-D3-MP 0 OK 03 1429-40027-158- 0% Address

183

Figure 156: MP-Bus Commission Web interface in MP mode.

In order to execute an action on devices, select the checkbox at the end of the line. Then
choose an action in the drop-down Action on selected and click on the Execute button.
Actions that can be executed on all devices are enable, disable, decommission and replace.

The assignment of MP-Bus devices to uncommissioned devices in the configuration is
typically done by scanning for attached devices. Select the port to be scanned in the Scan
options drop-down list. If Scan all is selected, the scan will produce a list of devices attached
to any of the available MP-Bus ports. Then select Auto scan mode. This scan shows all MP-
Bus devices with an MP address in the list Scanned devices not in configuration as depicted
in Figure 157. Devices that support PPX addressing are automatically assigned an MP
address.

Scanned devices not in configuration

~ Scan opfion§——m78 ———————

Port select: Scan all -

Scan mode: Normal -

Range: Standard (MP1-MP8) ~
Assignment Port Address Serial -]
UNASSIGNED ~ MPBUS1 MP1 1417-20187-142-163 =
UNASSIGNED ~ MPBUS1 MP2 1531-30290-161-136 ]
UNASSIGNED ~ MPBUS1 MP3 1430-40136-142-135 ]
UNASSIGNED ~ MPBUS1 MP4 1429-40027-158-153 ]
UNASSIGNED ~ MPBUS1 MP5 1430-10076-142-135 ]

Figure 157: Result of the MP-Bus scan on the Web interface

To assign a scanned device to an uncommissioned device in the configuration, select the
corresponding device name from the drop-down box in the Assignment column. Repeat that
for all other devices and then click the button Assign.

If the MP-Bus scan does not show the expected MP-Bus devices, they may not have an MP
address and have no PPX addressing capability. In this case there are the following ways to
assign those MP-Bus devices:

e Manual assignment: The Serial number and Port are entered manually into the
respective columns of an uncommissioned device. Once the serial number has been
entered, the device is contacted and assigned the next available MP-Bus ID
automatically.

e Button press: Click on the Address button. This activates the auto-address mode. Then
press the button on the corresponding MP-Bus device. The serial number is then fetched
and the port and MP-Bus ID are assigned automatically.

The scan also reveals any addressing conflicts of MP-Bus devices on the network. In this
case the conflict is displayed and identifies the MP address causing the conflict (see Figure
158).
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Scanned devices not in configuration

Scan options

Port select: Scan all -
Scan mode: Mormal -

Range: Standard (MP1-MP8) =

Assignment Port Address Serial =
UNASSIGNED Address conflict on MPBUS 1 for address MP3

Figure 158: Address conflict after a normal MP-Bus scan

To resolve the conflict, identify the physical MP-Bus devices (they are not yet assigned). Then execute the serial
number assignment workflow or the address button workflow as described above.

12.3.5 Statistics

Figure 159 shows a typical output of the statistics information which can be displayed for the
MP-Bus port. The statistics can be cleared for the MP-Bus port by pressing the Clear MP-
Bus statistics button. A refresh of the statistics is done automatically. To stop automatic
update, deselect the Live update checkbox. For manual update press Update MP-Bus
statistics.

DLOYTEC

OB~
L';'é'gﬂ Ai‘r?;s . [ Update MP-Bus statistics ] Clear MP-Bus statistics | Live update ¥
a n (@)
2016-08-22 17:00:59 — ‘General MP-Bus Statistics Rate
E Statistics cleared 2016-08-22 13:56:58
o) Seconds since cleared 11052
Device Info W) Devices in i 1
— Uncommissioned devices 0
Data % Commissioned devices 1
Commission - Rx Bytes 307237 27.80is
S Tx Bytes 131731 11.92/s
e Packets received 27772 2.51/s
&N Packets tr itted 27812 2525
b Pending request 1
g Pending high prio. request 0
o Packets retransmitted 34
@ Timeout errors 2
c Frame errors 21
Parity errors 17
B Global Connections
™ Protocol Analyzer
]
L

Figure 159: Statistics of the MP-Bus port.

The following information is available:

e  Statistics cleared: last time of statistics reset,

e Devices in configuration: Total MP-Bus devices in data point configuration,
e Uncommissioned devices: Devices that need to be assigned,

e Commissioned devices: Devices that are fully assigned,

e Rx Bytes: number of bytes received,

e  Tx Bytes: number of bytes sent,

e  Packets received: number of MP-Bus packets received,

e  Packets transmitted: number of MP-Bus packets transmitted,

e Pending request: Number of pending requests in the low-priority queue. Examples for
low-priority requests are status requests.

e Pending high prio request: Number of pending requests in the high-priority queue. These
requests are sent for time-critical information such as position set point data.
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e  Packets retransmitted: number of packets re-transmitted due to an error,
e Timeout errors; number of requests that timed out,
e  Frame errors: number of packets with frame errors,

e  Parity errors: number of packets with parity errors.

12.3.6 Protocol Analyzer

By activating the link Protocol Analyzer (available in the MP-Bus statistics page), the
protocol analyzer page is shown as displayed in Figure 160.

DLOYTEC

LIOB-AIR1
Logged in as

[ Stop Protocol Analyzer ” Refresh | Status: Running

admin
2016-08-22 17:02:54
Seq.;Timestamp;Dir.;Error;Stb;CmdId; PayloadLength;Payload
2016-08-22 17:02:30.6B66;3ND; ;01;37;3;25 05 DC
2016-08-22 17:02:30.721;RCV;;0D;0:0;
2016-08-22 17:02:30.862;3ND;;01;10;1;04
2016-08-22 17:02:30.%B2;RCV;;0D;0;7;00 30 00 00 00 00 0O
2016-08-22 17:02:31.078;SKD;;01;41;1;29
2016-06-22 17:02:31.150;RCV;;0D;0;4;05 BF 05 DC
2016-08-22 17:02:31.687;SND;;01;37;3;25 05 DC
2016-08-22 17:02:31.723;RCV;;0D;0;0;
2016-08-22 17:02:31.8B62:5ND;01741:1:29
9;2016-08-22 17:02:31.954;RCV;;0D;0;4;05 BF 05 OC
10-2016-08-22 17:02:32.077:5ND::01;
11:2016-08-22 17:02:32.178; 2:0D:
12;2016-08-22 17:02:32.690; ;01;
13:2016-08-22 17:02:32.725:RCV;:0D:
14;2016-08-22 17:02:32.B86;5ND;;01;

Device Info
Data
Commission

W) o bl RO

Config
Statistics

tem Log
t

15;2016-08-22 17:02:32.957;RCV;;0D;
16;2016-08-22 17:02:33.630;5ND;;01;
17;2016-08-22 17:02:33.726; ;0D;
18;2016-08-22 17:02:33.886;5ND;;01;
18;2016-08-22 17:02:33.985;RCV;;0D;
37015
:0D:

networks under control

20;2016-08-22 17:02:34.082;
21;2016-08-22 17:02:34.154;
22;2016-08-22 17: -691;
23;2016-08-22 17: B -727;
24;2016-08-22 17:02:34.686;

;i01;41:1;29

Figure 160: MP-Bus protocol analyzer.

Next to the button the status of the protocol analyzer is shown. If the analyzer is started, an
automatic refresh is performed every 60 seconds. By pressing the button Start Protocol
Analyzer / Stop Protocol Analyzer the protocol analyzer can be started / stopped.

For every frame sent or received a line is presented using comma separated values. The page
refreshes automatically with a given interval. Press the Refresh button to get the latest
updates immediately. When stopped click on Save Log to store the protocol log as a CSV
file. Clear Log clears the log data.
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13 OPC Client

13.1Introduction

LOYTEC devices that support the OPC XML-DA standard as a client can integrate
compatible OPC server implementations, for example L-INX or L-DALI devices or an
LWEB-900 server running on a PC. The OPC tags of these OPC servers are added as data
points to the device. An OPC server is represented by an OPC device in the OPC client. The
OPC device address information consists of a URL to the Web service, including the IP
address or hostname, port, username/password and secure service option.

The OPC client function in the Configurator can directly integrate OPC tags from other
device configurations or import OPC tags lists. These tags lists can also be used to integrate
third-party OPC servers. It is also possible, to assign OPC server URLs and
username/password tokens later in the commission Web Ul.

To support environments, where a single OPC client configuration shall be used on the local
network (LAN) and from an external (public) network, a secondary address and port can be
specified for an OPC device. This secondary address will be tried by the client in case the
server is not reachable via the primary address. This can be used in NATed environments,
where different addresses need to be used depending on the location of the client.

13.2Web Ul

13.2.1 Data Points

OPC client data points can be accessed through the Web Ul as described in Section 3.3.1.
The native info on the data point details page shows the effective tag path on the OPC server
and the OPC server timestamp of the tag value.

13.2.2 Commissioning

The Commission Web interface provides a page for managing and commissioning OPC
devices used by the OPC client technology. This page lists all OPC devices, which have been
created in the data point configuration as shown in Figure 161. The list shows device names
as created in the configuration. The device Status can be one of the following:

¢ Running for a working OPC device,

e Stopped if the OPC device communication is halted,

e Disabled if the OPC device has been disabled,

e Unreachable if the OPC device is commissioned but cannot be contacted at the
moment,

e Auth Error if the user authentication failed on this OPC device,
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e Uncommissioned for an OPC device that needs to be commissioned.

To commission an OPC device, enter the IP address of the OPC server (or the entire Web
service URL) and the operator password. The default password is ‘operator’. Then click on
the save icon. The OPC device stats should change to Stopped and Running, if successful.
Otherwise, the status goes to an error state.

Optionally, a Replacement Path can be entered. This relocates the tag path of an OPC device
to another path. This option is only available, if the OPC tag list has been generated with a
path offset. See Chapter ,,OPC Client* in the LINX Configurator User Manual [1].

DLOYTEC

LINX-151
Logged in as

Devices in configuration

admin
2015-08-25 13:37.07
Reload | Reset Action on selected ¥ | Execute
UID Device Status URL Replacement path User/Password W
Device Info 14EA test-replace Running http://1%2.168.24.122/ User operator

Registers.channel2 ~ =seeeeee
14EE test-server Uncommissioned operator

Data

Commission

m BACnet

m OPC XML-DA Client

wvorks under control

Figure 161: Commission OPC devices

To clear device assignments check one or more check boxes at the end of each line, choose
the Decommission option in the Action on selected drop-down and click Execute. The
selected devices will then be unassigned and appear as uncommissioned again. Devices can
also be temporarily disabled. When disabled, no further data is processed from the respective
devices until they are enabled again later.

13.2.3 Statistics

The OPC XML-DA Client Statistics page provides OPC client side communication statistics.
For each OPC server defined in the project, there is a separate box of information regarding
this server. At the top of this list is an additional box, showing a summary of all servers. An
example of this page is shown in Figure 162.

Each box contains a list of statistic items, such as requests sent, OPC tags read or written,
subscriptions made, the number of subscribed OPC tags, and so on. For each entry in this list,
there are four columns. The first one describes the counted item, the second is the total count
since the statistics were cleared the last time, and the last two columns show the number of
successful operations, if applicable.
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All Servers (Summary) v Reload || Clear Live update ¥
Last cleared: 2015-08-25 13:34:36 (804s ago)

All OPC XML-DA Servers

Counter Total (Rate) Successful (Rate)

Server State -

Server count 1 F1

GetStatus requests 3 (0.007s) 3 (0.00/s) 100 %
GetProperties requests 0 (0.00/s) 0 (0.00/s)

Browse requests 0 (0.00/s) 0 (0.00/s)

Read requests 0 (0.00/s) 0 (0.00/s) -

Tags read 0 0.00/s
Write requests 0 (0.00/s) 0 (0.00/s)

Tags written 0 0.00/s
Subscribe requests 2 (0.007s) 2 (0.00/s) 100 %
Subscribed tags 3

Subscriptions being subscribed 0

SubscriptionPolledRefresh requests 21 (0.03/s) 20 (0.02/s) 95 %
Active subscriptions 1

Subscribed tag updates 0 0.00/s
SubCancel requests 1(0.00/s) 1(0.00/s) 100 %
Loginfo requests 0 (0.00/s) 0 (0.00/s)

LogRead requests 0 (0.007s) 0 (0.00/s) -
Requests timeouts 0 0.00/s
Sent bytes 23394 B 2910 B/s
Received bytes 22040 B 27.41B/s
TCP connections 1

Subscriptions Handle State
Subscription to 192.168.24.122:80 (test-replace) since 2015-08-25 13:44:19 (3 Tags) 100013 Active
Connection Session Request State queued SOAP action
192.168.24.122:60 ("teskreplace”} 4098 27 receiving  4s ago  SubscriptionPolledRefresh

Connection History

Connection Session Request State finished SOAP action HTTP

192.168.24.122:80 ("tesk-replace”) 4095 26 done 4s ago SubscriptionPolledRefresh 200 OK
192.168.24.122:60 ("tesk-replace”) 4095 25 done 165 age  SubscriptionPolledRefresh 200 OK
192.168.24.122:80 ("tesk-replace”) 4095 24 done 26s ago  SubscriptionPolledRefresh 200 OK
192.168.24.122:60 ("eskreplace”} 4098 23 done 37s ago  SubscriptionPolledRefresh 200 OK

Figure 162: OPC Client Statistics Page.

Below a Subscriptions list of all active subscriptions for the selected OPC server is shown.
Each subscription can be expanded to list the subscribed OPC tags and their last updated
values. The Connection Queue and Connection History shows the next queued request on
active connections and the history of completed requests, respectively.

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 167 LOYTEC

14 ekey

14.1Introduction

The ekey function allows adding fingerprint readers to LOYTEC devices and building
applications where access restrictions using biometric measures are required. ekey fingerprint
readers must be purchased separately and can be attached to the RS-485 port. Up to 16
fingerprint readers are supported in a bus topology. Communication to reader devices on the
RS-485 bus is encrypted.

Figure 163: Example ekey fingerprint reader device
The reader devices are operated in active mode. In this mode each device is required to be
polled in a timely fashion in order to be online. Reader devices indicate whether they are
online as shown in Figure 163. The following color codes are in use:

e  Blue permanent: The reader is online.

e Orange flashing: The reader is offline and cannot be contacted by the LOYTEC
device.

e Orange permanent: The reader is waiting for a finger to be enrolled.

e Green flash on: A user has been authenticated.

e Red flash on: A user has been rejected.
The primary function of a fingerprint reader device it to authenticate a user, who has been
enrolled for that device. One or more fingerprints can be used for the enrollment. The user is
identified by a user string.
LOYTEC products that have the ekey function can be used for:

e Building access control using biometric measures (fingerprints),

e  Creating users and enrolling fingerprints,

o Distributing users over several fingerprint sensors,
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e Controlling data points each time a user is authenticated.

14.1.1 Supported ekey models
Table 7 lists the ekey models supported by LOYTEC devices.

Supported ekey model Note

ekey module FS UP

ekey module FS UP RFID REL | RFID not supported

ekey FSX UP E REL

ekey FSX UP E RFID

ekey FSX UP E RFID REL

ekey FSX UP E

ekey FSX IN

ekey FSX IN RFID

ekey FSX AP

ekey FSX AP RFID

ekey FSX AP REL

ekey FSX AP RFID REL

ekey FSX UP |

ekey FSX UP | RFID

ekey FSX UP | REL

ekey FSX UP | RFID REL

Table 7: Supported ekey models

14.2Web Ul

14.2.1 Data Points
The ekey data points can be accessed through the Web Ul as described in Section 3.3.1.

14.2.2 Commissioning

The Commission Web interface provides a page for managing and commissioning ekey
reader devices. It allows scanning for devices and assigning them to reader device instances
in the data point configuration. An example is shown in Figure 164.

The Devices in configuration section lists the ekey reader instances found in the data point
configuration. Each line allows editing the device settings and user configuration on that
device by clicking the icons at the end of the line. Edit the device description below the device
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name in the Device column. The Status column shows the reader state. It can be one of the
following:

e OK for a working reader device,

e Uncommissioned for an unassigned reader device,

e Disabled for an ekey device that has been disabled,

o  Offline for a reader that does not respond within 6 seconds,

e Busy for a reader with an ongoing data transfer,

e  Encryption error for a reader that uses different encryption keys than the host device,
e Errorif any other error occurred, e.g., the commissioning data has been corrupted.

The Data column shows enrolled users and fingers on the reader devices. Encryption is
indicated if active.

LINX-220 .
Logged in as o Device list
admin o
e _:: Devices in configuration
c
@) Reload | Reset Action on selected ¥ | Execute
Device Info o UID Device Status Address Data Encryption Serial [ ]
Data a 1070 Reader_1 OK 855244832 2 users, 10 fingers  Active 80153220140032
Commission _g 1082 Reader_2 OK 855244835 2 users, 11fingers  Inactive 80153220140035
. Blfii"&t > 1087 Reader_3 OK 855244836 2users, 10fingers  Active  80158220140036
vy
m EnOcean 4
m M-Bus e 108C Reader_4 OK 855244827 2 users, 11fingers  Inactive 80158220140027
m Modbus o]
u o XML-DA Client g 1091 Reader 5 OK 8655244825 2 users, 11 fingers  Active 80158220140025
m SM
. e
Dl EE= ] 1056 Reader 6 0K 855244834 2users, 10fingers Inactive  B0156220140034
Config -
o 1028 Reader_7 OK 855244823 2 users, 10 fingers  Active 80153220140023
Statistics
L-WEB 104D Reader_8 OK 855244824 2 users, 10 fingers  Inactive 80158220140024
L-IOB 1454 Reader_9 Uncommissioned
e4 project
Documentation Scanned devices not in configuration
Reset Scan ekey network Assign
Contact Assignment Address Data Serial Version

No devices found

Logout

Figure 164: ekey Commissioning Web page.

To clear reader device assignments check one or more check boxes at the end of each line,
choose the Decommission option in the Action on selected drop-down and click Execute.
The selected devices will then be unassigned and appear as uncommissioned again. Devices
can also be temporarily disabled. When disabled, no further data is processed from the
respective devices until they are enabled again later.

By clicking the Scan ekey network button a device scan can be started. The scan searches
for connected reader devices and puts them in the scanned devices list. For devices found
that have not yet been assigned to devices in the data point configuration, the user can select
a reader device in a drop-down box and click on the Assign button.
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15 DALI

15.1Introduction

DALI stands for “Digitally Addressable Lighting Interface” and is the name commonly used
for the communication protocol defined in the international standard IEC 623862. It is used
to dim and switch luminaries from most leading manufacturers. DALI also supports devices
like multi-sensors (e.g. for brightness, occupancy, etc.) and intelligent switches. For further
information regarding DALI please refer to https://www.digitalilluminationinterface.org.

Depending on the model LOYTEC devices support up to 4 DALI channels. The following
features are supported:

o Direct control of up to 64 DALI devices per DALI channel

e Direct control of up to 16 DALI groups per DALI channel

e  Scene control for up to 16 groups and one broadcast scene per DALI channel
o  Detect lamp and ballast failure on DALI luminaries and signals

e DALI Multi-Master capable

e Integration of up to 64 DALI-2 input devices (sensors and buttons)

e Supported for a selected list of sensors and buttons using proprietary extesnsions of the
DALI protocol (pre DALI-2 input devices)

o  Simple replacement of (broken) DALI devices (no configuration tool required)

e  Built-in DALI protocol analyzer

To ensure device interoperability, DALI-2 compliant devices — input devices and ballasts —
can be certified by the Digital IHlumination Interface Association (DiiA). Only certified

devices may bear the DALI-2 logo shown in Figure 165 and are listed in the product database
on the DiiA website (https://www.digitalilluminationinterface.org).

(DALY

Figure 165: DALI-2 Logo.

2 Previous versions of the DALI standard were defined in IEC 60929 Annex E.
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Important:

LOYTEC recommends using only DAL I-2 certified devices wherever possible.

15.1.1 DALI Wiring

DALLI wiring is typically run together with the mains wiring using normal mains rated wire
(2 wires). Table 8 shows the recommended conductor size depending on the length of the
DALLI wires. A total length of 300 m must not be exceeded.

DALI cable length [ Recommended min. conductor size

<100 m 0.5 mm?
100-150 m 0.75 mm?
150-300 m 1.5 mm?

Table 8: Recommended minimum conductor size for DALI wiring

Though the signal isonly 16 V (typical), DALI is not SELV rated and should therefore treated
as mains voltage wiring.

DALI connections are not polarity sensitive®.

15.1.2 DALI Channel Limitations

The number of devices per channel is limited by the following aspects:
Limits of LOYTEC DALI master:

The LOYTEC DALI controller support a maximum of 64 ballasts and 64 buttons per DALI
channel (which can be assigned). On L-DALI controllers a maximum of 16 sensors per
DALI channel are supported, on all other LOYTEC devices up to 64 sensors can be
assigned.

Addresses:

A maximum of 64 addresses are available for ballasts and input devices (sensors, buttons)
each per DALI channel, allowing a maximum of 64 ballasts and 64 input devices per
channel. Each device (ballast, sensor, buttons) uses one DALI address with the following
exceptions:

e The LOYTEC DALI master does not use a DALI address.

¢ Some DALLI ballasts supporting multiple channels (e.g. RGB or warm and cool white)
use one DALI address for each channel. Please refer to the manufacturer’s
documentation of the ballast or luminaire to determine the number of DALI addresses
used.

e Some pre-DALI-2 sensors using proprietary extensions of the DALI protocol use
ballast addresses, thus reducing the number of ballasts on a DALI channel. Please refer
to the manufacturer’s documentation of the sensor to determine the number of DALI
addresses used. LOYTEC recommends using only DALI-2 certified devices wherever
possible.

Power consumption:

3 Except for at the bus power supply, in case more than one bus power supply is connected
to the channel.
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The power drawn by the devices via the DALI line must be covered by the DALI bus power
supply. Table 9 shows the typical power drawn via the DALI line depending on device types.
For DAL devices not listed in the table see the corresponding datasheet or contact the device
vendor on the power drawn via the DALI line.

Device type Power usage

Mains supplied devices (ballasts) 2 mA

LOYTEC LDALI-MS1 multi-sensor 4.1 mA

LOYTEC LDALI-BM1 button coupler | 3.1 mA

LOYTEC LDALI-RM1 relay module 2.6 mA

LOYTEC LDALI-RM2 1-10V interface | 4.2 mA

Table 9: DALI bus power usage for different device types (@16 V DC)

LOYTEC DALI bus power supplies supply 116 mA or 232 mA depending on the model.
Two 116 mA bus power supplies can be connected to the DALI channel in parallel resulting
in a combined DALI bus power supply of 232 mA. The DALI bus power supply must not
exceed 250 mA.

To consider the times no power is available on the DALI bus due to communication, the
power consumption of the DALI devices must be multiplied by the factor 1.2 when
calculating the required DALI bus power supply current:

|Power Supply

z IpALI devices < ————
1.2

15.1.3 Multi-Master Operation

The LOYTEC DALI interface is capable of multi-master operation. That is, it can be installed
in parallel to one or more other DALI master controllers on the same DALI network.
However, all other DALI master controllers must be multi-master capable in order to render
a working DALI system. Other DALI masters may be DALI-2 input devices (sensors,
buttons), multi-sensors with built in constant light or occupancy controller functionality,
DALLI switches, buttons, and touch panels, as well as other DALI controllers.

15.1.4 DALI Device Types

Figure 166 shows the typical structure of a DALI system.
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Bus power suppl
Bus power supply POWET SUPPY

(IEC 62386-101)

. Input devices  Application controller
Control devices bt

(IEC 62386-103)

T

(IEC 62386-101) I - I -

Control gear

(IEC 62386-102) g o
Ballast / Luminaire

Figure 166: Typical structure of a DALI system.

Important:

DALI repeaters are not defined by the DALI Standard. Thus, interoperability with
LOYTEC DALI products cannot be guaranteed. LOYTEC therefore strongly advises
against using such devices!

It consists of the following components:
Bus power supply

Each DALI channel must contain at least one bus power supply. Bus power supplies are
defined in IEC 62386-101. For more information on the DALI bus power supplies see Section
15.1.2 (Power consumption).

DALI Ballasts

DALI ballasts are specified the IEC 62386-102 part of the DALI standard. The LOYTEC
DALI interface supports IEC 62386-102 Editions 1 and 2 and the DALI device types
specified in parts IEC 62386-201 to 209 (Edition 1 of all parts). The LDALI-RM1 (see
Section 15.1.4.5) relay module and the LDALI-RM2 1-10V interface (see Section 15.1.4.6)
fall into this category, too. See ANO11E L-DALI Compatibility List [9] for DALI ballasts
tested with the LOYTEC DALI interface.

In addition some vendor specific features (e.g. reading serial number, determining nominal
power) are supported for OSRAM and Tridonic ballasts.

DALI Input Devices

The new DALI-2 standard covers DALI input devices (sensors and buttons) in its part
IEC 62386-103. The LOYTEC DALLI interface allows to integrate sensors and buttons based
on the DALI-2 standard.

DALI-2 input devices provide their input values via one of its instances. Each device can
have up to 32 instances. Figure 167 shows a typical example of a DALI-2 input device with
its instances, representing a multi-sensor (occupancy and lux instances) which supports an
IR-remote (push-button instances) and has two generic instances representing a built-on
temperature and humidity sensor.
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Events ' tl Polling

DALI
Figure 167: DALI-2 input device instances.

Different instance types are specified in the parts IEC 62386-301 to 304 of the DALI
standard.

Instance type Standard Device Class
Push-Button IEC 62386-301 | Button
Absolute Input IEC 62386-302 | Button

Occupancy Sensor | IEC 62386-303 | Sensor

Light Sensor IEC 62386-303 | Sensor

Generic IEC 62386-103 | Sensor

Table 10: Instance types defined in DALI-2.

On the LOYTEC DALI interface DALI-2 input devices are separated in the device classes
sensors and buttons depending on the instance type of their instances. Table 10 shows which
instance types are available via which device class. All instances belonging to the sensor
device class — if any — will appear as one DALLI sensor device, all instances belonging to the
button device class as one DALI button device. Sensor and button devices belonging to the
same physical device will have identical short addresses and serial numbers.

In our multi-sensor example shown in Figure 167 the occupany, lux, temperature and
humidity sensor values are available via the sensor device, while the push-button instances
are available via the button device.

LOYTEC DALI controllers allow to use DALI sensor values as inputs in their fixed
application program (e.g. L-DALI constant light controller application) or in the
programmable controller models (e.g. LDALI-PLC4, LROC-400) as data points in the
program logic.

DAL buttons can be used together with the LOYTEC DALI controllers in different ways:
Fixed application controller models (LDALI-ME20X-U/LDALI-3E10X-U):

e Manual control of DALI groups (dimming lights, scene recall).

e Manual control of sublinds controlled via built-in sunblind controller application
(up/down, open/close).
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e  Mapping DALI button inputs to data points (see L-INX Configurator User Manual [1]
and L-DALI User Manual [8]).

See L-DALI User Manual [8] and the L-INX Configurator User Manual [1] on how to
configure which button input performs which function.

Programmable controller models (LDALI-PLC4, LROC-400):

e DALLI button inputs are available as data points in the program logic.

Proprietary DALI sensors and buttons

Prior to the introduction of DALI-2 input devices, different vendors were using proprietary
extensions of the DALI protocol to be able to connect sensors and buttons to the DALI
network. For historical reasons the following pre DALI-2 sensors using such proprietary
extensions of the DALI protocol are supported*:

e LOYTEC LDALI-MS1 (see Section 15.1.4.3)

e Tridonic MSensor 02 5DPI 41 (see Section 15.1.4.7)

e  Schneider Electric LA-11

e Helvar Digidim 311/312/313/314/317

o OSRAM DALI Professional Sensorcoupler series

e OSRAM DALI HIGHBAY Adapter

e OSRAM LS/PD LI

e  Philips OccuSwitch DALI LRM2090/20 and LRM2090/30 (occupancy only, see Section
15.1.4.8)

Typically these devices offer occupancy and light level sensor functionality. In addition they
usually also offer occupancy and constant light controller functionality. When used with a
LOYTEC DALLI interface the sensor functionality can be utilized. If it is intended to also use
the controller functionality the installation software of the devices vendor must be used to
install and parameterize the device as this is not supported via the LOYTEC DALI interface.
In addition the following special sensor is supported:

e Lunatone DALI Temp-Sensor (see Section 15.1.4.11).
The following pre DALI-2 buttons are supported*:

e LOYTEC LDALI-BML1 (see Section 15.1.4.4).

e LOYTEC LDALI-MS1 IRT (infrared receiver, see Section 15.1.4.3)

4 LOYTEC electronics GmbH assumes no responsibility for any errors contained in this list.
LOYTEC makes no representation and offers no warranty of any kind regarding any of the
third-party components mentioned in this list. These components are suggested only as
examples of usable devices. The use of these components or other alternatives is at the
customer’s sole discretion.

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 176 LOYTEC

15141

e  Philips IRT 8080 IR-remote control with Philips OccuSwitch DALI LRM2090
(mapping to LONMARK interface only).

Different other proprietary pre DALI-2 devices are not supported. That is, they cannot be
commissioned or parameterized the DALI interface of a LOYTEC DALI controller and they
are not mapped to data points like DALI ballasts or supported DALI sensors and DALI
buttons.

However, such devices may be operated in a parallel to a LOYTEC DALI interface. In this
case they must be commissioned and parameterized using the installation software of the
device’s vendor.

LOYTEC LDALI-MS2 Multi-Sensor

The LDALI-MS2 multi-sensor is the successor of the LDALI-MS1 multi-sensor. It is based
on the DALLI-2 standard. Similar to its predecessor it performs motion detection with a PIR
sensor, allows to measure lux level in the range of 0 — 4000 lux and comes with an integrated
IR receiver. With its high resolution PIR sensor suitable for detection of small movements,
it is designed for typical office applications and can be mounted in rooms of up to 5 m. Its
presence detection zone diameter of 10.8 m at 3 m mounting height is ideal to cover a typical
office room or an area in an open office space.
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Figure 168: LDALI-MS2 multi-sensor for office applications.

In addition to occupancy and lux sensors, the LDALI-MS2 comes with integrated
temperature and humidity sensors. In room automation applications, those values can be used
to calculate the current dew point. On the back of the sensor, there is a connector for three
digital inputs, allowing to connect conventional switches and push-buttons, window contacts,
dew point sensor, etc.

Note:

When scanning the DALI channel, each LDALI-MS2 device will appear twice in the scan
results. In the sensor section as “LDALI-MS2” and in the button section as “LDALI-MS2
buttons ”. The latter represents the sensors three digital inputs and the infrared receiver.

The infrared receiver is designed to work with the L-RC1 infrared remote control, which is
available as optional accessory (see Figure 169). It uses the NEC IR protocol, supporting
commands 1 to 18. The vendor code must be 0x43f, the command page Oxe and the device
ID 0. The command code is equal to the button input index (1-18).
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Figure 169: L-RC1 infrared remote control for LDALI-MS2.

Table 11 lists all instances of the “LDALI-MS2 buttons” and the corresponding inputs. On
L-DALI controllers with a standard lighting application (non-programmable), button

functions can be configured for all instances.

No | Type Input Description

1 | Digital Input | DI1 Digital input DI1 on back of LDALI-MS2
2 | Digital Input | DI2 Digital input DI2 on back of LDALI-MS2
3 | Digital Input | DI3 Digital input DI2 on back of LDALI-MS2
4 IR remote Command 1 CH1

5 IR remote Command 2 CH2

6 IR remote Command 3 Sunblind UP

7 IR remote Command 4 Sunblind AUTO

8 IR remote Command 5 Sunblind DOWN

9 IR remote Command 6 Lights UP

10 IR remote Command 7 Lights AUTO

11 IR remote Command 8 Lights DOWN

12 IR remote Command 9 Scene A

13 IR remote Command 10 | Scene B

14 IR remote Command 11 | Scene C

15 IR remote Command 12 | A/C
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No [ Type Input Description

16 IR remote Command 13 | Temp +

17 IR remote Command 14 | Temp -

18 IR remote Command 15 | Fan AUTO

19 IR remote Command 16 | Fan UP

20 IR remote Command 17 | Occupied

21 IR remote Command 18 | Vacant

15.1.4.2

Table 11: Instances of “LDALI-MS2 buttons” and corresponding inputs.

On programmable models, the corresponding DALI device templates are:

o LDALI-MS2 (LDALI-MS2.dali): This template is similar to the standard DALI multi-
sensor (SensorMulti.dali) template. In addition it provides data points for temperature
(Temperature) and humidity (Humidity). As the LDALI-MS2 only provides one lux
sensor valure, it only contains a single lux level data point (Lux) and one gain table data
point (Gain).

e LDALI-MS2 buttons (LDALI-MS2 Buttons.dali): This template is similar to the
standard DALI push-button (ButtonDigital.dali) template. Other than this generic button
template the 21 sub-data points of the Button data point are named according to the
corresponding input (e.g. DI1, Lights UP, etc.) instead of having a generic name (B1,
B2, etc.).

LOYTEC LDALI-BM2 Button Module

The LDALI-BM2 button module is the successor of the LDALI-BM2 push button coupler.
It is based on the DALI 2 standard. Similar to its predecessor it integrates up to four
customary light push buttons and switches into a DALI channel. Alternatively, two of the
four inputs can be used as analog inputs to connect devices like slider, dials or even resistance
based sensors like NTC temperature sensors.

Figure 170: LDALI-BM2 button module.
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15.1.4.3

On L-DALI controllers with a standard lighting application (non-programmable), button
functions can be configured for all digital inputs. Analog mode of the digital inputs 1 and 2
are currently not supported on those controllers.

On programmable models, the DALI device template LDALI-BM2 (LDALI-BM2.dali)
must be used. This template is similar to the standard DALI push-button (ButtonDigital.dali)
template. The Button data point contains four sub-data points — IN1 to IN4 — representing the
four inputs if operated as digital inputs. For inputs 1 and 2, the data point Mode INx (x = 1-
2) allows to select between different operating modes of the input:

e Generic: In this mode the data point GenericValue INX represents the resistance
measured at the input in Ohm.

e Push Button: Use this mode if the input is operated in digital mode (e.g. connected to a
standard switch or button). In this case the data point Button.INx represents the current
state of the input.

e Absolute Input: In this mode the data point Absolutelnput INX represents the resistance
measured at the input as a value between 0% and 100% of a 10k resistor. It must be used
if a potentiometer or slider is connected to the input.

LOYTEC LDALI-MS1 Multi-Sensor

The LDALI-MS1 performs motion detection with a PIR sensor and allows to measure lux
level in the range of 0 — 2500 lux. It is designed to be mounted in rooms of up to 5 m. For
corridors and similar applications the sensor head can be tilted to detect movement in a
distance of up to 12 m.
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Figure 171: LDALI-MS1 Multi-Sensor with integrated IR receiver.

Note:

Currently the dial on the back of the sensor has no function. Please leave at default position
0!

In addition the LDALI-MSL1 is equipped with an IR receiver to be used with infrared remote
controls.

Note:

When scanning the DALI channel, each LDALI-MS1 device will appear twice in the scan
results. In the sensor section as LDALI-MS1 and in the button section as LDALI-MS1 IRT.
The latter represents the infrared receiver and can be ignored if not infrared remote control
is used.

The LDALI-MSL1 infrared receiver is compatible with the L-RC1 IR remote control, which
is available as optional accessory (see Figure 169). On the LDALI-MS1 only buttons 1 to 11
are supported (see Table 11).
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15.1.4.4

15.1.4.5

The LDALI-MS1 infrared receiver is compatible with the Apple Remote. That is, the Apple
remote control can be used to control lights in the room. See Figure 172 for how the RC
buttons are mapped to the button inputs of the LDALI-MS1 IRT. Optionally pairing is
supported.
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Figure 172: Mapping of Apple Remote buttons.

The LDALI-MS1 IRT supports remote controls with up to 11 buttons using the NEC IR
protocol. The vendor code must be 0x43f and the command page Oxe. For unpaired devices
the device ID is 0. The command code is equal to the button input index (1-11). Please contact
LOYTEC if requiring a custom IR remote control unit (larger quantities).

LOYTEC LDALI-BM1 push button coupler

The LDALI-BM1 push button coupler integrates customary light pushbuttons and switches
into a DALI channel. It provides 4 free programmable digital inputs. When the push button
is pressed or a switch changes its state, DALI commands are sent to a DALI group within the
DALI channel. See the L-DALI User Manual [8] and the L-INX Configurator User Manual
[1] on how to configure which button input performs witch function.
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Figure 173: LDALI-BM1 push button-coupler

LOYTEC LDALI-RML1 relay module

The LDALI-RM1 relay module allows the control of standard consumers via a DALI. The
built-in relay contact can be used for currents of up to 8 A respectively loads of up to 2 000
VA. The module is designed for a maximum inrush current of 80 A. The module is connected
directly to a DALI channel and also supplied with energy via that channel.
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The LDALI-RML1 acts as a programmable switching output module. The integration of the

module in the DALI network follows the same simple steps as the integration of a DALI
lamp. The LDALI-RML1 is a control device for non-dimmable loads based on the DALI

specification IEC 62386-208 (Device Type 7).
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Figure 174: LDALI-RM1 relay module

15.1.4.6 LOYTEC LDALI-RM2 1-10V interface
The LDALI-RM2 has the same features as the LDALI-RM1 but in addition a 1-10V interface
allowing the integration of ballasts with 1-10V interface into a DALI system.
The integration of the module in the DALI network follows the same simple steps as the
integration of a DALI lamp. The LDALI-RM2 is a control device for dimmable loads based
on the DALI specification IEC 62386-206 (Device Type 5).
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Figure 175: LDALI-RM2 1-10V interface
15.1.4.7 Tridonic MSensor 02 5DPI 41
Important: Only Tridonic MSensor 02 5DP1 41 is supported!
The Tridonic MSensor 02 5DPI 41 comes with a built in constant light controller application,
which cannot be disabled. To use it as DALI light level and occupancy sensor only all sensors
must be configured to control group 14 by setting the dial on back of device to position “F”
(see Figure 176). On this channel group 14 and 15 must not be used for any other purposes
anymore (do not configure ballasts to be group member in group 14 or 15).
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TRIDONIC

DALI MSensor 02
Art. No. 86459305
ta:0.80°C  U1=160VDC
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Figure 176: Set MSensor 02 5DPI 41 group dial to position ‘F’.

Important: In any case do not set the dial to position “0” as this will make the sensor send broadcasts!
The dial position is shown in the Web Interface in the DALI Installation tab (see Figure 177).
Sensors ]
0 Sensor1_00 TRIDONIC sensor - aﬁ;i;“:d (&T@ - ]

Figure 177: The MSensor 02 5DPI 41 dial position is shown in the Web Interface in the DALI
Installation tab.

15.1.4.8 Philips OccuSwitch DALI LRM2090 with IRT 8080 IR-remote control
The Philips OccuSwitch DALI LRM2090 is represented as three devices on the DALI
channel (see Figure 178):

e Pnhilips OccuSwitch lights: This part represents the ballast functionality of the
OccuSwitch. Similar to a ballast the OccuSwitch reports the current dim level of the
ballast it controls. By dimming this device the lighting control application of the
OccuSwitch can be temporarily overridden. Further it provides the information on
the ballast status (lamp failure etc.) of the ballasts controlled by the OccuSwitch.
Only this part of the OccuSwitch can be assigned to groups. If the ballast part is
assigned to a group this automatically affects all other parts as well.

Devices in Database
Action on Selected -
Name Type Nominal Pwr. Status Short Addr. Serial Number -
Lamps [F]
0 Lamp100 PHILIPS OccuSwitch lights 0w OK: 50.53% 00 00000000000004E7A03F B
Sensors [F]
0 Sensor1_00 PHILIPS OccuSwitch sensor - OK: unoccupied 00 00000000000004E7AD3F il
Buttons F]
0 Button 1_00 PHILIPS OccuSwitch IRT - OK: - 0o 00000000000004E7AQ3F ]

Figure 178: Philips OccuSwitch DALI LRM2090/20 is represented as three DALI devices.

e Philips OccuSwitch sensor: This part represents the occupancy sensor
functionality of the OccuSwitch. The OccuSwitch does not provide any light level
information (lux). Note, that if multiple OccuSwitch devices are assigned to a group
only one of these sensors needs to be assigned to a LONMARK or BACnhet
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Occupancy Sensor object, as all sensors in a group will share their occupancy status
(if one detects occupancy all will report occupancy).

e Philips OccuSwitch IRT: This part represents the IRT 8080 IR-remote control
functionality. It allows controlling sunblinds, fan speed, and HVAC setpoint in a
room. Currently this functionality is only supported in the LDALI-3E10X models.
If no IRT 8080 is available, these parts need not be assigned.

All three instances will have an identical short address and serial number.

If the Philips OccuSwitch DALI was assigned to DALI groups using the IRT 8099/10
omniprog the group number assigned will be used auto-assignment of the devices. Example:
If an OccuSwitch was given the group number 8 pressing the Auto-Assign button will assign
the ballast representation of the device to Lamp Actuator object 8, the occupancy sensor
representation to Occupancy Sensor object 8, and the button representation to Button object
8. If these objects are not available, a different object will be assigned in case of the ballast
and button part, while no assignment will be done in case of the sensor part.

DAU Installation | DAL Groups | DAL Channels | DALI Parameters | Datapoints | Global Connections | Statistics | Web Interface

7| Recover group information from devices

Group Assignmert

0 i 2 3 4 5 6 ? 8
Lamp Name/Group Name Group 00 Group 01 Group 02 Group 03 Group 04 Group 05 Group 06 Group 07 Group 08
Lamp 00
Lamp 01
Lamp 02
Lamp 03
Lamp 04
Lamp 05
Lamp 06
Lamp 07
Lamp 08
9 Lamp09
10 Lamp10
11 Lamp1l
12 Lamp12
13 Lamp13
14 Lamp14
15 Lamp15
16 Lamp16
17 Lamp17
18 Lamp18
19 Lamp19
20 Lamp20
‘
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Figure 179: Be sure to check the Recover group information from devices checkbox if group
addresses were already assigned with the IRT 8099/10 omniprog.

Be sure the Recover group information from devices checkbox is checked to keep the
group information set with the omniprog when commissioning the DALI channel with the
LINX Configurator (see Figure 179).

15.1.4.9 Schneider Electric DALI Sensor LA-11

For proper lux sensor value readings ensure that the position of the dial labeled Brightness
is not set to Test (see Figure 180).
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Figure 180: Ensure position of Brightness dial is not set to Test.

15.1.4.10 ThebenHTS PlanoSpot 360 DALI

This sensor reports multiple lux level readings. The value reported via the assigned Light
Sensor objects is the (primary) integral value. If the lux level sensor object provides a second
lux level value (BACnet version only) this is the value measured in the direction “window”.

15.1.4.11 Lunatone DALI Temp-Sensor

When using the Lunatone DALI Temp-Sensor on LOYTEC DALI controllers the
temperature value reported by the sensor is provided via the lux level output (nviLuxLevel,
Present_Value) of the corresponding Light Sensor object.

15.1.5 Power Failure Recovery

If a ballast signals that it has come back from power failure the LOYTEC DALI master will
restore the ballast’s last known dim level. This behavior ensures that a consistent lighting
situation is reestablished after a power failure.

15.1.6 DALI Channel Bridging

On LOYTEC DALI controllers with more than one DALI channel two or more physical
DALI channels can be connected to one virtual DALI channel. This operation mode is called
DALI bridging. It is used if a DALI group shall contain more than 64 ballasts, that is, more
ballasts than it is possible to accommodate on one DALI channel.

In the DALLI bridging mode any dim commands addressed to DALI groups and any DALI
broadcasts received on one channel will be forwarded to the other bridged channels.

Note: DALI bridging is only required if the large group shall be controlled by other DALI masters
like DALI switches, buttons, or touch panels. If no such devices are used, it is recommended
to use local or global connections, fan-out network variable bindings or similar methods to
connect DALI groups across DALI channels instead of the bridging mode.

15.1.7 Reducing ballast standby energy consumption

To reduce the standby energy consumed by DALI ballasts, the mains power of all ballasts on
a DALI channel can be switched using an external relay, whenever they all have a dim level
of 0% (OFF).
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Important: Do not use this functionality in case the channel contains DALI emergency lights or HID
lamps!

The relay must switch off power, whenever the channel feedback of that DALI channel is
0% and must switch power on otherwise. Depending on the devices interface the channel
feedback is available via the following data points:

e LDALI-10x models (CEA-709): nvoCHValueFb in the corresponding Channel
Actuator object.

o LDALI-20x models (BACnet): Present_Value of the channels feedback Analog Input
object.

Note: To use this feature on L-DALI models the mains power of all DALI ballasts on a DALI
channel must be switchable via a relay controlled by a BACnet or LonMark 10-module (e.g.
LOYTEC L-10B, see Figure 181).

DA DA
DA DA
— " EVG — " EVG
rL rL

DA

Figure 181: Wiring example for switching ballast mains using L-10B relay output.

Important: The channels DALI bus power must not be switched off by the relay!

The feature is enabled by setting the Mains-Off handling mode of the channel to Local
either using the LINX Configurator software (see L-INX Configurator User Manual [1]) or
the Web-Interface (see Section 15.2.2.9).
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Figure 182: Timing parameters of Mains-Off handling function.
The function has two parameters (see Figure 182):

o Off-Delay: Delay between detection that all DALI ballasts are at 0% and entering
standby mode (switching off mains). Using smaller value increases the energy saving
potential, but might decrease ballast life-time.

e On-Delay: Typical delay between commanding the mains to be switched on (via the
corresponding data point) and the time the ballast is powered up and reacting to dim
commands. Modify this value if you observe all ballasts on the channel briefly switching
on when mains are turned on.

Note:

The On-Delay includes the delay due to communication (e.g. via BACnet or CEA-709), the
delay in the 10-module for switching the relay and the ballast startup time. The ballast
startup time typically is below 500 ms (required by IEC 62386). If the On-Delay is too short,
some ballasts might not be ready. They therefore will miss the startup sequence and will go
to their POWER ON LEVEL. If the On-Delay is too long, switching on lights when returning
from standby mode will be delayed longer than necessary.

When Mains-Off handling is set to Local the current mains status is displayed on the Device
Information page in the web interface together with the status of the DALI channel (see Table
12).

Symbol | Description

A7 | Ballast mains switched on

» Ballast mains switched off

Table 12: Symbols representing ballast mains status.
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Alternatively, the same functionality is offered by special DALI devices (e.g. Tridonic PS2
standby). Set the Mains-Off handling mode of the channel to External if using such a
device.

15.2Web Ul

15.2.1 DALI Groups

The DALLI ballasts can be assigned to DALI groups as shown in Figure 183. Check the check
box to add ballasts to groups, uncheck it to remove a ballast from a group. Commit changes
by clicking on the Save button.

The lamp symbol shows whether the group is on ‘.’ or off .. Clicking on it toggles the group
between override to on, override to off and automatic mode. In the Override row a dim level
override can be entered. Enter ‘-- to relinquish the override. In the Feedback row below the
current average dim value (0%-100%) of the group is shown.

Click on the name to jump to the data point configuration page of the fieldbus object
corresponding to the group. The name can be changed by editing the corresponding data point
—e.g. nciLocation (LONMARK) or Object_Name (BACnet) property.

Channel1| |Channel 2| | Channel 2| | Channel 4

Save Reload

# 0 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15

303_2
304

305_1
306_1

301
302_1
303_1
305_2
306_2
€| 309
310

Group
On/Off
Override - - - - -
Feedback oJojojofofojOjO|O|0O|[000 ~|~|-]-

| Group 12
| Group 13
| Group 14

Group 15

LY
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Y
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Save Reload

Figure 183: DALI Group Configuration.

15.2.2 DALI Installation

Figure 184 shows the initial DALI configuration page. If the device offers multiple DALI
channels, the channel can be selected by clicking on the different tabs at the top of the page
labeled Channel 1, Channel 2, etc.

If there is a problem with the DALI bus power on the selected channel, “Bus supply failed”
will be displayed in the upper right corner of the tab.

The page is separated in three sections:
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15.2.2.1

1. Devices in Database: Lists all devices on the DALI channel which were already
commissioned.

2. Scanned Devices not in Database: Lists the uncommissioned DALI devices found
during the last DALI scan.

3. Unassigned Devices: Lists the devices set up using the LINX Configurator PC software
during an (optional) off-line preparation, which were not yet assigned to a physical DALI
device.

The tables in each section can be sorted by clicking on the header of a column.

Channel 1| |Channel 2| | Channel 3| | Channel 4

Wink duration Mains-Off handling Mains-On delay Mains-Off delay DALI Power Manual Cverride

30 sec |Disabled v 600 ms |0 min |On v Auta ¥ Save || Reload
Devices in Database (bus power usage assigned/total: 0/0 mA) 1 Filter by name...

Action on Selected v Execute Reset
| | #4 Name Type Status Serial No. Short Addr. Run Hrs Nom. Pwr Bus Pwr
No devices found
Scanned Devices not in Database 2

Scan || Clear Resulis || Save Assignment || Auto Assign |

Name Type Serial No. Short Addr. &

Rescan necessary

Unassigned Devices 3 Filter by name
Search

Searc

n Name & Type Serial No. Bus Pwr
no devices found

Figure 184: DALI Installation: Initial View

Installing DALI devices

To install DALI devices press the Scan button. The DALI channel is scanned and the detected
devices are listed under Scanned Devices not in Database in the middle of the page (see
Figure 185). In case an error occurs see Section 15.5 for a description of the error codes and
possible reasons.

Channel 1 | Channel 2| | Channel 3 | Channel 4

Wink duration Mains-Off handling Mains-On delay Mains-Off delay DALI Power Manual Override

30 sec Disabled ¥ 600 |ms o min on v Auto ¥ save
Devices in Database {bus power usage assigneditotal: 0/0 mA)

Reload || Reset Action on Selected v ][ Execute
m Name Type Bus Pwr Nom. Pwr Run Hrs Status Short Addr. Serial No. ]
No devices found
Scanned Devices not in Database

Scan Clear Results || Save Assignment || Auto Assign
Name Short Addr. 4. Type Serial No.
Lamps

Unassigned ¥ 00 LED device D830EBFI9A45TE242801 | wink |
Unassigned ¥ o1 LED device 0830EBFI9A4576242801 [ wink |
Unassigned ¥ 02 LED device 0830EBF99A4576242801 [ wink |
Unassigned ¥ 03 LED device 0830EBF99A4576242801 [ wink |
Sensors

Unassigned ¥ Loo LDALIMS1 1073742080 | wink |
Buttons

Unassigned ¥ Loo LDALI-BM1 1010090

Unassigned ¥ L00 LDALIMST IRT 1073742080 | wink |
Unassigned Devices

Search
Name A Type Bus Pwr SerialNo. W

no devices found

Figure 185: DALI Installation: Scan
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The scanned physical DALI devices have to be assigned to logical DALI devices which in
turn are mapped to data points and — depending on the model — to LONMARK or BACnet
objects. This can be done by one of the following ways:

Auto Assign: Press the button Auto Assign to assign the scanned lamps, sensors
and buttons randomly to the logical DALI devices.

Manual Assign: For each detected DALI lamp/sensor/button a drop-down list of
available objects is displayed. Select an object and press the button Save
Assignment. To identify a DALI device press the Wink button. The duration for
how long a device winks can be configured.

Assignment Wizard: If the DALI devices have been set up during the off-line
preparation steps of the LOYTEC device configuration, a search wizard can be
used to locate and assign the DALI devices to the pre-configured objects in a
convenient way (see Section 15.2.2.2).

If a DALI device type (e.g. emergency lighting) has been configured during the off-line
preparation steps of the LOYTEC device configuration, this device type must match the
device type of the assigned device. In case of Manual Assign, the drop-down list will only
offer devices with matching device type.

Depending on the DALI devices type, devices can be identified by one or more of the
following ways:

Sensors

Wink: Devices providing some means of visual feedback can be winked. Clicking
on the Wink button will trigger this visual feedback. DALI ballasts are typically
switched on and off for the wink process. DALI sensors and DALI emergency
lights usually come with a status LED which starts blinking when the device gets
winked. The duration of the wink process can be configured in the field Wink
Duration in the upper left corner of the DALI Installation page. Once a new wink
is triggered any other active wink is terminated. That is, only one device will wink
at a time.

Physical selection: Devices which can be physically selected can be identified by
selection. A DALI button can be selected by pressing one of the buttons, an
occupancy sensor can be selected by triggering occupancy. The last unassigned
DALI button which was pressed is marked by a &< symbol, the last unassigned
DALI sensor which detected occupancy is marked by a L symbol.

UNASSIGNED + LOD 1 LDALIMSH 4000043 Wink

Buttons

Figure 186: Sensor: Physical selection by occupancy.

If a single physical device is listed in different device type sections, because its
different functions are represented as different device types (e.g. the LDALI-MS1
is listed as sensor and its IR receiver is listed as LDALI-MSL1 IRT in the button
section) all sub-devices are marked in case of physical selection.

Serial number: Most DALI devices come equipped with a serial number.
Specifically for sensors and buttons the serial number is a convenient way to
identify the device. For devices, which do not allow physical selection and cannot
provide visual feedback (e.g. DALI temperature sensors or relay modules) the
serial number might even be the only way to identify the device. Therefore, it is
highly recommended to document the serial number of a device — if known —when
the device is physically installed together with the location of the installed device.
For this purpose all LOYTEC DALI devices come with an additional sticker
showing the serial number of the device in text and as a bar-code. This sticker can
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be attached to a plan or list as part of the installation process to mark the devices
location in a convenient way.

Wink duration Mains-Off handing Mains-On delay Mains-Off detay DALIPower  Manual Override
Disabled v 500 |ms 0 min on v Sav
Devices in Database (bus power usage assigned/iotal: 15.2115.2 mA)

Reload || Resst Action on Selected ][ Execute
s Name Type BusPwr  Nom.Pwr RunHrs Status ShortAddr. Serial No. ]
Lamps
0 Lamp1_00 LED device 2mA ow oh OK: 0% 00 0830E87 3984576242801 wink_|[ on |[ Off
1 Lampio1 LED device 2ma ow oh OK: 0% 01 0830E87 3944576242501 wink_|[ on |[ of
2 Lamp102 LED device 2maA ow oh OK: 0% 02 0830E873984576242801 wink_|[ on |[ Off
3 Lampio LED device 2maA ow oh OK: 0% 03 o830E87 3984576242801 Wink_|[ on |[ OF
Sensors
0 Sensor100  LDALIMS{ ama - - OR 177 lux ) g 1673742088 Wink | [ Calibrate

- unoccupied
Buttons
0 Buton100  LDALIBMI ImA - - oK: - Loo 1610090
1 Buton101  LDALMMSTIRT . . . OK: - Loo 1673742080 Wink

Clear Results |[ Save Assignment

Short Addr. A

no devices found

Figure 187: DALI Installation: Device Assignment

After the devices have been assigned they are listed under Devices in Database in the upper
half of the Web interface (see Figure 187). The table displays the following information:

Name: This column displays the name of the DALI device. Click on the name to
jump to the data point configuration page of the corresponding data point folder.
The name can be changed by editing the data point containing the device name —
e.g. nciLocation (LONMARK) or Object_Name (BACnet) property.

Type: Displays the type of the DALI device.

Bus Pwr: Displays the bus power consumption of the device (if known). On the
top of the page the sum of the bus power consumption of all devices on the channel
is shown (bus power usage assigned/total). Make sure the bus power consumption
of all devices on the channel is below 80% of the guaranteed supply current of the
DALI bus power supply used. For more information on bus power consumption
see Section 15.1.2 (Power consumption).

Nominal Power: Displays the nominal power for DALI lamps. Some DALI
ballasts report their nominal power. For DALI ballasts which do not support this
feature the nominal power can be configured by the corresponding configuration
property — e.g. nciNominalPwr (LONMARK) or Nominal_Power (BACnet) — of the
corresponding fieldbus object.

Run Hrs: Displays the run hours counter of DALI lamps. In case a lamp is replaced
the run hours counter of a lamp can be reset by selecting the lamp, choosing Reset
Run Hours from the Action on Selected drop down box and clicking on the
Execute button (see Section 15.2.2.4).

Status: This column displays the status of the DALI device and the current value.
In addition the battery charge is displayed for self-contained emergency lights
providing this information.

Short Address: DALI short address which was assigned to the device by the
LOYTEC DALI master.
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15.2.2.2

e Serial Number: This column displays the serial number of the DALI device if
available. Not all DALI devices have a serial number.

e Buttons: Each DALI device providing some means of visual feedback can be
winked. The wink duration can be configured. DALI lamps can be switched on/off
manually. DALLI light sensors can be calibrated (see Section 15.2.2.6).

DALI Device Search Wizard

If the DALI devices have been assigned a name using the LINX Configurator PC software
during the (optional) off-line preparation and this configuration has been downloaded to the
LOYTEC DALI controller a search wizard is available to assign physical DALI devices to
the corresponding objects and therefore the prepared configuration:

1. Create a DALI configuration offline using the LINX Configurator software.
Preconfigured DALI devices must be named to allow correct assignment once online.

2. Connect to the LOYTEC device and download the configuration (DALI configuration
and Parameters).

3. Perform a network scan. In our example the result will look like in Figure 188.

Channel 1 Channel 2 Channel 3 Channel 4

Wink Duration Mains-Off handling Mains-On delay Mains-Off delay DALI Power

30 sec |Disabled v 500 ms |15 min | Off v Save

Devices in Database

Reload Reset Action on Selected ¥ || Execute

Name Type Nom. Pwr Status Short Addr. Serial Number | |
no devices found

Scanned Devices not in Database

Scan Clear Results || Save Assignment Auto Assign
Name Short Addr. Type Serial Nr.
Lamps

UNASSIGNED v 00 LED device 0830EBF99A4576242801 Wink
UNASSIGNED v 01 LED device 0830EBF99A4576242801 Wink
UNASSIGNED hd 02 LED device 0830EBFO9A4576242801 Wink
UNASSIGNED v 03 LED device 0830EBF99A4576242801 Wink
Sensors

UNASSIGNED v LOoO LDALI-MS1 4000043 Wink
Buttons

UNASSIGNED  ~ LOO LDALI-BM1 1010006

UNASSIGNED  ~ Loo LDALIMST IRT 4000043 Wink

Unassigned Devices

Search

n
Lamps "
lamp_306_window_0 unknown = Search d
lamp_306 w1 unknown - Search d
lamp_306_cormridor_0 unknown = Search rd
lamp_306_corridor_1 unknown = Search d
Sensors
sensor_room_306 generic sensor - Search
Buttons
button_room_306 generic button

Figure 188: Scan results with unassigned devices.

4. Select the devices or device types to be identified and assigned by the search wizard by
checking the check boxes on the left side of the list of unassigned devices. All devices
which can provide visual feedback can be selected. And press the Search button on top
of the list. Alternatively the wizard can be started for a single device by pressing the
Search button in the devices row.
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5. This starts a binary search to identify the ballast(s). A dialog as shown in Figure 189
appears.

Searching for "lamp_306_window_0~... (1/4) X

Is
"lamp_306_window_0"
switched on?

«— back abort save

Figure 189: DALI Search Wizard.

6. Go to the luminaire/device, check whether the light is on or off and answer the question
accordingly. The process is repeated until the device could be identified.

Searching for "lamp_306_window_0"... b4

Found "lamp_306_window_0"

Starting search for "lamp_306_window_1" .

«— back abort save

Figure 190: DALI Search Wizard: Device found.

7. Adialog as shown in Figure 190 is displayed. Then the wizard continues with the next
device in the list of devices to be identified.

8. Once all DALI devices are identified press the Save button complete the assignment and
commission the DALI devices.

For the identification during the search process DALI ballasts are switched on and off, all
other devices (e.g. sensors) are winked.

15.2.2.3 Reset a DALI network

In case of a misconfigured DALI network, the Reset button can be used to reset the DALI
configuration of all DALI devices in the network including their short address assignment.
Note that if the DALI network is reset, all DALI related configuration data is lost.

15.2.2.4 Manage Devices

The devices listed under Devices in Database can be managed by checking the box at the
right of the devices row. Then the desired function must be selected with the drop down box
Action on Selected. Finally the Execute button must be pressed to perform the function. The
following management functions are supported:
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Delete: Delete the selected device(s) from the data base. This clears the assignment
to a logical DALI device, the group assignment, and the device name. Further, it
resets the DALI device to factory defaults.

Unassign: Clear the assignment to a logical DALI device, but keep the group
assignment and the device name.

Wink: Wink the selected devices.
On: Switch the selected devices on (applies only to lamps).
Off: Switch the selected devices off (applies only to lamps).

Reset Run Hours: Reset the run hours of the selected lamps (applies only to
lamps).

Reset Energy Count: Reset the energy counter of the selected lamps (applies only
to lamps).

Start Burn-In: Start the burn-in mode. Some lamps require a burn-in time during
which they must not be dimmed. The burn-in time is defined by the corresponding
configuration property — e.g. nciBurninTime (LONMARK) or Burn_In_Time
(BACnet) — of the corresponding channel fieldbus object. During this time the
lamps will only be switched to on (100%) or off (0%) but not dimmed. The
remaining burn-in time is displayed in the status column (see Figure 191 for an
example).

Abort Burn-In: Abort burn-in mode.

Emergency Light: Configure Test: Configure auto-test calendar of self-contained
emergency lights. See Section for 15.2.2.7 details.

Emergency Light: Start Function Test: Start function test of self-contained
emergency lights supporting this function. Please refer to the documentation of the
ballast vendor to determine whether the ballast supports execution of a function
test. Whether the function test is executed, pending or failed is shown in the status
of the selected devices. A test is pending if its execution is delayed as the current
state does not permit the execution of the test (e.g. battery not fully charged, other
test being performed, etc.). Test results will be stored in the appropriate emergency
light test log (see Section 16.1.4).

Name Type Nominal Pwr. Status Short Addr. Serial Number | ]
Lamps
. " Burn-in: 100 h = ()
] Lamp 1_00 low voltage halogen lamp 0w 100% 00 - Wink || On | | Off
1 Lamp 1_01 low voltage halogen lamp 0w E‘D;:‘Hn. 100k 0z - Wink || On | | Off
2 Lamp 1_02 low voltage halogen lamp 0w OK: 0% 03 Wink || On | | Off
3 Lamp 1_03 low voltage halogen lamp 0w OK: 0% 04 - Wink || On | | Off

Sensors

0 Sensor 1_00 TRIDOMIC sensor

OK: 52 lux, 01
occupied DIAL F

i
!

Wink | | Calibrate

Figure 191: DALI Lamps in Burn-In Mode

Emergency Light: Stop Function Test: Abort any function test currently
executed or pending.

Emergency Light: Start Duration Test: Start duration test of self-contained
emergency lights supporting this function. Please refer to the documentation of the
ballast vendor to determine whether the ballast supports execution of a duration
test. Whether the duration test is executed, pending or failed is shown in the status
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15.2.2.5

15.2.2.6

of the selected devices. A test is pending if its execution is delayed as the current
state does not permit the execution of the test (e.g. battery not fully charged, other
test being performed, etc.). Test results will be stored in the appropriate emergency
light test log (see Section 16.1.4).

Emergency Light: Stop Duration Test: Abort any duration test currently
executed or pending.

Replace a DALI device

If one or more broken DALI device must be replaced, the following steps must be performed:

1. Install the new device.

2. Press the Scan button to detect the newly installed and unconfigured device.

3. After the scan, the DALI configuration page should look similar to Figure 192. The
broken device should be marked “Offline” in the Status field and the new device should
be listed in the Scanned Devices not in Database section. Select the defective device in
the drop-down list and press the Save Assignment button.

Channel 1

Channel2  Channel2 | Channel 4

Wink Duration Mains-Off handling Mains-On delay  Mains-Off delay

5 sec

Disabled |z| 500 ms 0 min Save

Devices in Database

Reload | | Reset Action on Selected |z| Execute
Name Type Nominal Pwr. Status Short Addr. Serial Number =
Lamps =1
0 Lamp 1_00 low voltage halogen lamp ow OK: 100% 00 - Wink | | On || Off Bl
1 Lamp 1_01 low voltage halogen lamp ow OK: 0% 0z Wink || ©n | | Off [}
2 Lamp 1_02 low voltage halogen lamp ow OK: 0% 03 Wink | | On | | Off [}
3 Lamp 1_03 low voltage halogen lamp ow OK: 0% 04 - Wink | | On | | Of [}
Sensors |
0 Sensor 1_00 TRIDONIC sensor - Offline 01 ]
| UNASSIGNED &

| Sensor 01
| Sensor 02
Sensor 03
Sensor 04
Sensor 05
Sensor 06
Sensor 07
Sensor 06
Sensor 09
Sensor 10

Database

@ Auto Assign

Sensar 11 Short Addr. Type Serial Nr.
| Sensor 12
{ Sensor 13
| Sensor 14
Sensor 15
UNASSIGMNED E 05 TRIDONIC sensor - Wink

Buttons

no davices found

Unknown Devices

no devices found

Figure 192: Replacing a defective DALI device

Sensor Calibration

To calibrate a light sensor press the Calibrate button on the DALI Installation page. The
DALI sensor calibration page is shown in Figure 193. The light sensor can be calibrated
under up to seven different light conditions to counter any non-linearity of the sensor.
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«— back Sensor: 'sensor_room_306" Level: 162 lux

IMeasure the current lux value and select the index in the gain table to store the measurement.

Dim lights:| Light Ctrl 00 (Constant Li ¥ | Level:|100 % | Set || Auto
Measured lux level: Index:| 0 v Calibrate
| Clear gain table || Import || Export | Copy to selected
Gain table 0 1 2 3 4 5 6 + No sensors available
Measured (lux meter) 100 0 0 0 0 0 0

Sensorreading | 1196 0 0 0 0 0 0

Figure 193: Sensor Calibration

To calibrate the sensor perform the following steps:

1. Measure the current lux level at the reference area (e.g. desk) using a luxmeter.

2. Optionally, the rooms light level can be adjusted. Select the appropriate DALI group or
L-DALI Constant Light Controller instance located in the vicinity of the sensor in the
Dim lights drop down box. Then enter a desired dim level in the Level input field and
press the Set button. To resume normal operation press the Auto button.

3. Enter the measured lux level in the input field and select an unused index.

4. Press the Calibrate button.

5. To get the more accurate sensor reading, perform steps 1. — 3. With different light

conditions.

Note: It is recommended to calibrate the sensor at least near the desired lux setpoint!
If the sensor installation scenario is similar for multiple sensors, the calibration information
can be applied to other sensor instances by selecting them in the box below the button Copy
to selected and clicking the button. Similar the calibration information can be exported and
imported by using the buttons Import and Export to transfer the data to other LOYTEC
DALLI controllers.
To reset the calibration table press the Clear Gain Table button.

15.2.2.7 Emergency Light Auto-Test Configuration

To configure the test calendar for the automatic function and duration tests of self-contained
emergency lights supporting this function check the box at the right of the devices row of the
DALLI Installation page, choose Emergency Light: Configure Test from the Action on
Selected drop-down box and click on the Execute button. Now the test calendar currently
configured will be read from the selected devices. When done it will show a page similar to
the one shown in Figure 194.
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hack
Save | Reload |

Function Test
Date of next function test 2010-11-17 (yyyy-rrm-dd)
Tirne of next function test no:22 {hh:ram)
Interval 10 days ([0 or ernpty to disable)
Duration Test
Date of next duration test 20101217 (yyyy-mm-dd)
Time of next duration test no.zz2 (hhzmm)
Interval 14 days (0 or empty to disable)
Current Settings
Current Time: 2010-11-1012:22:05
m Function Test Duration Test .
Lamp 00 2010-11-17 00:22 10 2010-12-17 00:22 14 2
Lamp 01 2010-11-10 20:07 7 2010-11-16 14:07 91 2
Lamp 02 2010-11-1410:37 7 2010-11-13 04:37 91 o
Lamp 03 2010-11-13 03:22 i 2010-12-17 03:22 91 2
Lamp 04 V¥
Lamp 05 2010-11-14 00:07 4 2010-12-17 0337 91 2
Lamp 06 2
Lamp 07 2010-11-11 13:22 7 2011-01-27 1322 91 2
Lamp 08 ¥
Lamp 09 2
Lamp 10 2010-11-11 13:22 T V¥
Lamp 11 2010-11-12 03:07 7 2010-12-17 03:07 91 ¥
Lamp 12 v

Figure 194: Emergency Light Auto-Test Configuration

For both tests — function and duration test — a test interval in days and the time and date of
the next execution of the test can be specified. Click Save to store the new values in the
devices selected by the check box at the right of the devices row.

Note:

The resolution of the duration test interval is 7 days, the resolution of function test interval 1
day. Further, the time and date of the next test execution of both tests is converted to a delay
with a resultion of 15 minutes®. The delay is calculated based on the system time and time
zone of the LOYTEC DALI controller as configured in the System Configuration (see Section
3.2.1). In all cases the value entered will be rounded to the next appropriate value. For the
time and date of the next test execution the result also depends on the current system time.

15.2.2.8

Test results will be stored in the appropriate emergency light test log (see Section 16.1.4).

Changing the DALI Short Address of Devices

If required, the short address of a DALI device can be changed once it is assigned:

1. Click on the pencil, which appears next to the devices short address when moving the
mouse over it.

5> According to the IEC 62386-202 standard the time and date of the next test execution and
the test interval is stored in the emergency ballast. Thus, the ballast will execute the tests
independently. As the ballast does not contain a real time clock, the time of the next test
execution is stored as the delay from the current time. To facilitate entering the time and date
of the next test execution, the L-DALI converts these delays to a time and date value based
on the current system time.
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Reload || Reset Action on Selected ¥ || Execute

Name Type gzmr:al Status i:::l Serial Number ||

Lamps

0 3011 fluorescent lamp T0W OK: 0% - Wink || On || Off

1 3012 fluorescent lamp T0W OK: 0% 09 - Wink || On || Off

Enter a valid short address in the text field that appears and press ENTER. A valid short
address is in the range 0 to 63 and must be unique within one DALI channel.

o

Changing the short address has no effect to the assignment of the device in the LOYTEC
DALI controller or any other function performed by the LOYTEC DALI controller.

15.2.2.9 Mains

-Off Handling

When all ballasts on a channel are off the ballast mains can be switched. This function allows
saving the standby energy consumed by the ballasts. The drop down box Mains-Off
handling and the parameters Mains-On delay and Mains-Off delay allow configuring this
function. For further details see Section 15.1.7.

15.2.2.10 Enable/Disable Internal DALI Bus Power Supply

LOYTEC DALI devices with internal DALI bus power supply show the status of the internal
DALI bus power supply in the drop-down box DALI Power (see Figure 184). If supported
by the device the internal DALI bus power supply can be enabled using the drop-down
selection. Changes take effect when pressing the Save button to the right of the drop down

box.

15.2.2.11 Channel Override

By using the drop-down box Manual Override all lights on a channel can be overridden to
On or Off. This function is very convenient to test the DALI installation. When selecting
Auto the DALI lights are controlled via the data point interface and the controllers lighting

appl

ication again. Changes take effect when pressing the Save button to the right of the drop

down box.

15.2.2.12 Maintenance

For

maintenance purposes several functions of the DALI Installation web-Ul page are

available for the user “operator” as well. These functions are:

Replacing a broken DALI device (including scan).
Reset Run Hours/Energy count.
Start/stop burn in

All Emergency Light functions.

All other functions are not available when logged in as “operator” user.

15.2.3 DALI Scene

Figure 195 shows the DAL scene page. It allows the manual configuration of DALI scenes.
If the device offers multiple DALI channels, the channel can be selected by clicking on the
different tabs at the top of the page labeled Channel 1, Channel 2, etc.
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DLOYTEC

LDALI-3E104 Ch "
Logged in as anne

Channel 2| | Channel 3| | Channel 4

admin _O
G IR _'L_—, Save Reload | Filter:| - v

c

. @]

Device Info W)

|- [=
Data Q =]

§e) 5 o =3 B I = O ] = [ ] )
el Lo c 55l o o gl 2l gl 2|l e ey el ee
u CLC Bindings S I = I T T B W e I I T
u DALl Groups v Scene ol Z| ol Z| 0l vl ol vl vl un vl ol vl nln
n DAL etallation M CIISIIC IS IS IS k) K1 KC1 IS IC1 ICI ICICI )]

) ampioo | Z|Z| 2|2zl Z|Z|z|z|Z|z|Z|Z]|c
Config = EEEEEEEEEEEEEEEE
Statistics D e EHEEEEEEEEEEEEEE

; c lampi1 03 |Z|Z2Z| 2| 2| 2| 2|22 2|22 22|22
Documentation Tamp 7 00 [wejsofaon| 0] — [ = [ == == -]-
Reset Lamp 1_05 pofeoofaon| 0| [ = = =[=-1T=1=1=]=1-=1-=
Contact Save || Reload

Logout

Figure 195: DALI Scene configuration.

Each DALI ballast allows to store up to 15 scenes®. For each scene a name can be configured.
Click on the scene name to edit it. For each ballast a different dim level can be configured
for each of its scenes. If recalling the scene shall not affect the ballast’s dim level set the
value to ‘--*. In addition a name can be assigned to each scene. Start editing by clicking on

the name.

For ballasts supporting colour control (DALI device type 8, DT8) the scene can include
colour information, too. The colour information stored with a scene is shown below the dim
level. Like for the dim level a value of ‘--¢ results in no colour change if the scene is recalled.

Color Temperature | IE] K

XY Coordinates

Primary N

Live preview Clear I Set I Cancel

Figure 196: Scene colour selection for devices supporting colour type Tc Colour Temperature
(“tunable white”).

6 DAL ballasts support up to 16 scenes. Scene 15 is used by the LOYTEC DALI controller
and the LOYTEC DALI buttons to store the last dim value when switching off and therefore

is not available.
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To configure the colour of a scene value click on the lower value to open the colour selection
dialog (see Figure 196). The colour type(s) supported by the luminaire are displayed on the
left side of the dialog. When the check box Live preview is checked the ballast will dim to
the selected colour whenever a new value is selected.

Depending on the colour type(s) supported the colour information is configured as follows:

e Colour Temperature: For devices supporting Colour Temperature (“tunable white”)
only two values can be entered for each scene. The upper value is the dim level, the
lower value is the colour temperature for the scene.

e XY Coordinates: For devices supporting XY Coordinates a colour picker dialog as
shown in Figure 197 appears when clicking on the lower value. Either manually enter
the x and y coordinate of the scene colour within CIE 1931 colour space or pick the
colour by clicking in the colour diagram on the left side of the dialog. The last six colour
values used are shown in the history below the colour diagram for quick reference.

Color Temperature | 0.46 X

XY Coordinates v

Primary N 047

Live preview Clear | Set | Cancel

Figure 197: Scene colour selection for devices supporting colour type XY Coordinates.

o RGBWAF: For this type the resulting colour is composed by selecting a percentage
value of 0% to 100% for the intensity of up to six predefined channels (red, green, blue,
white, amber and free colour). Figure 198 shows the corresponding user interface. Note,
that a specific ballasts supporting RGBWAF might only support a subset of those six
channels (e.g. only red, green, blue).

RGBWAF
Red
0 u0
Green
0 u0
Blue
100 %
Live preview Clear Set Cancel

Figure 198: Scene colour selection for devices supporting colour type RGBWAF.
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e Primary N: Similar to RGBWAF up to six colour channels are available for composing
the resulting colour. However, in this case the colours represent the primary colours of
the LEDs used on the luminaire. Similar to RGBWAF, a specific ballast might support
less than six primary-N channels.

Color Temperature | Primary 1 (x: 0.69, y: 0.30, Y: 0.05):
XY Coordinates

Primary 2 (x: 0.20, y: 0.71, Y: 0.19):

Primary 4 (x: 0.43, y: 0.41, Y: 0.19):

Live preview | Clear I Set | Cancel |

Figure 199: Scene colour selection for devices supporting colour type Primary N.

In all cases the enter ‘--* in the upper value if the dim level shall not be affected when the
scene is recalled and enter ‘--° in the lower value if the colour shall not change when the
scene is recalled.

Scenes are stored for each ballast, but are typically recalled for a group. To show only the
ballasts belonging to a certain group select the group in the Filter drop down box on the top
of the page.

To test a scene configuration before saving it click on the ® symbol. This will dim the
ballasts selected by the current filter to the values configured for the scene.

Scenes can be recalled using DALI buttons or by the LOYTEC DALI controller via its data
point interface.

15.2.4 Statistics

The DALLI statistics page displays the statistics data of the DALI channels. If the device
supports multiple DALI channels it is possible to switch between the channels using the tabs
on the top (see Figure 200). To update the statistics data press the button Reload. To reset all
statistics counters to zero, click on the button Reset Channel Statistics. The field Date/Time
of clear will reflect the time of the last counter reset.
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Channel1| | Channel 2| | Channel3| | Channel 4

| Update Statistics | Clear Statistics | Live update ¥
Statistics cleared 2017-11-09 16:08:04

Seconds since cleared 74768

Bus supply ok (external)

Mains supply -

Packets sent 139984 1.87/s
Packets received 100144 1.34/s
Bandwidth utilization 5.95 %

Bus supply failures 0 0.00/hr
Bus supply overloads 0 0.00/hr
Collisions 0 0.00/hr
Transmit error 0 0.00/hr
Delayed high 0 0.00/hr
Delayed low 0 0.00/hr
Noise 1 0.05/hr
Code violations 0 0.00/hr
Startbit errors 0 0.00/hr
Frame errors 0 0.00/hr
Line busy 0 0.00/hr
Late responses 0 0.00/hr
Invalid settling time 0 0.00/hr
Query retries 0 0.00/hr
Offline counter 0 0.00/hr
Mains on failed 0 0.00/hr
Receiver errors 0 0.00/hr
Receiver packets missed 0 0.00/hr
Devices online 34134

Failures (Lamp | Ballast) (]

Emergency light failures 0

Protocol Analyzer

Figure 200: DAL Statistics

15.2.5 Protocol Analyzer

By activating the link Protocol Analyzer (available in all DALI statistics tabs), the protocol
analyzer page is shown as displayed in Figure 201.

Channel 1 v || Setfilter flags | Start | Stop || Clear || Save | ¥ Automatic Scrolling

[Fimestomp ———Seuting Tima |Direction Hex Data —[Frame Type —|Dostination Addross [Message Type & Dot |
2017-11-10 13:55:24.370 99.00TE -> 0x4330 REQ (16-bit) 533 (NLB13) QUERY STATUS

2017-11-10 13:65:24.380 18.00TE < 0x04 RESP (3-hit) — data = Ox04

2017-11-10 13:55:24.410 47.00TE > 0xC101 CMD (16-bit) b* ENABLE DEVICE TYPE (1/0x01)

2017-11-10 13:55:24 440 32 00TE > 0x43FC REQ (16-bit) 533 (NLB13) QUERY FAILURE STATUS (type=1)

2017-11-10 13:55:24 450 15.00TE - 0x00 RESP (8-bit) -— data = 0x00

2017-11-10 13:55:24 450 47 00TE - 0xC101 CMD (16-bit) b* ENABLE DEVICE TYPE (1/0x01)

2017-11-10 13:55:24.520 32.00TE -> 0x43FD REQ (16-bit) 533 (NLB13) QUERY EMERGENCY STATUS (type=1)
2017-11-10 13:656:24.530 16.00TE < 0x0e RESP (3-bit) — data = Ox0e

2017-11-10 13:55:24.560 47.00TE > 0xC101 CMD (16-bit) b* ENABLE DEVICE TYPE (1/0x01)

2017-11-10 13:55:24.590 32.00TE > Ox43FA REQ (16-bit) 533 (NLB13) QUERY EMERGENCY MODE (type=1)
2017-11-10 13:55:24 600 15.00TE - 0x82 RESP (8-bit) -— data = 0x82

2017-11-10 13:55:24 630 47 00TE - 0xC101 CMD (16-bit) b* ENABLE DEVICE TYPE (1/0x01)

2017-11-10 13:55:24.660 32.00TE -> Ox43F4 REQ (16-bit) 533 (NLB13) QUERY LAMP EMERGENCY TIME (type=1)
2017-11-10 13:65:24. 670 15.00TE < 0x01 RESP (3-bit) — data = 0x01

2017-11-10 13:65:24.710 47.00TE = 0xC101 CMD (16-bit) b* ENABLE DEVICE TYPE (1/0x01)

2017-11-10 13:55:24.740 32.00TE > 0x43F5 REQ (16-bit) 533 (NLB13) QUERY LAMP TOTAL OPERATION TIME (type=1)

Figure 201: DALI protocol analyzer

A drop down box allows selecting the DALI channel to log. With the Set filter flags button
the number of logged frames can be reduced by configuring a filter to logging only certain
frame types. By pressing the button Start or Stop the protocol analyzer can be started and
stopped respectively. When stopped click on Save to store the protocol log as a CSV file.
Clear Log clears the log data. Check Automatic Scrolling to always show the newest frames
by automatically scrolling to stay at the end of the page.

Each line contains the following information:

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 202 LOYTEC

e Timestamp (Example: “11:08:05.284”): Local time on the device when the frame was
received (end of frame).

e  Settling time (Example: “45.00TE”): Settling time between this and the previous frame
in Te (1 Te =416.67 ps). The maximum value shown is “99TE”.

o Direction (Example: “->"): Frames sent by the LOYTEC DALI controller are marked
by “->”, while frames received are marked by “<-*.

e Frame type (Example: “REQ”): Type of DALI frame. Some possible frame types are
shown in Table 13.

Frame type Description

REQ (16-hit) DALI request (IEC 62386-102, control gear)
CMD (16-bit) DALI command (IEC 62386-102, control gear)
REQ (24-bit) DALI request (IEC 62386-103, control device)
CMD (24-bit) DALI command (IEC 62386-103, control device)
RESP (8-bit) DALI response

EVNT DALI event (IEC 62386-103, control device)
REQ (OSRAM) DALI request (OSRAM proprietary)

CMD (OSRAM) DALI command (OSRAM proprietary)

EVNT (Philips) DALI event (Philips)

?7? Unknown type

Table 13: DALI frame types.

e Destination address (Example: “s03”): Destination address of the frame. Possible
address types are:

o sXX: DALI short address, where XX is the short address (00-63).
o gXX: DALI group address, where XX is the group number (00-15).
o b*: DALI broadcast address.

In brackets the channel, group or — if the device is assigned - device name is shown,
respectively.

e Message type & data (Example: “QUERY STATUS”): Shows the DALI message type
and the corresponding data (argument).

15.2.6 Emergency Logs

The Emergency Logs page allows displaying log files containing detailed information on
tests executed on DALI emergency light equipment. There is a log file for each group
containing emergency lights and one for each channel, which contains entries from
emergency lights not assigned to a group. Again, if the device supports multiple DALI
channels it is possible to switch between the channels using the tabs on the top (see Figure
202). Click on the log to display its contents.
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Channel 1

Channel 2

Channel 3

Channel 4

Emergency logs

Channel log

Group logs

Channel 1

NOTE: Empty logs are greyed out

Figure 202: Choosing an Emergency Log.

As an example Figure 203 shows the contents of an emergency log.

Channel 1
«— back

2016-07-12 12:15:49
2016-07-16 20:00:08
2016-07-16 20:00:40
2016-07-16 23:10:43
2016-07-16 23:11:13
2016-07-22 22:10:28

2016-07-22 23:10:29

2016-07-23 20:00:01
2016-07-23 20:00:22
2016-07-30 20:00:06
2016-07-30 20:00:34
2016-08-06 20:00:08
2016-08-06 20:00:18
2016-08-12 11:08:34
2016-08-13 20:00:03
2016-08-13 20:00:36
2016-08-13 23:09:09
2016-08-13 23:09:39
2016-08-17 09:22:18
2016-08-20 20:00:07
2016-08-20 20:00:24
2016-08-27 20:00:03
2016-08-27 20:00:10
2016-09-03 20:00:06
2016-09-03 20:00:19
2016-09-08 12:42:43
2016-02-10 20:00:03
2016-09-10 20:00:36
2016-09-17 20:00:03
2016-09-17 20:00:23

Channel 2

Channel 3

Channel 4

Channel 1

General: LDALI Boot

Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:
min

Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:

NLES: Functicn test started

NLES: Function test finished successfully

NLES: Functicn test started

NLES: Function test finished successfully

NLES: Duration test started

Clear log

NLES: Duraticn test finished successfully. Duration: 60

NLES: Function test started

NLES: Function test finished successfully

NLES: Functicn test started

NLES: Functicn test finished successfully

NLES: Function test started

NLES: Function test finished successfully

General: LDALI Boot

Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:

NLES: Function test started

NLE®: Function test finished successfully

NLES: Functicn test started

NLES: Function test finished successfully

General: LDALI Boot

Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:

NLES: Function test started

NLES: Function test finished successfully

NLES: Function test started
NLES: Function test finished successfully
NLES: Function test started

NLES: Function test finished successfully

General: LDALI Boot

Lamp 50:
Lamp 50:
Lamp 50:
Lamp 50:

NLES: Functicn test started

NLES: Function test finished successfully

NLES: Function test started

NLES: Function test finished successfully

Figure 203: DALI Emergency Log.

15.3LCD Ul

The DALI »» menu allows executing maintenance tasks on the DALI network.

corresponding sub-menu is shown in Figure 204.

Channe=lt 1

Manyal Ouwerride <AUto>
OALI Power <0nX
Aszigned dewices ==
Replace dewice
Rescan =

Figure 204: DALI Menu on LCD UI.

The
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The menu item Channel: x (x = 1-n) shows the currently active channel. After pressing the
jog dial the active channel can be changed. All other menu functions only affect the currently
active channel.

The menu item Manual Override allows to manually override the DALI lights to either On
or Off. Ensure this is set to Auto for control of the DALI lights via the data point interface
and the controllers lighting application.

The menu item DALI Power allows disabling the internal DALI bus power supply.

The menu item Assigned devices lists all DALI devices configured on the DALI channel and
allows to execute related maintenance functions (e.g. start/stop burn-in mode of selected
lamps).

The menu item Replace device allows commissioning a new device, after it has been
installed as a replacement for a broken DALI device. When using this function the complete
DALLI configuration of the replaced device (parameters, groups, etc.) is restored on the new
device.

15.4Troubleshooting

If you are experiencing problems with your DALI systems please follow this check list for
troubleshooting:

e Check firmware version: Ensure you are using the latest device firmware version
available via the LOYTEC website (http://www.loytec.com).

e Test ballast wiring: On devices without LCD Ul press the ON/OFF/AUTO button once
and verify all DALI luminaires connected to the channels connected to the LOYTEC
DALI controller switch on, press it again and verify that they switch off. Finally press
the button again to return to normal operation. On device with LCD Ul perform the same
test by using the Manual Override menu item in the LCD Ul sub-menu DALI (see
Section 15.3).

Channel: 1

Manual Ouwerride {Auto
DALI Fowesr <0n
Azsigned dewices =
Replace dewvice
Rescan

Figure 205: DALI Menu on LCD UI.

If not all ballasts switch on and off, check the DALI and mains wiring of the affected
ballasts. To check the DALI wiring, measure the voltage between the DALI terminals of
the luminaire’s ballast. It should be between 16 V DC and 22.5 V DC and must not fall
below 14 V DC. If wiring is OK, check whether lamp or ballast are broken.

e Check device limits: Verify the number of ballast does not exceed the limits given in
Section 15.1.2.

e Check cable length: Verify DALI lines are no longer than a total of 300 m per DALI
channel.

e Check bus power supply temperature: Verify, that the ambient temperature of the
power supply is within the specified range. LOYTEC bus power supplies come with a
built-in thermal overheat protection. Whether the bus power switched off due to
overheating can be easily spotted by checking the statistic counter “Bus supply failures”
(external bus power supply) or “Bus supply overloads” (internal bus power supply) on
the DAL statistics web-UI page (see Section 15.2.4).
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e Check supported device types: If your DALI network contains other devices than just
DALI ballasts (e.g. sensors, buttons, etc.) check the L-DALI Compatibility list (see [9])
whether those devices are supported by the LOYTEC DALI controller.

e Check Tridonic MSensor setup: If your system contains sensors of type Tridonic
MSensor please check the dial on the back of the sensor is set up correctly (as described
in Section 15.1.4.7).

15.5DALI Error Codes

Table 14 lists typical error codes which can be observed during a DALI scan or device

assignment.
Code | Description Possible Reason
9 Cannot communicate on DALI bus. e Problem with bus power: defective or non-
standard.
e Problem with DALI transceiver (RMA).
Use a different port to verify.
10 Device does not respond to e  Communication problem. Maybe due to
QUERY. 116mA bus power supply being too weak.
e Device not fully standard compatible.
e  Bad wiring.
29 Cannot communicate with device. e  Communication problem. Maybe due to
This error typically is non-critical 116mA bus power supply being too weak.
(device is added ok). e Device not fully standard compatible.
e  Bad wiring.

Table 14: DALI error codes.
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16 Operating Interfaces

16.1Common Interface

16.1.1 Schedule and Calendar XML Files

The daily schedule and calendar pattern configuration can be changed at run-time over the
Web Ul or the network. An alternative way to change that configuration is to download a
schedule and calendar XML file via FTP onto the device. After the file has been downloaded,
the new configuration becomes effective immediately. The device does not need to be
rebooted. The files are located in

/tmp/uid/sched/UID.xml
/tmp/uid/cal/UID.xml

The UID is the unique ID of the data point. The UID can be obtained from the ID column in
the data point list as shown in the Configurator software. A schedule data point with UID
107C would result in the schedule XML file ‘/tmp/uid/sched/107C.xml’. The UID
remains constant for the life time of the data point even when the name or description is
changed.

The content of the XML file must be compliant to the scheduleCfg schema. This schema can
be found at the LOYTEC Web site. The XML documents can refer to the target namespace
http://www.loytec.com/xsd/scheduleCfg/1.0/

16.1.2 Trend Log CSV File

The CSV file format for a trend log and the location of those files are defined in this section.
The trend log CSV files are accessible either via their UID only, or in combination with
contents of the trend log object name. The files are located in

/tmp/uid/trend/UID.csv
/data/trend/Datapointname_UID.csv

The UID is the unique ID of the data point. The UID can be obtained from the ID column in
the data point list as shown in the Configurator software. For a more user-friendly listing of
the files, the Datapointname contains the trend log’s object name. It is truncated after 23
ASCII characters to fit the requirements of the file system. A trend CSV file for the trend
object ‘trend0’ and the UID ‘107C’ would result in the CSV (file
‘/data/trend/trend0 107C.csv’. The UID remains constant for the life time of the
object even when the name is changed.

The CSV file format for a trend log is defined in this section. The CSV file starts with a
header, containing at least the first line, which specifies the CSV format (log_csv_ver). The
current version is 2. The next line contains the field log_device. It has trailing fields that
specify the vendor, product code, firmware version and device ID string. The Device 1D
String can be one of the following: (IP) 192.168.24.100, (BACnet Device) 224100,
(CEA-709 NID) NID.

The log_info line specifies the fields UID and name of the trend log object. The line
log_create has two fields specifying the date and time when this CSV log was generated. The
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line log_capacity has two fields: the current number of log entries in the file and the log

capacity.

Following are one or more lines of log_item. Each line specifies a trended data point. The
first field is the index, the second the ID of the logged data point, the third the data point
name. The data point name can be augmented by engineering units in square brackets. Log
entries in the CSV refer to the item index to identify the data point, for which the entry was

logged.

#log_csv_ver,2

#log device;LOYTEC; Product Code; Firmware Version;Device ID String;Serial No

#log_info;Log-ID; Log Name

#log _create; YYY-MM-DD; HH:MM:SS

#log capacity;filled;capacity

#log item; index; UID;data point name [units]

After those lines any number of comment lines starting with a hash character ‘#’ are allowed.
One line contains the column headings. Lines that are not comments specify one log record
per line, using the column information as described below. The columns are separated by
commas ‘,” or semi-colons ‘;’. If commas are used as a separator, the decimal point must be
a point “.’. If semi-colons are used, the decimal point must be a comma *,’.

Column | Field Example Description
A Sequence 50 The log record sequence number. This is the
Number monotonously increasing sequence number, which is
unique for each log record.

B Source 0 Data point source identifier. Indexes into logger_entry
header. For value lines in a multi-column CSV, this
field indexes the first column, which has a value. For
the ERROR record type, the field indexes the data
source that caused the error. For LOGSTATE,
TIMECHANGE records this field is not applicable and
set to 255.

Cc Record Type 2 The record type: LOGSTATE (0), BOOL (1), REAL
(2), ENUM (3), UNSIGNED (4), SIGNED (5), NULL
(7), ERROR (8), TIMECHANGE (9)

D Error/Time 1 This field is valid for records of type ERROR,

Change/Log TIMECHANGE, and LOGSTATUS.
Status

E Date/Time 2007-11-02 15:34:22 The date/time of the log record. This is in the format
YYYY-MM-DD HH:MM:SS.

F Value 0 245 Logged value from source 0 or empty

G Value 1 200 Logged value from source 1 or empty

Valuen-1 5000 Logged value from source n — 1 or empty

Table 15: Columns of the Trend Log CSV File.

There are as many value columns as value sources specified in the header. If at a given
date/time more values are logged, all of them appear in the same line. If at that given time
some sources did not log values, those columns are left empty. The “Source” column in a
multi-value CSV refers to the first data source that supplied a value in a given line.

16.1.3 Alarm Log CSV File

The historical alarm logs are also accessible as CSV-formatted files. The alarm log CSV files
are accessible either via their UID only, or in combination with contents of the alarm log

object name. The files are located in
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/tmp/uid/allog/UID.csv
/data/allog/Alarmlogname UID.csv

The UID is the unique ID of the alarm log object. The UID can be obtained from the 1D
column in the data point list of the alarm log folder, similar to obtaining the UID of trend log
objects. For a more user-friendly listing of the files, the Alarmlogname contains the alarm
log’s object name. It is truncated after 23 ASCII characters to fit the requirements of the file
system. A trend CSV file for the alarm log object ‘alarmlog0’ and the UID ‘100C’ would
result in the CSV file ‘/data/allog/alarmlog0 100C.csv’. The UID remains
constant for the life time of the object even when the name is changed.

The CSV format of the alarm log CSV file is identical to the trend log CSV format as
described in Section 16.1.2.

16.1.4 DALI Emergency Light Test Log CSV File

When an emergency light test is performed the results are logged. These logs are available
as CSV-formatted files. There is a log file for each group and one for each channel, which
contains entries from emergency lights not assigned to a group. The files are located in

/tmp/app/grp<chnl><grp> emerg tst.csv
/tmp/app/chl<chnl> emerg txt.csv

Example: /tmp/app/grpl04_emerg_tst.csv contains the log information generated by all
emergency lights assigned to group 4 on channel 1, /tmp/app/chll_emerg_tst.csv contains the
log information generated by all emergency lights on channel 1 assigned to no group.

The logs contain information on all tests, no matter whether they were triggered using the
data point interface (e.g. nviEmergTest), the Web Interface (see Section 15.2.2.4), or it was
automatically started by the ballast itself due the configured auto-test calendar (see Section
15.2.2.7).

Logs can be downloaded using FTP or attached to e-mail templates (see Section “E-Mail” in
the LINX Configurator User Manual [1]).

16.1.5 DALI Status CSV

The current status of all ballasts on a DALI channel is also accessible as CSV-formatted file.
There is a status file for each channel. The files are located in

/tmp/dali<chnl> status.csv

Example: /tmp/dalil_status.csv contains the status information for all ballasts on channel 1.

The corresponding CSV file format is defined in this section. The CSV file starts with a
header, containing at least the first line, which specifies the CSV format (report_ver). The
current version is 1. The next line contains the field report_device. It has trailing fields that
specify the vendor, product code, firmware version, the devices host name and the serial
number. The report_info line specifies the containing the DALI channel number and name.
The line report_create has a fields specifying the date and time when this CSV report was
generated.

Following are a header line, a summary line and one line for each assigned DALI ballast.
Table 16 conatins a description for each column in the CSV file. The summary line contains
an aggregated status of all ballasts on the channel.
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#report ver;1l

#report device;LOYTEC;"LDALI-3E104";"6.0.0";"bg37ul-1dali-1";"013306-
800000143D8A"

#report info;DALI Channel 1;"Channel 1"

#report create;2016-03-02 12:53:31

#;Name; Type; Type Description;Status;Status Description;Last Status
Change;O0K;0ffline;Lamp Failure;Ballast Failure;Battery Failure;Function Test
Failed;Duration Test Failed;Battery Status (%);Last Function Test;Last
Duration Test;Last Battery Duration (min);Rated Battery Duration (min);Lamp
Emergency Time (h)

#;Summary; ; Aggregated Status;0;0K;2016-02-29
16:26:31;51;0;0;0;0;0;0;,100;;;0;;1

0;LAl;0; fluorescent lamp;0;0K;;yes;no;no;no;no;no;no;;;;0;0
1;LA2;0; fluorescent lamp;0;0K;;yes;no;no;no;no;no;no;;;;0;0
2;LA3;0; fluorescent lamp;0;0K;;yes;no;no;no;no;no;no;;;;0;0;
3;LA4;0; fluorescent lamp;0;0K;;yes;no;no;no;no;no;no;;;;0;0
4;LA5;0; fluorescent lamp;0;0K;;yes;no;no;no;no;no;no;;;;0;0
5;LA6;0; fluorescent lamp;0;0K;;yes;no;no;no;no;no;no;;;;0;0
6;NLE8;1; TRIDONIC emergency lighting;0;0K;2016-02-29
16:26:31;yes;no;no;no;no;no;no;100;;;0;60;1
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Column

Field

Example

Description

Index

1

Index of ballast (0-63)

Name

Lamp 1

Name of ballast

Type

0

Numeric representation of ballast type:
0 — fluorescent lamp
1 — emergency lighting
2 —HID lamp
3 — low voltage halogen lamp
4 — incandescent lamp
5—0-10V converter
6 — LED device
7 — switching function
8 — colour control
124 — LED with colour control
125 — HID with switching function
126 — LED with switching function
127 — LED emergency lighting
128 — PHILIPS OccuSwitch
129 — Generic ballast

Type Description

fluorescent lamp

Ballast type in human readable form

Status

0

Numeric representation of ballast status:
0-0OK
1 - Offline
2 — Lamp Failure
3 — Ballast Failure
4 — Battery Failure
5 — Function Test Failed
6 — Duration Test Failed
Only the highest priority failure status is considered.

Status
Description

OK

Ballast status in human readable form

Last Status
Change

2016-02-29 16:26:31

Date & time of the ballast’s last status change. Empty
if no status change was obseverved since the DALI
controller was booted.

OK

yes

“yes” if no error is pending, “no” if some error is
pending. The summary line contains the number of
ballasts without errors pending.

Offline

no

“yes” if the ballast is offline, “no” if it is online. The
summary line contains the number of offline ballasts.

Lamp Failure

no

“yes” if a lamp failure is reported by the ballast, “no” if
not. The summary line contains the number of ballasts
reporting lamp failures.

Ballast Failure

no

“yes” if a ballast failure is reported by the ballast, “no”
if not. The summary line contains the number of
ballasts reporting ballast failures.

Battery Failure

no

Emergency lights only: “yes” if a battery failure is
reported by the ballast, “no” if not. The summary line
contains the number of ballasts reporting battery
failures.
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Column | Field Example Description
M Function Test no Emergency lights only: “yes” if a function test failure
Failed is reported by the ballast, “no” if not. The summary
line contains the number of ballasts reporting function
test failures.
N Duration Test no Emergency lights only: “yes” if a duration test failure
Failed is reported by the ballast, “no” if not. The summary
line contains the number of ballasts reporting duration
test failures.
(¢} Battery Status 100 Emergency lights only: Battery charge level (if
(%) supported by the ballast).
P Last Function 2016-02-29 16:26:31 Emergency lights only: Date & time the last function
Test test was performed. Empty if function test was
performed since the DALLI controller was booted.
Q Last Duration 2016-02-29 16:26:31 Emergency lights only: Date & time the last duration
Test test was performed. Empty if duration test was
performed since the DALI controller was booted.
R Last Battery 80 Emergency lights only: Battery duration determined
Duration (min) during last duration test (if supported by the ballast).
Empty if duration test was performed since the DALI
controller was booted.
S Rated Battery 60 Emergency lights only: Rated battery duration (if
Duration (min) supported by the ballast).
T Lamp Emergency 1 Emergency lights only: Number of hours the
Time (h) emergency light was in emergency/battery mode.

Table 16: Columns of the DALI Status CSV File.

16.2CEA-709 Interface

16.2.1 Node Object
The L-INX and the L-GATE provide a node object conforming to the LONMARK guidelines.

The Node Object accepts the following commands via nviRequest: RQ_NORMAL,
RQ_UPDATE_STATUS, RQ_REPORT_MASK, RQ_ENABLE, RQ_DISABLE,
RQ_UPDATE_ALARM, RQ_CLEAR_ALARM, RQ_RESET, RQ_CLEAR_RESET

LONMARK alarming is supported via nvoAlarm (SNVT_alarm) and nvoAlarm_2
(SNVT_alarm_2). This allows devices supporting the LONMARK alarm notifier profile
to receive alarms generated by the device and react with a defined action (e.g., send an
email). By supporting both alarm SNVTs, SNVT_alarm and SNVT_alarm_2, legacy and
state-of-the-art alarm handling is supported.

nviDateEvent (SNVT_date_event), nvoDateResync (SNVT_switch): These NVs are part
of the standard LONMARK node object, if schedulers are used. If not bound, the local
calendar is used. If a global calendar shall be used, both of these NVs must be bound to
the respective NVs of the global calendar object.

nviTimeSet (SNVT_time_stamp): When writing to this NV, the system is set, if the
configure time-source is “LonMark” or “Auto” (see Section 3.2.1). The time value is
interpreted as local time

nvoSystemTemp (SNVT_temp): This NV can be used to poll the system temperature of
the device. It does not send updates and must be polled.

nvoSupplyVolt (SNVT_volt): This NV can be used to poll the supply voltage of the
device. It does not send updates and must be polled.

nvolpAddress (SNVT_str_asc): This NV can be used to poll the IP address of the device.
It does not send updates.

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 212 LOYTEC

e nciEarthPos (SNVT_earth_pos): This configuration property can be used to set the earth
position of the device. It has been implemented as an NV to make other devices send
that configuration to the device over the network (e.g., from a GPS receiver).

o nviClearStat (SNVT_switch): When writing {100.0 1} to this NV, the channel monitor
objects’ statistics data are cleared.

o nvoUpTime (SNVT_elapsed_tm): This NV contains the elapsed time since the last
reboot.

16.2.2 Real-Time Keeper Object

When the scheduler objects are enabled in the project settings, the device includes the
standard LONMARK real-time keeper object. The Real-Time Keeper Object is used to
synchronize the system time of multiple LONMARK compliant devices.

The object has the following network variables:

e nvoTimeDate (SNVT_time_stamp): Propagates the devices current system time and date
(local time). It is typically bound to the nviTimeSet input network variable of the node
objects of the LONMARK compliant devices, which are synchronized with the system
time of the device. The update rate of the nvoTimeDate can be configured using the
configuration property SCPTupdateRate (default every 60 seconds).

16.2.3 Channel Monitor Object

The Channel Monitor Object functional block is responsible for network monitoring. There
is one object for each channel, the device is attached to: The channel monitor object with
index 0 corresponds to the FT port of the device, while the object with index 1 corresponds
to the IP-852 port of the device. If a port is not available in the current system configuration,
the nvoElapsedTime is set to the invalid value and nvoPort is set to 255. The LINX-11x
models do not possess a channel monitor object.

Each object has the following network variables:

e nvoPort (SNVT_count): Index of port associated with this Channel Monitor Object
instance. Port 1 corresponds to the FT port of the device, while port 2 corresponds to the
IP-852 port of the device. If the monitored port is not available in a system configuration,
the value is 255. This NV is polled only.

e nvoElapsedTime (SNVT _elapsed_tm): Time since device powered up or since the
statistics for this port where reset. The statistics can be reset with the network variable
nviClearStat in the node object (see Section 16.2.1) or if the node is reset with a network
management command (e.g., while the device is commissioned). If the monitored port
is not available in a system configuration, the value is set to the invalid value. The NV
is polled only.

¢ nvoAvgPkts (SNVT_count_32): The average number of packets per second received or
transmitted via the associated channel since power-up or since the statistics for this port
where reset.

¢ nvolvalBandUtl (SNVT_lev_cont): Bandwidth utilization of associated channel during
the last interval. For a smooth operation of the CEA-709 segment, the average bandwidth
utilization must remain below 50 %.

o nvolvalCrcErr (SNVT_lev_cont): Percentage of packets with CRC error received on the
associated channel during the last interval.

e nvolvalMissed (SNVT_lev_cont): Percentage of packets from the associated channel
which could not be processed during the last interval.

e nvolvalPkts (SNVT_count_32): Number of packets received or transmitted via the
associated channel during the last interval.
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e nvoTotalCrcErr (SNVT_count_32): Total number of packets with CRC error received
via the associated channel since power-up or since the statistics for this port where reset.

e nvoTotalMissed (SNVT_count_32): Total number of packets from the associated
channel which could not be processed since power-up or since the statistics for this port
where reset.

e nvoTotalPkts (SNVT_count_32): Total number of packets received or transmitted via the
associated channel since power-up or since the statistics for this port where reset.

e nvoMaxBandUtl (SNVT _lev_cont): Maximum value of nvolvalBandUtl since power-up
or since the statistics for this port where reset. For a smooth operation of the CEA-709
segment the average bandwidth utilization must remain below 50 %.

e nvoMaxCrcErr (SNVT _lev_cont): Maximum value of nvolvalCrcErr since power-up or
since the statistics for this port where reset.

e nvoMaxMissed (SNVT_lev_cont): Maximum value of nvolvalMissed since power-up or
since the statistics for this port where reset.

e nvoMaxPkts (SNVT_count_32): Maximum value of nvolvalPkts since power-up or since
the statistics for this port where reset.

e nvolvalMisPre (SNVT_count_32): Number of missed preambles per second on the
associated channel measured during the last interval. A missed preamble is detected
whenever the link layer receives a preamble which is shorter then the defined preamble
length. A large number in this counter is usually due to noise on the channel.

e nvoTotalMisPre (SNVT_count_32): Total number of missed preambles per second on
the associated channel measured since power-up or since the statistics for this port where
reset.

e nvoMaxMisPre (SNVT_count_32): Maximum value of nvolvalMisPre since power-up
or since the statistics for this port where reset.

e nvoChnlAlarm (SNVT_switch): Signals an overload alarm condition of the channel
during the last statistic interval. A channel can be overloaded due to one of the following
conditions:

o The bandwidth utilization during the last statistic interval (nvolvalBandUtl)
exceeded the limit defined by the SCPThighLimitl (default 70 %) OR

o The CRC Error Rate during the last statistic interval (nvolvalCrcErr) exceeded
the limit defined by the SCPThighLimitl (default 5 %) OR

o The Missed Packets Rate during the last statistic interval (nvolvalMissed) was
not zero OR

o The Missed Preamble Rate during the last statistic interval (nvolvalMisPre)
exceeded the limit defined by the SCPThighLimitl (default switched off).

If an overload is detected, the network variable is set to {100, ON}. If no error occurred,
it is set to {0, OFF}.

¢ nvoChnlAlarmRat (SNVT_lev_cont): Ratio between statistic intervals during which the
channel was in overload alarm condition and intervals during which the channel was not
in overload alarm condition since power-up or since the statistics for this port where
reset.

In addition, each channel monitor object has the following SCPTs:

e SCPTifaceDesc: This configuration property contains a human-readable name of the
monitored port. Possible values on the device are “CEA-709”, “IP”, or “inactive”.

e  SCPTmaxSndT: Defines how often output NVs are transmitted. Exceptions are nvoPort,
and nvoElapsedTime, which are polled-only.
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16.2.4 Calendar Object

When the scheduler objects are enabled in the project settings, the device includes the
standard LONMARK calendar object.

16.2.5 Scheduler Object

When the scheduler objects are enabled in the project settings, the device includes the
configured number of standard LONMARK scheduler objects.

16.2.6 Clients Object

When the remote AST object feature is enabled in the project settings, the device includes a
proprietary object, which is a container for network variables required to implement the
remote object features.

For remote schedulers and calendars, nviSchedLink and nviCalLink NVs are created. For
alarm clients, nviAlarm_2 NVs are created.

16.2.7 Gateway/PLC Objects

The device contains eight proprietary Gateway/PLC objects. If the device contains the
IEC61131 function, the blocks are called ‘PLC’, otherwise they are called ‘Gateway’. These
are containers for all NVs which are configured on the device’s CEA-709 port. They are
intended for grouping NVs. When static NVs are created, they can be assigned to any of the
eight gateway/PLC blocks. When creating dynamic NVs in the LNS-based tool, the NVs
should be added to the gateway/PLC blocks.

16.3BACnet Interface

16.3.1 Device Object

The BACnet interface provides one device object as shown in Table 17. The following
Sections describe the device object’s properties in detail, subsuming related properties in a
single Section in order to provide a coherent overview.
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Property Identifier

Property Datatype

Conformance Code

Protocol_Services_Supported

BACnetServicesSupported

Protocol_Object_Types_Supported

BACnetObjectTypesSupported

Object_List

Object_Identifier BACnetObjectldentifier R
Object_Name CharacterString R
Object_Type BACnetObjectType R
Vendor_Name CharacterString R
Vendor_Identifier Unsigned16 R
Model_Name CharacterString R
Firmware_Revision CharacterString R
Application_Software_Version CharacterString R
Location CharacterString W
Description CharacterString W
Protocol_Version Unsigned R
Protocol_Revision Unsigned R
R
R
R

BACnetARRAY[N] of
BACnetObjectldentifier

Database_Revision Unsigned
Max_APDU_Length_Accepted Unsigned
Segmentation_Supported BACnetSegmentation
Max_Segments_Accepted Unsigned
APDU_Segment_Timeout Unsigned
APDU_Timeout Unsigned
Number_Of APDU_Retries Unsigned
Max_Master Unsigned(1..127)
Max_Info_Frames Unsigned
System_Status BACnetDeviceStatus

Device_Address_Binding

List of BACnetAddressBinding

Active_COV_Subscriptions

List of BACnetCOVSubscription

UTC_Offset

Integer

Daylight_Savings_Status Boolean
Local_Date Date
Local_Time Time

Time_Synchronization_Recipients

List of BACnetRecipient

UTC_Time_Synchronization_Recipiens

List of BACnetRecipient

Time_Synchronization_Interval

Unsigned

Align_Interval

Boolean

Interval_Offset

Unsigned

Configuration_Files

BACnetARRAY[N] of
BACnetObjectldentifier

Tls|s|s|s|s|m|n|n|s|m|n|n|0|x|s|s|s|0|=m|0|=™

Last_Restore_Time

BACnetTimeStamp

Slave_Proxy_Enable!

BACnetARRAY[N] of Boolean

Auto_Slave_Discovery!

BACnetARRAY[N] of Boolean

Manual_Slave_Address_Binding*

List of BACnetAddressBinding

Slave_Address_Binding*

List of BACnetAddressBinding

Plzlz|g|®
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Table 17: Properties of the Device Object.
1 Only available if the device is a BACnet/IP-BACnet MS/TP router.

16.3.2 Device Name and ID

The following properties of the Device object, which are part of every BACnet object,
identify the device uniquely.

Object_ldentifier (Read-Only). This property, of type BACnetObjectldentifier, is a
numeric code that is used to identify the object. For the Device object, the object identifier
must be unique internetwork-wide.

The Object_Type part of the Object_Identifier of the Device object is 8 (= DEVICE). The
instance part of the Object Identifier of the Device object is configurable via the
configuration Ul (see Section 3.2.16). The default value is 17800.

Object_Name (Read-Only). The name of the object. The value of Object Name of the
Device object is configurable via the configuration Ul (see Section 3.2.16). For the Device
object, this name shall be unique within the BACnet internetwork.

Object_Type (Read-Only). The object’s type. For the Device object, the value of this
property is 8 (= DEVICE).

16.3.3 Device Information

A whole set of properties provides general purpose information about the device.
Vendor_Name (Read-Only). The value of this property is “LOYTEC electronics GmbH”.

Vendor_Ildentifier (Read-Only). A numerical value identifying the BACnet vendor. The
value of this property is 178.

Model_Name (Read-Only). The value of this property is equal to the product code of the
device. Examples are “LINX-200" or “LINX-221".

Firmware_Revision (Read-Only). The value of this property gives the current BACnet
module version used on the device.

Application_Software_Version (Read-Only). The value of this property gives the build
date and the version of the current application on the device.

Location (Read-Writable). A string intended to be used to describe the physical location of
the device, e.g., “Ist floor”. This property can be set via the configuration Ul (see Section
3.2.16). The default value is “unknown”.

Description (Read-Only). A string intended to be used to describe the device’s purpose.
This property can be changed via the configuration Ul (see Section and 3.2.16).

Protocol_Version (Read-Only). The BACnet protocol version supported by the device. The
value of this property is 1.

Protocol_Revision (Read-Only). The BACnet protocol revision of the BACnet version
supported by the device. The value of this property is 6.

Protocol_Services_Supported (Read-Only). A string of bits marking which BACnet
services can be executed by the device. For a detailed list of the BACnet services supported,
please refer to the product’s PICS document.

Protocol_Object_Types_Supported (Read-Only). A string of bits identifying which
BACnet object types are supported by the device. For a detailed list of supported object types,
please refer to the product’s PICS document.
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16.3.4 Object Database

The following properties provide information about the BACnet objects contained in the
device.

Object_L.ist (Read-Only). This property holds a BACnetARRAY of object IDs (object type,
object instance pairs), one object ID for each object within the device that is accessible
through BACnet services.

Database_Revision (Read-Only). This property, of type Unsigned, is a logical revision
number for the device's object database. It is incremented when an object is created, an object
is deleted, an object's name is changed, an object's Object_ldentifier property is changed, or
a restore is performed.

16.3.5 Protocol Parameters

BACnet protocol parameters are accessible via the properties listed below.

Max_APDU_Length_Accepted (Read-Only). The maximal size of an APDU (Application
Protocol Data Unit) accepted by the device. The value of this property is 487 if BACnet
MS/TP is used and 1476 if BACnet/IP is used. When the device can act as a router between
BACnet/IP and BACnet MS/TP, the value of this property is 1476.

Segmentation_Supported (Read-Only). The value of this property indicates whether and
which kind of segmentation is supported by a device. The value of this property is
SEGMENTED_BOTH.

Max_Segments_Accepted (Read-Only). The maximum numbers of segments accepted by
a device. The value of this property is 16.

APDU_Segment_Timeout (Read-Writable). Timeout in milliseconds allowed between
segments. The value of this property is 2000 milliseconds by default. On MS/TP networks,
this value should be increased to 40000 (40 sec).

APDU_Timeout (Read-Writable). Time in milliseconds the device waits for an answer
before retrying or giving up on a request; also see Number_Of APDU_Retries. The value of
this property is 3000 milliseconds. On MS/TP networks, this value should be increased to
60000 (1 min).

Number_Of APDU_Retries (Read-Writable). The number of times the device will try to
re-send a packet before giving up on a request; also see APDU_Timeout. The value of this
property is 3 by default.

Max_Master (Read-Writable). This property is only present if BACnet MS/TP is enabled.
It defines maximal MS/TP MAC number at which the device expects an MS/TP master. The
value of this property is configurable via the configuration Ul (see Section 3.2.16) and must
be in the range 1-127.. The default value of this property is 127.

Max_Info_Frames (Read-Writable). This property is only present if BACnet MS/TP is
enabled. It defines the maximal number of MS/TP packets the device can send when it holds
the MS/TP token. Increasing this value will increase latency on the MS/TP network. The
value of this property is configurable via the configuration Ul (see Section 3.2.16). The
default value of this property is 1.

16.3.6 Diagnostics

Several properties provide run-time information about the device.

System_Status (Read-Only). The value of this property is always OPERATIONAL.
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Device_Address_Binding (Read-Only). This property contains a list of bindings between
BACnet device instance numbers (the instance number part of the Device object ID) and
BACnet addresses. This property tells a user which BACnet address the device will actually
use when trying to communicate with another device known only by its device instance
number. This information can be helpful when diagnosing network configuration problems.

Important! A BACnet address consists of the BACnet network number, which is 0 for the local
network, and the BACnet MAC address of the device.

In particular problems exist, if two or more devices in the network have been wrongly
assigned the same device instance number. In this case two BACnhetAddressBinding entries
with the same instance number but different BACnet addresses will be listed—provided the
ambiguous instance number is in some way required by the device (e.g., by a client mapping).

Important! Bindings between device instance numbers and BACnet addresses are only listed in
Device_Address_Binding if they are actually required by a given configuration, and are
currently known or ambiguous.

Slave_Address_Binding (Read-Only). This property is only present if the device is a
BACnet/IP-BACnet MS/TP router. It lists bindings between BACnet MS/TP slave instance
numbers (the instance number part of the slave’s Device object ID) and BACnet addresses
of slaves on the MS/TP network for which the device serves as a slave proxy, see Section
16.3.10 for details.

Active_COV_Subscriptions (Read-Only). This property lists currently active COV
subscriptions.. Each entry of type BACnetCOVSubscription provides information about the
recipient address, the monitored property ID, whether notification are confirmed or
unconfirmed, the remaining time of the subscription, and optionally the COV increment.

Whenever the device receives a COV subscription via one of the services SubscribeCOV or
SubscribeCOVProperty, a new entry is added to the list or an existing entry is updated (re-
subscription). An entry is removed from the list when a subscription terminates, either
because it times out or because it was actively unsubscribed by the subscriber.

16.3.7 Date & Time

The device’s time and date are exposed to the network via the following set of properties.

UTC_Offset (Read-Writable). This Integer value specifies the time difference between
local time and UTC in minutes. The value of this property is configurable via the
configuration Ul (see Section 3.2.1).

Important! Note that UTC_Offset is relative to local time and not relative to UTC, i.e., a time zone
offset of GMT+1 (Berlin, Paris, Vienna) corresponds to UTC_Offset being set to -60
(minutes).

Daylight_Savings_Status (Read-Only). This Boolean value indicates whether (TRUE) or
not (FALSE) daylight saving correction of the local time is currently active. The daylight
saving scheme is configurable via the configuration Ul (see Section 3.2.1).

Local_Date (Read-Only). The current date according to the device’s clock. The value of
this property can be changed via the configuration Ul (see Section 3.2.1).

Local_Time (Read-Only). The current time according to the device’s clock. The value of
this property can be changed via the configuration Ul (see Section 3.2.1).

16.3.8 Time Master

The device can serve as a BACnet time master, i.e., it can issue TimeSynchronization and
UTCTimeSynchronization request on time synchronization events. A time synchronization
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event occurs after rebooting, when the device’s clock changes, or, if so configured, the event
is generated periodically. The following properties are used to configure the time master. Use
a BACnet operator workstation to write these properties over the BACnet network.

Time_Synchronization_Recipients (Read-Writable). This list of recipients will receive
TimeSynchronization requests on time synchronization events. A recipient is either specified
by its device ID (the object ID of its Device object), or its BACnet address. By default, this
list is empty.

UTC_Time_Synchronization_Recipients (Read-Writable). This list of recipients will
receive UTCTimeSynchronization requests on time synchronization events. A recipient is
either specified by its device ID (the object ID of its Device object), or its BACnet address.
By default, this list is empty.

Time_Synchronization_Interval (Read-Writable). The Unsigned value of this property
specifies the time interval in minutes in which periodic time synchronization events are
created. If set to zero, no periodic time synchronization events are generated.

The actual clock time at which periodic time synchronization events are generated is
determined by the properties Time_Synchronization_Interval, Align_Interval, and
Interval_Offset; Table 18 outlines how these properties interact.

Time_Synchronization_Interval Align_lIntervals Periodc Time Synchronization Event At...
Multiple of 1440 (minutes), i.e., TRUE Interval_Offset minutes after midnight, every
multiple of one day (Time_Synchronization_Interval/1440) days
Multiple of 60 (minutes) but not TRUE Interval_Offset minutes from the current™ hour,
multiple of 1440 (minutes), i.e., every (Time_Synchronization_Interval/60)
multiple of one hour hours
Multiple of 1440 (minutes), i.e., FALSE Interval_Offset minutes from the current”
multiple of one day minute, every
(Time_Synchronization_Interval/1440) days
Multiple of 60 (minutes), but not FALSE Interval_Offset minutes from the current”
multiple of 1440 (minutes), i.e., minute, every
multiple of one hour (Time_Synchronization_Interval/60) hours
Neither multiple of 60 or 1440, TRUE or Interval_Offset minutes from the current”
but greater than zero FALSE minute, every Time_Synchronization_Interval
minutes
Zero TRUE or Never
FALSE

Table 18: Periodic time synchronization events are parameterized by the properties
Time_Synchronization_lInterval, Align_Interval, and Interval_Offset.

* Current hour or minute refers to the hour or minute at which one of the properties
Time_Synchronization_lInterval, Align_Interval, and Interval_Offset is written, e.g., the hour or
minute the device completes the boot process or one of these properties is modified via BACnet

services.

By default, the value of Time_Synchronization_Interval is 1440 (minutes), i.e., one day.

Align_lIntervals (Read-Writable). The Boolean value of this property determines whether
or not periodic time synchronization events shall be anchored at the start of a day or hour
(TRUE) or not (FALSE), provided Time_Synchronization_Interval is a multiple of a day
(1440 minutes) or hour (60 minutes). Table 18 details on how this property influences
generating periodic time synchronization events. The default value of this property is TRUE.

Interval_Offset (Read-Writable). While Time_Synchronization_Interval specifies the
period in which time synchronization events are generated, the Unsigned value of this
property determines the point of time in minutes within this interval at which the time
synchronization event is actually triggered. If the value of Interval_Offset is larger than the

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual 220 LOYTEC

value of Time_Synchronization_Interval, the remainder of Interval Offset divided by
Time_Synchronization_Interval is used. The default value of this property is 0.

16.3.9 Backup & Restore

16.3.10

The following properties are related to backup & restore procedures.

Configuration_Files (Read-Only). The contents of this property is an array of object IDs of
File objects that can backed-up or restored during a BACnet backup or restore procedure.
Outside a BACnet backup or restore procedure, this property is empty. After a BACnet
backup or restore procedure has been initiated, it contains the object ID (File, 0), i.e., the File
object whose instance number is 0.

Last_Restore_Time (Read-Only). The BACnetTimeStamp of the last restore procedure.

Slave Proxy

A device configured as BACnet/IP-BACnet MS/TP router, can serve as a slave proxy i.e.,
the device can answer Who-Is broadcast requests with I-Am responses for BACnet MS/TP
slaves which, by definition, cannot initiate any communication and, thus, cannot answer
broadcasts. The following properties allow configuring and monitoring the slave proxy.

Slave_Proxy Enable (Read-Writable). For each BACnet MS/TP port, this property
contains a Boolean that allows a user to enable (TRUE) or disable (FALSE) the slave proxy
for the given port. By default, the slave proxy is enabled on all MS/TP ports.

Auto_Slave_Discovery (Read-Writable). For each BACnet MS/TP port, the slave proxy is
capable of auto-detecting slaves on the MS/TP network attached to the port. This auto-
detection mechanism can be disabled (FALSE) or enabled (TRUE) by changing the Boolean
values stored in this property. Aside from auto-detecting slaves, the presence of slaves can
also be manually configured in the property Manual_Slave_Address_Binding. By default,
slave auto-detection is enabled on all MS/TP ports.

Note:

Due to bandwidth and latency limitations on MS/TP networks, the auto-discovery process
may initially take up to 10min. However, once, slaves have been discovered, slaves will be
quickly re-discovered after reboots or power-outs since the slave proxy caches information
about slaves found on the MS/TP networks. To speed up auto-detection of slaves newly added
to an existing MS/TP network for which auto-detection is enabled, simply disable and then
re-enable auto-detection on given MS/TP port, i.e., set Auto_Slave_Discovery for the port to
FALSE and then back to TRUE.

Manual_Slave_Address_Binding (Read-Writable). Aside from auto-detecting slaves, see
Auto_Slave_Discovery, slave bindings can also be manually configured via this property.
Each entry of this list is a BACnetAddressBinding, i.e., a pair consisting of a slave device’s
instance number and its BACnet address. Note, that bindings in this list may not necessarily
appear in the property Slave_Address_Binding, e.g., if for a given binding no physical slave
is present at the given MS/TP MAC address. By default, this list is empty.

Important!

Only use Manual_Slave_Address_Binding if the slave is not auto-detected. Note, that
bindings in Manual_Slave_Address_Binding must contain the correct network number of
the MS/TP network to which the slave is attached.

Slave_Address_Binding (Read-Only). This property lists bindings of instance numbers and
BACnet addresses of all slaves for which the slave proxy answers Who-Is requests. Thus,
this property can be used to check if slaves have been auto-discovered or manually bound
successfully. The property is also helpful in discovering network configuration issues
involving slaves: If two or more slaves on the attached MS/TP networks have been
erroneously assigned the same device instance number (the instance number of the slave’s
Device object), the given instance number will be listed accordingly often in this property.
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16.3.11 Client Mapping CSV File
Client functionality for the BACnet server objects can be defined by so-called client
mappings. These mappings basically specify whether present value properties shall be
written to or polled from the BACnet network, and what the destination address and objects
are. These definitions can be downloaded as a CSV file onto the device using FTP.
The CSV file must be named ‘bacclnt.csv’ and stored in the directory ‘/var/lib/bacnet’ on the
device. The file is read when the device boots. If any errors occur they are reported in
‘/tmp/bacclnt.err’.
The column format is shown in Table 19. Lines beginning with a hash (‘#’) sign are comment
lines. The example values in Table 19 setup a client mapping named “Lamp Room 3027,
which writes (mapping type 2) the present value of the local object Al,4 to the remote object
AO,1 on the device with the instance number 17801.
Column | Field Example Description
A Description Lamp Room 302 User-defined description of this client mapping. Can be
left empty. Don’t use commas or semi-colons in the
text!
B Local Object-Type Al The BACnet object type of the local server object (Al,
AQO, AV, BI, BO, BV, MI, MO, MV, ACCM, LOOP)
C Local Object 4 The object instance number of the above object.
Instance Number
D Remote Device 17801 The device object instance number of the remote
Instance BACnet device
E Remote Object- AO The BACnet object type of the remote server object
Type (Al, AO, AV, BI, BO, BV, MI, MO, MV, ACCM,
LOOP)
F Remote Object 1 The object instance number of the above object.
Instance Number
G Map Type 2 Defines the type of the mapping: 0=Poll, 1=COV,
2=Write, 3=Value
H Interval 60 Defines the poll interval in seconds for poll/value
mappings and the COV lifetime in seconds for COV
mappings. Note: In previous versions this column was
also used to specify the write priority for write
mappings. This usage of column H is deprecated and
column I should be used to specify priority.
| Priority 8 For write and value mappings this defines the write
priority (1..16). Omit this field or set it to ‘-1’ to write
w/o priority.
J Local Property ID 45 Specifies the property ID of the local object, which is
mapped to the remote object. If omitted, the
Present_Value of the local object is mapped.
K Remote Property 1D 45 Specifies the property, which is written/read on the
remote object. If omitted, the remote property ID is the
Present_Value.
Table 19: CSV Columns of the BACnet Client Mappings File.
16.3.12 EDE Export of BACnet Objects

The BACnet server object configuration of the device is accessible as a set of CSV files

following the EDE format convention. They can be downloaded via FTP from the directory
‘/data/ede’ on the device. The files are

e |gate.csv: This is the main EDE sheet with the list of BACnet objects.
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e |gate-states.csv: This is the state text sheet. For each state text reference in the main
sheet, a line contains the state texts for this multi-state object.

o lgate-types.csv: This is the object types text sheet. The file contains a line for each object
type number. Note, that lines for standard object types can be omitted.

o lgate-units.csv: This is the unit text sheet. The file contains a line for each engineering
unit enumerator value. Note that lines for standard units can be omitted.

16.4SNMP Interface

The Simple Network Management Protocol (SNMP) is a common protocol for monitoring
and managing devices. SNMP is an “Internet-standard protocol” and is defined by the
Internet Engineering Task Force (IETF). It is typically used in IT environments for server,
network and supply management and monitoring.

SNMP allows querying status and statistics data from devices and also allows devices to
alarm network management applications using SNMP traps. A managed device contains an
SNMP agent which communicates with a management system using UDP. The SNMP agent
holds collects and provides its data items in a tree. The data provided by an SNMP agent is
defined by Management Information Bases (MIBs). These define the names and data types
of the management data. Every data item is assigned an object ID (OID). A device can
support an arbitrary number of MIBs, such as CPU statistics or network traffic statistics.

16.4.1 SNMP Features
LOYTEC devices supporting SNMP share these common features:

e Read-only access for SNMP version 2C and 3

e Standard MIBS: SNMPv2-MIB, SNMPv2-SMI, RFC1213-MIB, IF-MIB, IP-MIB,
DISMAN-EVENT-MIB, HOST-RESOURCES-MIB, SNMP-FRAMEWORK-
MIB, SNMP-MPD-MIB, SNMP-USER-BASED-SM-MIB, SNMP-VIEW-
BASED-ACM-MIB,

e  Option to expose OPC data points to SNMP.

e Option to create a device-specific MIB file.

e  Option to send traps to a management system.

16.4.2 Configuration

The SNMP agent can be configured in the Web Ul and in the configuration software. Figure
206 shows the Web interface. The settings in the configuration software are similar.
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Figure 206: SNMP configuration page
The following settings are used to configure the SNMP agent:

e SNMP Protocol version: This setting selects between version 2C, 3 and 2C+3.
Protocol version 2C is more common, but lacks encrypted authentication.

e  SNMP agent port ][ This select the UDP port on which the SNMP agent listens.
It is recommended to keep this port at its default setting, port 161.

e  SNMP System location: This defines the value of the snmMpv2-MIB: : [[sysLocation
OID. It is used to locate a device via SNMP.

e SNMP System contact: 1 This defines the value of the snMpv2-MIB::sysContact
OID. Itis used to identify the responsible contact persion for the deivce

e SNMP Trap address: This setting defines the destination IP address to which traps
(alarms) are sent.

e SNMP Trap port: ] his setting defines the destination UDP port to which traps
(alarms) are sent.

e SNMP Trap user: This setting defines the user name when sending traps (SNMP
v3)

e SNMP Community string: This defines the (read) community string used for
SNMP v2c.

e  SNMP User name: 1 This defines the user name required to access the SNMP agent
(SNMP v3)

e SNMP User password: This defines the user password required to access the
SNMP agent (SNMP v3).

e Expose data points: 1 This switch allows to access data points exposed to OPC also
to be accessed via SNMP.
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16.4.3 Exposing Data Points to SNMP

The SNMP agent allows exposing data points to SNMP. It considers every data point which
is exposed via OPC also to be exposed via SNMP.

As SNMP has several restrictions on what can be represented, the following mappings are
made:

e Binary data points. Binary data points are mapped to the INTEGER type. FALSE
is mapped to 0, TRUE is mapped to 1 and an invalid value is mapped to -1.

¢ Analog data points: SNMP has no standard way to represent floating point values,
so their values are mapped to the STRING type. A value of “--*“ identifies an invalid
value

o Multistate data points: Multistate data points are mapped to the STRING data type.
Their values are represented by the multi-state text labels.

SNMP variable names have to be unique within their MIB, so data points with the same name
in different folders are made unique by the following name scheme: apnnnNxUUUUUUUY, €.0.
dpFreeMemoryx00000003. NNNN is the data point name with all forbidden characters
removed (only a-z, A-Z and 0-9 is allowed). UUUUUUUU is replaced with the unique ID of
the data point.

DLOYTEC

Download MIB file

@]
— To download the data point MIB file in text format, press the download button below.
-
c
o Download MIB file
Device Info e
S
Data ] Download MIB file as XML
Commission _g To download the data point MIB file in XML format, press the download button below
=
) Download XML file
=
S
o]
=
<]
=

Figure 207: Downloading device-specific MIB files

Figure 207 shows the Web Ul page which allows downloading the device specific MIB file.
The “Download MIB file” buttons generates a MIB file which can be used by a network
management tool. The “Download XML file” button generates an XML-encoded
representation of the MIB contents.

Note that the MIB files are dependent on the data point configuration, so that changes in the
data point configuration will change the MIB contents.

16.4.4 Alarming

The SNMP agent can send a trap if an alarm occurs in a generic alarm server. To connect the
generic alarm server to the SNMP agent, it has to report to the special SNMP technology
alarm server. The configuration steps in the Create Alarm Server dialog are shown in Figure
208.
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| &7 Create Alarm Server o @] =

Comman Properties

Mame | alarm

Description

Transition Configuration

Transitions to alarm state (off-normal) use priority 127 0 (high) .. 255 low
and require acknowledgements.

Transitions to fault (fault) use priority 127 0 (high .. 255 low

and require acknowledgements.

Transitions that clear the alarm (normal) use priority 127 0 (high) .. 255 (low
[ and require ackng Select an Alarm Server to report alarms to @
Report to SNMP m
Data Points
acknowledge all |
Data points counting alarms that are g
active, unacked
active, acked
unacked
Report to Technology Alarm Servers o

Technology Alarm Server Path
CEA-708 Alarm  CEA709 PortAlarm.alarm

s g

Figure 208: Report to SNMP

16.4.5 SNMP Security

As SNMP provides access to internal device information which could be exploited for an
attack, SNMP should be used only in internal, non-critical environments.

SNMP Version 2C uses unencrypted authentication and payload. The community string is
transmitted in clear text and can be easily extracted from captured network traffic.

SNMP Version 3 supports encrypted authentication and payload encryption. LOYTEC
devices support only authentication. The password is not transmitted in clear text then.

LOYTEC devices do not support write accesses via SNMP.
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17 Network Media

17.1FT
The device’s FT port is fully compatible to the parameters specified by LONMARK for this
channel. FT ports can also be used on Link Power (LP-10) channels. However, the device
does not provide the power supply for Link Power channels.
When using the Free Topology Segment feature of the FT, only one termination (Figure 209)
is required and can be placed anywhere on the free topology segment. Instead of building the
termination, one can order the L-Term module (LT-33) from LOYTEC, which can be used
to properly terminate the bus.
100 pF, 50V
o [l
+11
52,3Q
ol |
il
100 pF, 50V
Figure 209: FT Free Topology Termination.
In a proper bus topology, two terminations are required (Figure 210). These terminations
need to be placed at each end of the bus. Here, also L-Term modules can be used at either
end.
100 uF, 50V
100 pF, 50V
i |
105 Q 1050
T I
100 pF, 50V *
100 pF, 50V
Figure 210: Termination in an FT Bus Topology.
17.2M-Bus

The device uses the RS-232 console interface for the connection to an external M-Bus
transceiver (repeater). The M-Bus specifies no special topology requirement, though it is not
advised to use a ring topology. A maximum of 250 M-Bus slave devices can be connected to
the bus, in fact, the external bus transceiver can have a lower limit of connected devices.
Please refer to the datasheet of the transceiver used for more detailed information. The usual
cabling is a standard telephone wire (JYStY N*2*0.8 mm). The maximum distance between
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a slave and the repeater is 350 meters at Baud rates from 300-9600 Baud; by limiting the
lower Baud rates and using fewer slaves, this limit can be increased. Additionally, it must be
ensured that the bus voltage does not fall below 12 V. The maximum cable length of the
system must not exceed 1000 m (maximum cable capacitance of 180 nF).

17.3Modbus RS-485

The Modbus RS-485 port of the device is an electrical interface in accordance to EIA-485.
The topology of the Modbus RS-485 consists of a trunk cable, along which the devices are
connected either directly or via short derivation cables. Without repeater a maximum of 32
slave devices with full RS-485 unit load can be connected to the bus. If RS-485 transceivers
of slave devices are assured to pose only 1/2, 1/4 or even 1/8 unit load, a maximum of 64,
128, 256 slaves can be operated without a repeater, respectively. Alternatively, a repeater
may be used. In any case, a maximum of 247 slaves can be addressed.

Each Modbus RS-485 network segment must be properly terminated with an LT-04 network
terminator connected at each of the two ends of the segment media. Some Modbus slave
devices might require a biasing terminator to guarantee a defined level on the wire when
being idle. Use an LT-B4 instead of the LT-04 on one end in this case. Figure 211 shows an
example Modbus RS-485 network configuration including biasing network termination.

The maximum length of the cabling depends on the Baud rate used. Without repeater a
maximum length of 1000 meters is possible at 9600 Baud. According to the Modbus standard
the derivation cabling must never exceed 20 m.

Modbus Device

VSHOSH

85-265 VAC
50/60Hz

1
- (EIA-485 A Line, inverting, DA1)

+ (EIA-485 B Line, non-inverting, DAQ)

Figure 211: Modbus RS-485 network

17.4MS/TP

MS/TP is an RS-485 protocol and usually needs three wires (negative, positive, and
reference). Polarity must be connected correctly. When using 2-wire MS/TP, earth ground
must be connected to the negative terminal of the power supply. Never connect the positive
terminal of the power supply to earth ground! Each MS/TP network segment must be
properly terminated. Use an LT-04 network terminator connected at each of the two ends of
the segment media.

The RS-485 transceiver of the device represents a full-load on the RS-485 bus. Consequently,
a minimum of 31 devices are supported on the MS/TP channel. More devices may be
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possible, if they represent half-load or quarter-load. Please consult the third-party
documentation. If more MS/TP devices need to be connected, use an RS-485 repeater to
separate them electrically.

Logically, the MS/TP bus supports up to 255 devices. Each MS/TP device must be assigned
a unigue MAC address. Up to 127 MS/TP masters can be connected. Make sure, that the
Max_Master setting includes the highest MS/TP master MAC address.

For operation of some slower devices on the MS/TP network it is recommended to set the
following properties of the device object to fine-tune communication on the network:

e APDU_Timeout = 60000 (1 min).
e APDU_Segement_Timeout = 40000 (40 sec).

e Optionally, disable MS/TP slave proxy if not needed in order to optimize bandwidth
usage: Slave_Proxy Enable = { False }.

17.5Physical Connection of Inputs

17.5.1 Connection of Switches

On- or off-switches can either be connected to the DIs (Digital Inputs) or to the Uls
(Universal Inputs) in digital interpretation.

175.1.1 Switch connected to a DI

A switch can be directly connected to a digital input as shown in Figure 212.

SWITCH 1

F——— | 10k

‘ DI1_| Digital
Input

Figure 212: Switch connected to DI

The digital inputs (DI) recognize the following digital signals according to the connected
resistance (switch):

Resistance of Switch Status
<6.8kQ Closed Switch
> 10 kQ Open Switch

17.5.1.2 Switch connected to a Ul

A switch can be directly connected to a universal input with signal type resistance as shown
in Figure 213.
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L-10B
e 1
L sy !
SWITCH ! ‘
Fr 1 | 10k |
} Py un Digital |
‘ I \r | Input ‘
i \ | | |
} A ® \
1 b GND| \
L 4 '
| \
b .

Figure 213: Switch connected to Ul

Uls recognize the following digital signals according to the input resistance (switch):

Resistance Switch Status
<1.9kQ Closed Switch
> 6.7 kQ Open Switch

17.5.2 Connection of SO Pulse Devices (Meters)

SO pulse meters must be connected to digital inputs (DI) as shown in Figure 214.

\

\

\
Digital |
Input ‘
i

\

\

\

Figure 214: SO pulse meter connected to DI

17.5.3 Connection of Voltage Sources to Universal Inputs

The Universal Input (Ul) provides voltage measurement both if used as an analog or digital
input. The signal type must be configured to “Voltage 0-10V’ or ‘Voltage 2-10V’ in both
cases.

17.5.3.1 Voltage Source connected to Ul with Analog Interpretation

Figure 215 shows the connection of a voltage source to a universal input in analog mode.

Input impedance:
>20kQ

Q.
v |
&

Figure 215: Voltage source on Ul in analog mode
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17.5.3.2 Voltage Source connected to Ul with Digital Interpretation

Figure 216 shows the connection of a voltage source to a universal input in digital mode. In
this case, the voltage source acts as a switch with the depicted low and high levels.

| Inputimpedance:
| >20ka
Voltage Source
r-—"— "= A |

0-10v L+ unt
Threshold:

©
T \
v | ‘
1 i <08V Low
¢ ® >2.0V High
| GND |
,,,,,,,,,,,, . ‘

Figure 216: Voltage source on Ul in digital mode

Digital
Input

17.5.4 Connection of 4-20mA Transmitters to Universal Inputs
17.5.4.1 4-20mA Transmitter connected to Ul with Internal Shunt

Some universal inputs have an internal shunt which can be activated (in pairs with another Ul) in the
Configurator software (signal type ‘Current 4-20mA int. Shunt’). Which Uls are equipped with shunts is
documented in the Section “Specifications” of the respective product’s User Manual. Figure 217 shows
the connection of a 4-20mA transmitter to a universal input with internal shunt.

V), (e.g. +24V DC)

4-20mA Source

\
GND }
L

Figure 217: 4-20mA transmitter with internal shunt on Ul

17.5.4.2 4-20mA Transmitter connected to Ul with External Shunt

On universal inputs, which do not have an internal shunt, an external shunt must be used as
shown in Figure 218. The signal type must be set to ‘Current 4-20mA” in the Configurator
software.

V), (e.g. +24V DC)

4-20mA Source L-10B

Ui Analog
Input

2490 !
R
1% 1/4W s ‘

GND I

Figure 218: 4-20mA transmitter with external shunt on Ul
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17.5.5 Connection of Resistive Sensors

Figure 219 shows the connection of resistive sensors to the universal inputs with a
temperature sensor as an example. Sensors in the resistance range of 1 kQ to 100 kQ can be
measured. The signal type must be set to ‘Resistance’ in the Configurator software.

Figure 219: Temperature measurement on Ul

17.5.6 Connection of STId Card Readers

Figure 220 shows the connection of an STId card reader to three L-1OB inputs (Uls or DIs).
Observe that the clock signal must be connected to an interrupt-capable input of the L-1OB
device. More information on STId card readers can be found in the LINX Configurator User
Manual [1].

STid Card Reader L-10B
il - [ro e et e e

@@ i Lo > oo

écwcn DI L
®
I I

Figure 220: STId card reader

17.6Physical Connection of Outputs

17.6.1 6A Relays with one External Fuse

The total current of all used 6A relays must be restricted to 6A, if more than two relays share
a common (COM) terminal. The wiring shown in Figure 221 can be used for all L-IOB
models with common terminals.
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Figure 221: 6A relays with one external fuse

17.6.2 6A Relays on LIOB-xx2 using Separate Fuses

Figure 222 shows the wiring of the 6A relays for the LIOB-182/482/582 models using
separate fuses. In this case, two relays share one common terminal (COM).

LIOB-xx2 Power supply
1 Fo— -1
| COM L éMax. Rating ‘

© 9 250vAC
| sovpc |
NT 1
4

Figure 222: LIOB-182/482/582 6A relays

17.6.3 16A and 6A Relays on LIOB-xx3

The 16A and 6A relays on the LIOB-183/483/583 models all have two separate terminals per
relay. There are no common (COM) terminals. This means that a 16A (or 6A) fuse must be
wired to one of the two terminals of each relay, as shown in Figure 223.
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LIOB-xx3 Fuse 1 Power supply
| A | T o nl
] | Max.Rating |

250V AC

Figure 223: LIOB-183/483/583 16 A/6A relays

17.6.4 External Relays and Inductive Loads

17.6.5 Triacs

When controlling an external relay or inductive load using a L-10B relay, either an integrated
suppressor circuit must be used for the inductor, or a free-wheeling diode, a varistor, RC
circuit, etc. must be installed to suppress voltage peaks and sparking due to switching off
inductive circuits. It is recommended to use diodes that are part of the 1N400x family and to
place them close to the relay, as shown in Figure 224. Figure 225 shows the connection of a
230V relay with a varistor.

L-10B

+24V DC

| com

|

Relay 24V
""" T

e B mains, 230V AC

| COM

i © ©L

h Relay 230 V AC

| | ©N - |
| _D- |

! i~ lpoz

|

| |

| |

| | Varistor T
Lo | eg.520K250 L. . |

Figure 225: Suppressor circuit with varistor

Figure 226 shows the wiring of the 0.5A Triac Outputs.
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Figure 226: 0.5A Triacs

17.6.6 Analog Outputs

Figure 227 shows the wiring of the analog outputs (AO). Observe that the analog outputs are
labeled ‘0-10V OUT’ but are in fact capable of delivering over 11V.

0-12V

max 10 mA | nput/Load

I
F=rm T
|A01

Figure 227: Analog outputs

The input impedance of the connected load must be greater than or equal to 4.7 kQ for linear
output.

17.7Redundant Ethernet

17.7.1 Ethernet Cabling Options

Some device models are equipped with two Ethernet ports, which are connected to an internal
Ethernet switch. This allows for advanced cabling options to reduce cabling costs or to
increase network resilience. For this discussion, the term upstream is used to designate the
direction towards the network, which the devices are connected to. Likewise, the term
downstream is used to designate devices more distant to the network which the devices are
connected to.

Redundant cabling options are enabled by the Rapid Spanning Tree Protocol (RSTP) which
is implemented in most managed switches. Please note, that this is a feature of the switch,
not of the L-INX or the L-GATE, so that LOYTEC cannot give a guarantee that this will
work with a particular switch model. In no case redundant cabling options will work with
unmanaged switches. The older Spanning Tree Protocol (STP) should not be used for this
type of application, as it converges too slowly.
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Star topology: In the most basic setup, a device is connected to an Ethernet switch with one
cable. This is called a star cabling because all devices are connected to a common upstream
device. In this setup, the cable and the switch are single point of failures.

Chain topology: Because the L-INX/L-GATE itself acts as an Ethernet switch, this device
can be connected to a chain. This is a special form of the star topology. Its advantage is the
reduced cabling costs. The disadvantage is the connection loss to downstream devices when
an upstream device is powered-off, reset or removed. Also, the Ethernet bandwidth (100
MBIt/s) is shared among all members of the chain. The last device has one unused Ethernet
port, as it is not allowed to create Ethernet loops without STP. The recommended maximum
number of daisy-chained devices is 20.

Upstream Switch 1 Upstream Switch 2
Blaain Blajain
Hg ’E} 19;{2‘?&14541.10 E gw
N o i)
. E LINX-151 % ©
0 192.168.44.11 .
(1] [2]
LINX-151
192.168.44.12
(1] [2]

Figure 228: Fully redundant Ethernet topology

Fully redundant topology: Both Ethernet ports are connected to a different upstream switch.
Thus, a single cable or upstream switch problem can be tolerated. This topology requires
RSTP. In Figure 228, the LINX-151 with IP addresses 192.168.44.10 to 192.168.44.12 are
connected in this way. This connection scheme increases switch and cabling costs, but
increases network resilience. Note that the upstream network is connected via the lowest-
numbered ports. If this is not possible, the ports need to be configured to the lowest STP port
priority value (which is the highest priority).

Ring topology: In this setup, the devices are connected in a chain and each end of the chain
is connected to a different upstream switch. This topology requires RSTP. If a single device
is powered off, the RSTP will automatically recalculate the spanning tree so that all other
devices in the chain are reachable. Only if two devices are power-off at the same time, the
devices between them will not have an Ethernet connection. In Figure 229, the L-INX devices
with IP addresses from 192.168.44.10 to 192.168.44.12 are connected in this way. The
recommended maximum number of daisy-chained devices is 20.
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Upstream Switch 1 Upstream Switch 2
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Figure 229: Ring Ethernet topology

17.7.2 Upstream Options

In case of redundant switches, there are two possible upstream topologies:

Single upstream connection: Switchl (or Switch2, but not both) is connected to the
upstream network while Switch2 only provides a redundant path to the Loytec devices. The
redundant path is created by a direct Ethernet cable between Switchl and Switch2 which
needs to be plugged into a lower-numbered port than the L-INX devices are connected to. If
this is not possible, the STP port priority for the cross-connection cable needs to be set to a
low value. The RSTP domain should be restricted to Switchl and Switch2. This can be done
by enabling a BPDU filter on the port on Upstream Switch 1. This will block all RSTP
packets to enter the upstream network. A sample setup for this topology is shown in Figure
230.

Upstream Switch 1
] [2] (2] <]
Direct Ethernet cable between Switch1 and Switch2
= ] ) ] s
o 1921664410 | | 1921684411 | | 192168 44 12 25
Ja ]
| 1 |

Figure 230: Single upstream connection.

Redundant upstream connection: Switchl and Switch2 are both connected to the upstream
network, either to two ports on the same switch or to two redundant upstream switches. In
this case, RSTP is needed to ensure a loop-free topology between the upstream switches,
Switchl and Switch2, so the RSTP domain includes the upstream network and the chained
L-INX/L-GATE devices. The configuration of Switchl and Switch2 need to ensure that they
are not selected as the root bridge. If possible device communication should be bound to a
separate VLAN and MSTP (Multiple Spanning Tree Protocol) should be employed to isolate
the spanning tree operations. This topology is shown in Figure 228.

17.7.3 Preconditions

For the fully redundant and ring topology, the following preconditions have to be met:
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e  The upstream switches have to support the Rapid Spanning Tree Protocol (RSTP),
as defined in IEEE 802.1w.

e  The upstream switches have to provide a broadcast storm filter.
e  Two distinct switches are required for each end of the device chain.

e  Both upstream switches are connected to the same Ethernet network.

17.7.4 Switch Settings

The switches which connect the devices to the network need the following settings. Note that
these are only recommendations or starting points. Each network with redundant connections
needs testing and verification to prevent network loops.

e The STP bridge must be enabled.

e The STP bridge priority should be set to the minimum (61440), so that these
switches are not elected as root bridges.

e The bridge mode should match the upstream bridge modes, preferable 802.1s or
802.1w.

If the upstream network uses RSTP, the timing parameters of the upstream networks must be
used. Else the timing parameters should be set to minimum values for fast convergence:

e Bridge max age time: 6 seconds
e Hello time: 1 seconds
e Forward delay: 4 seconds

e All ports connected to Ethernet rings have to be configured as NON-EDGE ports,
so that the RSTP can detect loops

e  The switches should be configured to block broadcast storms. A recommended rate
is 5% or 3000 packets/seconds.

The upstream switches need the following configuration:

o If asingle upstream connection is used, the connected port on the upstream switch
should have BPDU filtering enabled.

e If redundant upstream connections are used, the connected ports on the upstream
switches should have a BPDU root guard enabled.

17.7.5 Testing

When the switches are configured and the devices are connected, the following tests are
recommended. These tests are important to confirm that the STP changes due to topology
changes to not interfere with the rest of the network.

e Check that no broadcast storms are sent into the upstream network by capturing
traffic between Switchl, Switch2 and the Upstream switch. This test should be done
continuously, especially during switch and device power cycles.

e Check that all devices can be reached (ICMP ping).

Execute these tests for these conditions:
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e  Power up all switches and devices. Wait until all devices are up, then test.

e  Power-off Switchl. Wait approx. 10 seconds, then test.

e  Power-on Switch2, power-off Switchl. Wait until Switch2 has booted, then test.
e  Power-on Switchl. Wait until Switchl has booted, then test.

e Reboot all L-INX and L-GATE devices. Wait until the devices have booted, then
test.

e Remove asingle Ethernet cable. Wait approx. 10 seconds, then test. This test should
be repeated for different cables. Make sure that at least the following connections
are tested:

e The connection between Switchl and the L-INX directly connected to
Switchl.

e The connection between Switch2 and the L-INX directly connected to
Switch2.

e A connection in the L-INX chain which is not connected directly to either
Switchl or Switch2.

17.7.6 Example switch configuration

The following example shows the configuration commands for Switchl, Switch2 and the
upstream switch (HP Procurve syntax) in the setup shown in Figure 228.

Upstream switches:

config

spanning-tree

spanning-tree priority 8
spanning-tree 3,4 root-guard
spanning-tree hello-time 1
spanning-tree forward-delay 4
spanning-tree maximum-age 6
exit

Switchl and Switch2:

config

spanning-tree

spanning-tree priority 15
spanning-tree 1,2 port-priority O
spanning-tree 3-5 port-priority 8
spanning-tree hello-time 1
spanning-tree forward-delay 4
spanning-tree maximum-age 6

exit

17.8WLAN

17.8.1 Introduction

Devices supporting the LWLAN-800 wireless adapter can be connected to IEEE 802.11
wireless networks. The following operation modes are supported:

e Client mode (separate network): The WLAN client connected to an existing access
point. The firewall of the WLAN interface can be configured to provide only a subset of
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the services of the device. For example, the WLAN interface could expose the Web Ul,
but not BACnet communication.

e Access point mode (separate network): In the isolated access point mode, a client can
connect to the wireless network created by the device. The device will assign an IP
address to the client and will redirect all traffic to itself. This mode is used to configure
a device with a mobile device.

e Access point mode (bridged): In the bridged access point mode, a client can connect to
the access point and also can use the network devices on the bridged Ethernet device. In
this mode, the DHCP server is deactivated to avoid interference with an existing DHCP
server in the Ethernet network.

e Mesh point (separate network): This mode is used to create an IEEE 802.11s mesh
network. Mesh points communicate with other mesh points in their radio vicinity and
automatically choose the best route. Mesh networks can be used to extend the range of
a wireless network or to create redundant radio links.

e Mesh point (bridged): This mode is like the mesh point mode and also bridges the mesh
point to an Ethernet network. Thus devices in the Ethernet network can communicate
with devices in the mesh network. Only one mesh point should be in the bridged mode
to avoid network loops.

The LWLAN-800 interface can use two WLAN functions at the same time. This can be used
for advanced setups, like:

e Wireless 1 is used as an access point for configuring the device, while the Wireless 2
interface is used to participate in a mesh network.

o Wireless 1 is used as a bridged access point for configuring the device and the devices
on the Ethernet network while Wireless 2 connects to another wireless network to reach
a remote device.

However, there are restrictions when using both interfaces at the same time:

e Both functions need to use the same radio band.

e Both functions need to use the same channel.

17.8.2 802.11s Mesh Networking

WLAN client and access point modes are similar to other devices using 802.11 wireless
networks. This section explains the features and benefits of the 802.11s network.

A mesh network removes the roles of clients and access points. Every node in a mesh network
can send and receive data, as in a normal wireless network. However, every mesh node also
routes packets to other mesh nodes. It observes the signal strength to all reachable nodes and
distributes this information to other mesh nodes. Thus, the mesh network can transmit data
between nodes with are not in their radio vicinity. In this case, a path between sender and
receiver is selected and the intermediate nodes transmit the packet over several hops.

As the signal strenght and thus the range of a node can change over time, as well as nodes
can be added and removed, the best path can change. The 802.11s routing protocol takes this
into account and changes paths dynamically.

802.11s also provides strong encryption using the AuthSAE (Simultaneous Authentication
of Equals) protocol, so that each pair of mesh nodes use an encrypted link. It is resistant to
passive, active and dictionary attacks, given a strong pre-shared key.
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Mesh Node
1| > | 3| <> |5 | > |6
Mesh Portal
2| «» | 4
Ethernet

Figure 231: Mesh Networking

Figure 231 shows the roles of mesh nodes and possible links. Mesh point 1 can communicate
with point 2 and point 3. It learns that the mesh point 2 is the mesh portal, so all traffic leaving
the mesh network is automatically routed towards mesh point 2.

Mesh point 4 has mesh point 2 and 3 in its radio vicinity, but cannot communicate directly
with mesh point 1. So mesh points 1 to 4 have two ways to reach each other and can tolerate
the failure of a single node. This makes a mesh network resilient to node failure or fading
radio links.

Mesh point 6 is an example on how mesh networks can be used to extend radio range. If point
2 communicates with point 6, there are two possible paths: 2-4-5-6 and 1-3-5-6. It selects the
better path and mesh point 5 will extend the network range.

This example shows that every additional mesh point can make the network more resilient to
failures or can extend the range far beyond the range of a single radio.

17.8.3 Hardware Installation

Connect the LWLAN-800 interface to the device with a USB cable, and then power the
device. Do not remove the interface during operation.

The LWLAN-800 supports two antennas which should be mounted outside any metallized
housing.
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18 Firmware Update

The L-INX and L-GATE firmware support remote upgrade over the network and the serial
console.

To guarantee that the device is not destroyed due to a failed firmware update, the firmware
consists of two images:

1. The fallback image,

2. the primary image.

The fallback image cannot be changed. Thus, if the update of the primary image fails or the
image is destroyed by some other means, the fallback image is booted and allows reinstalling
a valid primary image. When the device boots up with the fallback image, the all port LEDs
are flashing red.

The following firmware images are available for the different device models:

o LINX-10X/11X/20X/21X: linx_10x_11x_20x_21x_x_y z.dl,

o LINX-12X/15X/22X/LGATE-95X: linx_12x_15x_22x_lgate95x_x y z.dl,

e LGATE-900: Igate900_x_y z.dl.

18.1Firmware Update via the Configurator

The primary image can be updated using the Configurator. For this purpose, it is
recommended to have the device connected to the Ethernet and to have a valid IP
configuration (see Section 3.2.2). The Configurator must be installed as described in the
LINX Configurator User Manual.

To Update the Firmware using the Configurator

1. Start the Configurator from the Windows Start menu: Start > Programs - LOYTEC
LINX Configurator > LOYTEC LINX Configurator.

2. Select the menu: Connection - Connect via FTP. This opens the FTP connection
dialog as shown in Figure 232.

Version 7.0

LOYTEC electronics GmbH



LOYTEC Device User Manual

242

LOYTEC

Device Connection Templates

=100

Status Ildle

— Target Device

Name [LIN Station 2

Serial Mo, 076001-80000000 2402

Hosthame or IP Address |1 92.168.2.252

User Iadmin
Password IOOOOO

™ Use secure connection

ssHPat[z2
FTRPot[21
Telnet Port |23—
HTTR Fart [50

Mew

Delete |

Save

:

Connect | Cancel I

Figure 232: FTP connection dialog.

3. In the connection dialog, enter the IP address of the device as well as the admin user’s
password. The default password is ‘loytec4u’ (older firmware versions used ‘admin’).
This can be changed via the Web interface (see Section 3.1) and reset via the console Ul

(see Section 19.2.2).

4. If the device uses other port settings than the standard settings or the device is operated
behind a NAT router, adapt the FTP and Telnet ports accordingly.

5. Click on Connect.

Note: Alternatively, one can also connect via LNS. A firmware upgrade over an FT-10 channel,
however, needs a lot more time to complete than over IP.

6. Optionally, check for updates by selecting the menu Help = Check for updates ....
This function checks for new firmware and Configurator versions.

7. Select the menu: Firmware - Update ...

8. This opens the Firmware Update dialog as shown in Figure 233. Click on the button

_-| and select the firmware image.

—iEix
r~ Task List
| Task | Status |
1 [T Apri products\LING-1200 220N mnware 7O0T5201-LIN 12+ _I Start |
2 [Update device info
3 |Dowrlead firmware
4 [Instal firmware
CU[IlIUi
’7 At | Cloze |

Figure 233: Firmware Update dialog of the Configurator.

9. Click on Start and observe the download progress.

10. When the download is complete, a dialog appears. Click OK.
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11. In the Firmware Update dialog, click Close.

12. The device’s firmware has now been successfully upgraded.

18.2Firmware Update via the Web Interface

The device’s firmware can also be upgraded using the Web interface. This option can be
found in the Config menu under the Firmware item. For more details see Section 3.2.30.

18.3Firmware Update via USB Memory Stick

The device’s firmware can also be upgraded using a USB memory stick. When connecting
the memory stick a pop-up menu opens on the LCD display. For more details see Section

2.6.

18.4Firmware Update of L-IOB I/O Modules

The firmware of a L-IOB 1/0 module can be upgraded through the L-10B host, if the host is
aL-INX or L-ROC device. For doing so, the Configurator needs to be connected to the L-IOB
host to perform the upgrade of all connected L-10B /0O modules.

To Upgrade the L-IOB Firmware over the L-INX

1.

Start the Configurator and connect to the L-INX device, which hosts the L-IOB 1/0
modules.

Select menu Firmware / Update attached LIOB devices.

This opens the Firmware Upgrade dialog as shown in Figure 234 and starts the detection
of all connected L-1OB devices. Using the Upgrade checkbox in the L-1OB Overview
list, it is possible to choose which devices shall be upgraded.

Click on [ to select the L-10B firmware images for LIOB-Connect/FT (LIOB-10x/15x)
and LIOB-IP (L10OB-45x/55x) devices. Observe that there are different firmware images
for these two groups. Click on =/ repeatedly to add more firmware images. The added
firmware images are assigned to the matching L-1OB devices, which is indicated in the
Remarks column. If any of those I/0 modules shall not be upgraded, de-select them in
the Upgrade column.
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-
# ' L-IOB Firmware Upgrade

TR e e S =[S |

L-IOB Scanner

|_l
L-IOB Overview

Bus
LIOE-IP
LIOE-IP
LIOE-IP
LIOE-IP
LICE-IP

Station
1

W W R

Product Code Mame Fmw. MNodelID
LICB-450 V2

LIOB-450
LIOB-450
LIOB-450
LIOB-450

. Remarks i
linx2_a5d3_6_2_0_20170510_0841.d

liob_18x_dux_Six_6_0_4_20170411_1530.dl
liob_18x_dux_Sio_6_0_4_20170411_1530.dl i

620  80:0:0:2f9ch5
6.04  80:0:0:1b:73:8
604  80:0:0:1bi73c
604  80:0:0:1b:7 2o
604  80:0:0:1b:73:4d

liob_18x_dux_Six_6_0_4_20170411_1530.dl

liob_18x_4xx_5x_6_0_4_20170411_1530.d1 .

EEEEES

Firmware Files

Firmware

link2_a5d3_6_2 0_20170510 0941.d| Thprj_products\LINX\firmware\snapshot\lire_lgate_lroc_liobair_586_lipme_6_2_0_20170510_09%41zip

liob_18x 4w 5w _6_0_4_20170411_1530.dl Thpri_products\ IOB\firmware\released\70016033-LI0B_18X_4XX_5XX_Firmware-pkg-6_0_4-20170411\we...

Path

Task List

[ Task
|Download LIOB_IP firmware

Status

|Upgrade LIOB_IP firmware

\Initialize L-IOB devices

|Upgrade LICE IP firmware - single transfer fallback

|Upload package lists

|Create firmware packages

|Download link2_a5d3_6_2_0_20170510_0941d| firmware

|Upgrade linx2_a5d3_6_2_0_20170510_0941d| firmware

W o e W R e

\Initialize L-IOB devices

10 |Upgrade linx2_a5d3_6_2_0_20170510_0941dl firmware - single transfer fallback

11 |Update device info

|:| Force full upgrade

Caontrol

6.

7.

Figure 234: L-10OB Firmware Update dialog of the Configurator
In order to minimize download time, the Configurator effectively upgrades only those
devices that have an older firmware. If that optimization shall be turned off, check Force
full upgrade.
Click on Start.

Observe the download progress. When the download is complete, click Close.

The L-10B firmware of LIOB-45x/55x devices in LIOB-IP device mode can also be directly
updated over IP. This method is faster and also the only possible upgrade method if the L-1OB
host is a LIOB-48x/58x device.

To Upgrade the LIOB-45x/55x Firmware directly

1.

Start the Configurator and connect directly to the L-IOB device using a Web service
Connection.

Select menu Firmware / Update.

This opens a Firmware Update dialog as shown in Section 18.1. Click on the button
and select the L-IOB firmware image. Observe that LIOB-45x/55x devices need a
different firmware than the other models.

Click on Start.
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5. Observe the download progress. When the download is complete, click Close.
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19 Troubleshooting

19.1Technical Support

LOYTEC offers free telephone and e-mail support for the L-INX product series. If none of
the above descriptions solves your specific problem please contact us at the following
address:

LOYTEC electronics GmbH
Blumengasse 35

A-1170 Vienna

Austria / Europe

e-mail : support@loytec.com
Web : http://www.loytec.com
tel : +43/1/4020805-100
fax : +43/1/4020805-99

or

LOYTEC Americas Inc.
N27 W23957 Paul Road

Suite 103

Pewaukee, WI 53072

USA

e-mail: support@loytec-americas.com
Web: http://www.loytec-americas.com
tel: +1 (512) 402 5319

fax: +1 (262) 408 5238

19.2 Statistics on the Console

19.2.1 Connecting to the Console

Use a PC terminal program with the communication settings set to 38,400 bps / 8 data bits /
no parity / 1 stop bit / no handshake. To connect COM1 of the PC to the Console on the
device, use a standard null-modem cable with full handshaking. Power up the device or press
Return if the device is already running. The menu shown in Figure 235 should appear on the
terminal.
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Device Main Menu

Show device information

Serial firmware upgrade

System configuration

CEA-709 configuration

IP configuration

CEA-852 device configuration

CEA-852 server configuration

Reset configuration (factory defaults)
Device statistics

Modbus cofiguration

QO Wo Jo U b WK

[a] Data Points
[0] Reset device

Please choose:

Figure 235: Console Main Menu.

19.2.2 Reset configuration (load factory defaults)

Select item ‘8 in the console main menu. This menu item allows resetting the device into its
factory default state. The menu appears as shown in Figure 236.

Reset Configuration Menu

[1] Reset everything to factory defaults

[3] Reset all passwords
[4] Clear data point configuration
[g] Quit

Please choose:

Figure 236: Reset to Factory Defaults Menu.

Select option ‘1’ to reset the entire device to factory defaults (including error log,
configuration files, passwords etc.). Select option ‘3’ to reset all passwords (Web interface,
FTP server etc.) to factory defaults.

Select option ‘4’ to clear all configured data points, such as CEA-709 network variables or
user registers. This effectively clears the entire port configuration. The device must be
rebooted to let the changes take effect.

Note:

This option does not reset the configuration of the built-in CEA-709 router. The nodes
connected by the router are still reachable after clearing the data point configuration.

19.2.3 Device Statistics Menu

Select ‘9’ from the device main menu to get to the device statistics menu. This menu holds
relevant information regarding the device statistics of the device. This section describes those
statistics, which are not available on the Web Ul. The device statistics menu is shown in
Figure 237. Use this menu only for debugging purposes. There is no need to access this menu
if the network is running smoothly.

Statistics Menu

[4] Show IP statistics

[8] Show DPAL statistics

[9] Show Reg DPAL statistics
[b] BBMD communications test

[g] Quit

Please choose:

Figure 237: Device Statistics Menu on the Console.
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19.2.4 IP statistics

A sample console output is shown in Figure 238.

KKK KKK KKKk KKk INTERFACE STATISTICS KKK KKK KKKk KKk

* Kk Kk Kk Kk lOO * Kk Kk Kk Kk

Address:127.0.0.1
Flags: Up Loopback Running Multicast

Send queue 1limit:50 length:0 Dropped: 0
* Kk Kk Kk Kk etho * Kk Kk Kk Kk
Address:192.168.0.2 Broadcast Address:192.168.0.255
Flags: Up Broadcast Running Simplex Multicast
Send queue 1limit:50 length:0 Dropped: 0
Network Driver Stats for CS8900
rx ready len - 50 rx loaded len - 0
rx packets - 931 tx packets - 165
rx bytes - 78480 tx bytes - 13627
rx interrupts - 931 tx interrupts - 165
rx dropped - 0 rx no mpuf - 0
rx no custers - 0 rx oversize errors - 0
rXx Crc errors - 0 rx runt errors - 0
rx missed errors - 0 tx ok - 165
tx collisions - 0 tx bid errors - 0
tx wait for rdyédtx - 0 tx rdydtx - 0
tx underrun errors - 0 tx dropped - 2
tx resends - 0 int swint reqg - 2094
int swint res - 2094 int lockup - 0

interrupts - 3189

R R R R R R MBUF STATISTICS R R R R R

mbufs: 512 clusters: 64 free: 14
drops: 0 waits: 0 drains: 0
free:461 data:51 header:0 socket:0
pcb:0 rtable:0 htable:0 atable:0
soname: 0 soopts: 0 ftable:0 rights:0
ifaddr:0 control:0 oobdata:0
R R R R R R IP Statistics R R R R R R
total packets received 922
datagrams delivered to upper level 922
total ip packets generated here 158
Destination Gateway/Mask/Hw Flags Refs Use Expire
Interface
default 192.168.0.1 UGS 6 0 0 ethO
62.178.55.77 192.168.0.1 UGH 0 1 3606 ethO
62.178.95.96 192.168.0.1 UGH 0 1 3606 ethO
81.109.145.243 192.168.0.1 UGH 0 1 3606 ethO
81.109.251.36 192.168.0.1 UGH 0 1 3606 ethO
127.0.0.1 127.0.0.1 UH 0 0 0 100
130.140.10.21 192.168.0.1 UGH 1 6 0 ethO
192.168.0.0 255.255.255.0 U 0 0 3 eth0
192.168.0.1 00:04:5A:26:96:1F UHL 7 0 1722 ethO
213.18.80.166 192.168.0.1 UGH 1 148 0 ethO

Kk Kk k Kk Kk Kk kkkk ok TCP Statlstlcs Kk Kk kK kkkkkk

KAXKXKAKKXKAKKK KKK UDP Statistics KAXKXKAKXKKKK KKK

total input packets 924
total output packets 158

KAXKXKKXKAKNKK KKK ICMP Statistics KAXKXKXKKXKKK KKK

Figure 238: IP Statistics.

The IP statistics menu has the additional feature of displaying any IP address conflicts. If the
device’s IP address conflicts with another host on the network, the banner shown in Figure
239 is displayed.

WARNING: Conflicting IP address detected!

IP address 10.125.123.95 also used by device with MAC address
00 04 5A CC 10 41!

Clear IP conflict history (y/n):
Figure 239: IP Address Conflict.
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As useful information, the MAC address of the conflicting host is shown. If the information
about this conflict shall be cleared, enter ‘y’. If ‘n’ is selected, the conflict will show up again
the next time this menu is entered.

19.2.5 BBMD Communications Test

This statistics menu provides a simple test for the user to determine, which of the IP addresses
in the BDT are reachable over IP. The test uses a simple ping method on all IP addresses of
the BDT. A sample result is shown in Figure 240. IP addresses, which reply to the ping
request are shown as 'OK'. Others, that suffer from an error show 'FAILED' including a
comment on what the problem was.

BBMD Communications Test

Address Result RTT (ms) Comment
10.102.77.77:47808 OK 2

10.102.77.78:47808 FAILED n/a No ping reply.
10.102.77.79:47808 OK 1

10.102.77.80:47808 OK 1

Figure 240: BBMD communications test.

19.3Packet Capture

19.3.1 Configure Remote Packet Capture

Remote packet capture is able to capture packets on the Ethernet port and on the MS/TP port.
The MS/TP remote packet capture option is only available, if the MS/TP port is enabled on
the device (see Section 3.2.18). To enable the remote packet capture feature, go to the
Ethernet port configuration and enable Remote packet capture as shown in Figure 241.

Port 1 Port2| |Port3| |Portd4| |LIOB| | Ethernet

V| VNC for LCD UI
TCPAP
Ethernet Switch
v| FTP
V| Telnet
SS8H
Global Connections (CEA-852)
CEA-T09 aver IP (CEA-852)
LIOB-P
HTTP
HTTPS
Remote packet capture
Modbus
KNX
BACnet/IP
OPC XML-DA

Port: 2002 Default: 2002

Authentication: No authentication -

I R EE <

T @ EE

[ Save Settings H Get Settings

Figure 241: Remote packet capture port configuration.

The default Port setting may be changed to the desired port. Normally, this can be left at its
default. If No authentication is selected, the device will allow incoming capture connections
without requiring any credentials. If Username and Password is selected as authentication
method, the client Wireshark will be required to provide valid credentials before the capture
session can be started. Note, that only the users admin and operator are allowed to connect
if this authentication method is selected.
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Click the Save Settings button to save the configuration. The changes take effect and do not
require to reboot the device. The remote capture can also be disabled again without a reboot.

19.3.2 Enable Local Capture

The device provides a local capture feature. With local capture enabled the device logs
packets to an internal ring buffer. The log can be downloaded from the Web interface. To
verify that the device is set up correctly, go to Statistics = Packet capture as shown in

Figure 242.
Available capture ports
Interface Remote capture Local Capture
0 Ethernet ¥ Disabled I 0 captured, 0 dropped
1BACnetMSTP-SNAP  § Disabled [ 0 captured, 0 dropped
Clear Slalistics] [ Clear Files ] [ Reload ] [ Download capture files ]

Capture files:

1/5Files
Okb / 5120kb

Figure 242: Packet capture statistics.

Verify that the Ethernet and optionally the MS/TP capture ports are listed in the Available
capture ports table and that the Remote capture status for these ports reads Disconnected.
If the MS/TP port is not listed on a device that has an MS/TP port, make sure that the MS/TP
port is enabled in the port configuration.

To log offline without a Wireshark attached to the device, click the check box Local
Capture. The device will then start capturing packets and stores them in a ring buffer. The
log file can be downloaded by clicking on the button Download capture files. This stores a
ZIP archive of the packet capture to your local hard drive. Capture files can be cleared by
clicking Clear Files. After a reboot all local capture files are lost.

For local Ethernet capture additional capture filters can be added to narrow down the amount
of logged packets to those of interest. Select the line Ethernet port line and enter a basic filter
expression at the bottom of the page. Then click on Add and add more filters, which all must
apply (AND condition). Finally click on Save Filters to store and activate the local capture
filters. Figure 243 shows an example filter for packets to and from IP address 192.168.24.100
using the ‘Host’ filter. Add the ‘Port’ filter to further narrow down on the TCP/UDP port.

Available capture ports

Interface Remote Capture Local Capture
0 Ethernet.1_(LAN) ¥ Disabled Start | 0 captured. 0 dropped
1BACnet. MSTP.@.Port.2 Disabled Start | Not available

Clear Statistics Clear Files Reload Downlead capture files
Capture files:
075 Files
Okb / 5120kb

Local Filter editor for port "Ethernetr.1.(LAN)"

Host v |is ¥ |192.168.24.100 | Add

Figure 243: Adding local Ethernet capture filters.
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19.3.3 Run Wireshark Remote Capture

The remote packet capture requires the use of Wireshark 1.6.11 with WinPCAP 4.1.2. Please
update your Wireshark installation to this version or use a newer Wireshark version.

To add a remote capture port

1. Open Wireshark and choose the menu Capture = Options... . This opens the Capture
Options dialog as shown in Figure 244,

"l Wireshark: Capture Options E]'E”z'
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [ME
| >
[ capture on all interfaces Manage Interface
Capture all in promiscuous mode k
Capture File(s) Display Options
File: | | [B_rowse...] Update lisk of packets in real time
[ wse mulkiple files lUse pcap-ng format

Automatic scrolling in live capture

Hide capture info dialog

Mame Resolution

7 )
Stop Capture .., Enable MAC name resolution

[ ... after [ Enable netwark name resolution
[ ... after

" )
... after Enable transport name resolution

Figure 244: Wireshark Capture Options Dialog.
2. Click the Manage Interfaces button to open the Add new interfaces dialog.

3. Select the Remote Interfaces tab and click Add as shown in Figure 245.

"l Add new interfaces

Pipes | Local InterFaces' Remote Interfaces '

Remote Interfaces
Hast: 1 MName 4 Hide
Ly |
-
Co ] Com I )
. X

Figure 245: Wireshark Add New Interfaces Dialog.
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4. Enter the correct settings for Host and Port (default 2002) and, if authentication is
enabled, enter Username and Password in the corresponding fields as shown in Figure
246.

5. Note that only the users admin and operator are allowed to connect.

"l Wireshark: Remote Interface E|E|FZ|

Host: 192,168,29,192 v

Port: 2002
Authentication

() Mull authentication
(%) Password authentication
Username: | operator

Password: |esssssss

l oK I Cancel ]
\

Figure 246: Wireshark Remote Interface Dialog.

6. Click OK to retrieve the interface list from the device.

7. If the connection to the device was established successfully, the Remote Interfaces list
will be updated with information about all capture ports available on the device as shown

in Figure 247.
i Add new interfaces o
M Local Interfaces | Remote Interfaces
Remote Interfaces
Host 1 Name 1 Hide
= 192.168.24.150 N
rpcap://[192.168.24.150]:2002/Ethernet [}
rpcap://[192.168.24 150]:2002/BACnet-MSTP-SNAP ] I

g

Delete Apply ‘ Close

Figure 247: Added new interface to Wireshark.

8. Close the Add new interfaces and Capture Options dialogs to return to the main
window.

To Start a Remote Capture

1. Select the created remote interface from the interface list in the main window. It is named
‘Raw Ethernet traffic’ for remote Ethernet dapture and ‘SNAP encapsulated BACnet
MS/TP traffic’ for remote MS/TP capture.

2. Click the Start button as shown in Figure 248.

Version 7.0 LOYTEC electronics GmbH



LOYTEC Device User Manual 253 LOYTEC

"4’ The Wireshark Network Analyzer, [Wireshark 1.8.3 (SVN Rev 45256 from /trunk-1.8)]

File Edit Miew Go Capture Analyze Statistics Telephony Tools  Internals  Help
B W e a4 ¢ % g F BEE aeaeH| &
Filker: | | Expression. ..

Interface List =) Open

Live list of the capture interfaces Open a previoushy captured fle
[counts incorning packets)

Open Recent:
Start

Choose one or more interfaces to capture fram, then Start

A

@ Sample Captures

& tich assortrnent of example capture fles on the wiki

ﬁ Capture Options

Start a capture with detailed options

Figure 248: Start Remote Capture in Wireshark.

3. Wireshark will attempt to establish a connection to the device and, if successful, start
displaying packets. An example capture is shown in Figure 249.

"&! Capturing from Network adapter 'SNAP encapsulated BACnet MS/TP traffic’ on remote node 192.168.29.192: rpcap: 4[192.1 68.“ [

Telephoryy  Tools  Internals  Help

File Edit Wiew Go
E N NN Sk

Filter; |

Capture  Analyze  Statistics

XZTE Ae+0TFLIEE QQAQAE FEMW%| B

- ‘ Expression, ..

Mo, Time Source Destination Protocol Length  Info r

505 49.516 00:00: H°H 00:00:00_00: BACNET 31 BACHET Poll Master

506 459,616  00:00: H*H 00:00:00_00: BACnet 31 BACnet Foll Master

509 45,729 5 H*H (00:00_00: BAChEt Foll Master

510 4 B et E] ‘TP POl

513 45.942 $00_00:00: 100:00_00: BACnet 31 BAChet Poll Master

516 50.056  00:00:00_00:00:00 00:00:00_00:00:01 BACnet 31 Bachet ms /TP PoT1 MasTer

517 50,156 00:00:00_00:00:00 00:00:00_00:00:01 BACnEt 31 BACnet Ms/TP Poll For Master

518 50.256 00:00:00_00:00:00 00:00:00_00:00:01L BACnet 31 BAChet MS/TP Poll For Master b

Frame 510: 31 hytes on wire (248 bits), 31 bytes captured (248 bits) on interface 0
IEEE 802.3 Ethernet
Logical-Link Contraol
BAChet MS/TP, Src (0), Dst (1), Poll For Master
pelta Time: O
8-hbit wvalue: 128
Frame Type: Poll For master (1)
pestination address: 1
Source Address: 0
Length: O
Header CrC: Oxf5 [correct]

ODEE®

0000 00 00 Q0 00 00 0L 00 00 00 00 00 00 00 11 aa aa  ........
0010 03 00 10 %0 00 01 00 00 80 01 01 00 00 00 f3 .......,

O ﬁ Metwork adapter 'SMAP encapsulated BACnet MSJTP traffic’ on remate node 192.168.29.192: rpcap:/i[192.168.2 Packets: 2835 Displayed: 2835 Marked: 0 | Profile: Default

Figure 249: Example MS/TP remote capture in progress.
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