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Abbreviations

100Base-T.....cccovevververrennenns 100 Mbps Ethernet network with RJ-45 plug

Aggregation.........c.ccceverennne Collection of several CEA-709 packets into a single CEA-852
packet

APDU.....c.covvviievcieecen, Application Protocol Data Unit

AST o Alarming, Scheduling, Trending

BACNEL .ccocvivceeeee Building Automation and Control Network

BOOTP ..o Bootstrap Protocol, RFC 1497

CA. e Certification Authority

CAT i Composite Automation Type

CEA-709 ..o Protocol standard for LONWORKS networks

CEA-852 ... Protocol standard for tunneling CEA-709 packets over IP
channels

CN ot Control Network

COV oo change-of-value

CR e Channel Routing

CS e Configuration Server that manages CEA-852 IP devices

DA, Data Access (Web service)

DHCP ..ot Dynamic Host Configuration Protocol, RFC 2131, RFC 2132

DIF, DIFE ... Data Information Field, Data Information Field Extension

DL oot Data Logger (Web service)

DNS ..o Domain Name Server, RFC 1034

DST oo Daylight Saving Time

GMT ..o Greenwich Mean Time

HDD ..ot Heating Degree Days

IP e Internet Protocol

IP-852....ciiiiieieecie logical IP channel that tunnels CEA-709 packets according
CEA-852

LSD TOOl ..coviiiieiee LOYTEC System Diagnostics Tool

MAC ..o Media Access Control

MD5 ..o Message Digest 5, a secure hash function, see Internet
RFC 1321

M-BUS ....oviviriiiinieiieieiens Meter-Bus (Standards EN 13757-2, EN 13757-3)

MS/TP i Master/Slave Token Passing (this is a BACnet data link layer)

NAT L Network Address Translation, see Internet RFC 1631

NV e Network Variable

OPC..ooiiiiievee e Open Process Control

PLC oot Programmable Logic Controller

RNL ..o Remote Network Interface

RSTP ..ot Rapid Spanning Tree Protocol (Standard IEEE 802.1D-2004)

2 Round-Trip Time

RTU .o Remote Terminal Unit

] O Standard Configuration Property Type

SHA .o Secure Hash Algorithm
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SL cieii e Send List

SMTP i, Simple Mail Transfer Protocol

SNTP o Simple Network Time Protocol

SSH. i Secure Shell

SSL v Secure Socket Layer

STP e, Spanning Tree Protocol (Standard IEEE 802.1D)
TLS i Transport Layer Security

UCPT .ot User-defined Configuration Property Type

Ul e User Interface

UTC.oooiieeeee e Universal Time Coordinated

VIF, VIFE......ccooiiiiiinne Value Information Field, Value Information Field Extension
XML it eXtensible Markup Language
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1 Introduction

1.1 Overview

LWEB-900 is an innovative and comprehensive solution for building management. The
software covers the whole sequence of activities, from installation of the building
management system through configuring the devices, all the way to daily operation of the
facilities. Thus, a common user interface is available at all phases of the project.

1B (We2-900 Clent - LCampus (=1 E e
Dstei Benutzer Objekt Trendgrafic Perpekbve Hife

SRS, b %
-3 [ HvahuPlantoos %

Eds
LLOYTEC)

el B

e 3@ | Wilkommen sameiseotor

Figure 1: LWEB-900 Client User Interface

The central component is the LWEB-900 Server, which stores all configuration data in a
database and communicates with the devices of the building management system in real
time. The LWEB-900 Client is the user interface of the building management system. When
a user starts the client, he has to log on to the server before receiving access. Client and
server exchange data using web services only. Due to this system architecture, remote
access is easily possible through firewalls and NAT routers. In addition, differences
between the various field bus technologies (CEA-709, BACnet, DALI, MBus, Modbus,
KNX, etc.) are compensated and the user is presented with a consolidated view of the
separate systems.
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LWEB-900 Server LWEB-900 Clients

LVis
CEA-709 I I/0s DALI
BACnet //.// //,/
. =
| \
=D

Figure 2: LWEB-900 System Architecture

To operate and monitor the building technical equipment a standard web browser can be
used. In this way it is possible to quickly check the status of the building automation system
while travelling. It makes no difference, whether a smart phone, tablet, or PC is used.
Compared to the LWEB-900 Client, the functionality of the web application is limited to
the daily operation of the building and does not include the functionality to install and
configure the system.

Figure 3: Graphical View on a Mobile Device

1.2 Operating and Monitoring

In LWEB-900, all areas of a building are visualized and operated using installation
schematics. Each schematic can consist of a large number of dynamic display elements
which reflect the current status of the facilities. These display elements also include
complex elements like alarms, trend logs and schedules.
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The configuration software to design the graphical representation of the installation is built
directly into LWEB-900. It allows users to easily create dynamic graphics without requiring
any programming knowledge.

1.3 Device Configuration

LWEB-900 manages and configures all LOYTEC devices based on a central database. The
set-up of the devices can be changed very comfortably because the required configuration
software is built directly into LWEB-900. It is also easily possible to update the firmware of
all devices and to perform backups.

1.4 Global Connections

With LWEB-900 it is easy to connect data points of different LOYTEC devices. For this
purpose, a global connection can simply be created and drag&drop can be used to add input
and output data points. LWEB-900 configures all devices which are part of the global
connection accordingly. After the connection has been configured, the devices exchange
data directly over TCP/IP.

1.5 Parameter View

The parameter view allows configuring operational parameters, which are distributed over
multiple devices, efficiently. For example, parameters for room temperature control, light
control, or sunblind control can be organized in different parameter views. Each parameter
view is a matrix where each cell represents a parameter. Parameters can be organized freely
in the matrix depending on space layout and function. In this way, it is possible to e.g.
adjust the running periods of sunblinds across many rooms with a few mouse clicks and
write the new values reliably into the corresponding automation devices.

1.6 Alarming

With LWEB-900, alarms from different sources can be visualized and managed in a
uniform manner. For example, an L-DALI device can generate alarms in case of a ballast
failure or if the emergency light test fails. On the other hand, a L-INX device controls the
air handling unit and triggers an alarm if the V-belt is torn or if the air filter is dirty. In
LWEB-900, these alarms are presented in a common view and the user can acknowledge or
disable them.

When an alarm occurs, one or multiple receivers can be notified via e-mail. A scheduler can
be used to control who is notified about alarms at a specific date and time. If the alarm is
not acknowledged within a configurable amount of time, an alternative action can be
triggered.

1.7 Scheduling

Schedules can be either executed in LOYTEC devices or directly in the LWEB-900 Server.
To optimize the reliability of the system, create schedulers at the same location as the
corresponding control logic. For example, an occupancy scheduler should be executed by
the L-INX automation controller which primarily uses this information, whereas a scheduler
determining which people are notified about alarms should be executed by the LWEB-900
Server.

Version 3.0
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LWEB-900 offers the unique possibility of organizing schedules in a hierarchical way,
independently of where they are executed. The resulting tree structure permits defining
entries which apply to all schedulers or only a subset. For example, a standard occupancy
schedule can be defined for a whole building. This global schedule can be modified for
certain areas of the building. The area specific entries can in turn be supplemented by room
specific entries.

After the schedule hierarchy has been defined, LWEB-900 calculates the resulting
configurations. If a scheduler is executed by in a LOYTEC device, LWEB-900 downloads
the configuration.

1.8 Trending

LOYTEC devices can record the value of data points over time. However, the memory
available on a device is limited. LWEB-900 overcomes this restriction by reading out the
trend data from the devices periodically and storing everything in the database.

A user can also create ad-hoc trend logs directly in LWEB-900. This is the fastest way to
create a trend log. One simply selects a data point and activates trending using the context
menu. LWEB-900 periodically polls the data point value from the device and stores the
value in the database.

Trend logs can be viewed either as tables or as charts. Especially for trend charts, a large
number of customization options are available.

1.9 Reporting

LWEB-900 can create reports based on trend logs. Reports can be used, for example, to
document the energy consumption in a building. The generation of a report can be triggered
in one of the following ways:

e Periodically: Reports can be generated daily, weekly, monthly, or yearly.

e Event: The change of a data point value can trigger a report.

e Manually: A report can be triggered manually by the user.

Reports can be generated in PDF, Excel, or Word format. They can be automatically
distributed via e-mail.

1.10Integration of Web Cams

LWEB-900 can integrate web cams supporting the ONVIF standard. The local subnet
scanning feature detects cameras automatically and reduces configuration -effort
significantly. The live image of a camera can be added to graphical views. LWEB-900
automatically detects the capabilities of a camera and maps events (e.g. motion detection,
people counter information) and commands (e.g. PTZ control) to data points. LWEB-900
does not record videos itself but can command a camera to start recording when an alarm
occeurs.
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1.11 Multi-Site

This feature allows accessing multiple LWEB-900 Servers located at different sites with a
single LWEB-900 Client. It is possible to create a common graphical view showing data
from the different servers. Devices, alarms, and users can be managed across the sites. To
enable this feature the LWEB-900-MS license needs to be installed on each LWEB-900
Server.

1.12Multi-User System

LWEB-900 provides a separate work environment for each user. A user has to log on to the
system and is presented with a perspective tailored to his individual requirements. A
perspective defines which windows are open and how they are arranged. In this way, a user
can define separate perspectives which are optimized for different tasks and quickly switch
between them.

LWEB-900 uses access control lists to define which operations a user can perform on a
certain object (e.g. folder, data point, graphical view, parameter view, trend chart). To
speed up the access right configuration, access control lists can be inherited from parent to
child objects.

1.13Event Log

All events are logged by LWEB-900 in the database. Events include alarms, alarm
acknowledgements, log-in and log-out of users, change of operational parameter, change of
device configuration, system messages, etc. The event log view offers a large variety of
filters to efficiently analyze all activities in LWEB-900.

1.14Licensing

The license limits the number of devices which can be managed by LWEB-900. Different
license options are available, starting with 10 devices up to an unlimited number of devices.
The license also restricts the maximum number of concurrent LWEB-900 Clients and
LWEB-802/803 Clients (access for end user via web browser or Windows application). The
standard license includes 5 LWEB-900 Clients and 20 LWEB-802/803 Clients.

1.15Supported Devices

The LWEB-900 Server supports the LOYTEC devices shown in Table 1. Devices from
other manufacturers can be integrated if they support BACnet.
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Product code OPC BACnet | Comment

LINX-100 + - Full support.

LINX-101 + - Full support.

LINX-102 + - Full support.

LINX-103 + - Full support.

LINX-110 + - Full support.

LINX-111 + - Full support.

LINX-112 + - Full support.

LINX-113 + - Full support.

LINX-200 + + Full support.

LINX-201 + + Full support.

LINX-202 + + Full support.

LINX-203 + + Full support.

LINX-210 + + Full support.

LINX-211 + + Full support.

LINX-212 + + Full support.

LINX-213 + + Full support.

LINX-215 + + Full support.

LINX-120 + - Full support.

LINX-121 + - Full support.

LINX-150 + + Full support.

LINX-151 + + Full support.

LINX-153 + + Full support.

LINX-154 + + Full support.

LINX-220 + + Full support.

LINX-221 + + Full support.

LIP-ME201 - + The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-ME201C - + The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-ME202C - + The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-ME204 - + The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-ME204C - + The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-xECTB - - The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-xxECTB - - The device has no OPC XML-DA server. Therefore

data point values cannot be displayed in LWEB-900.

LIP-xxxXxECTB

The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-xxECRB - - The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-xECTC - - The device has no OPC XML-DA server. Therefore
data point values cannot be displayed in LWEB-900.

LIP-xxECTC - - The device has no OPC XML-DA server. Therefore

data point values cannot be displayed in LWEB-900.

LIP-xxxXECTC

The device has no OPC XML-DA server. Therefore
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data point values cannot be displayed in LWEB-900.

LROC-100 + + Full support.
LROC-101 + + Full support.
LROC-102 + + Full support.
LROC-400 + + Full support.
LROC-401 + + Full support.
LROC-402 + + Full support.
LGATE-900 + + Full support.
LGATE-902 + + Full support.
LGATE-950 + + Full support.
LGATE-951 + + Full support.
LGATE-952 + + Full support.
LDALI-E201-U, + + Full support.
LDALI-ME201-U

LDALI-ME204, + + Full support.
LDALI-ME204-U

LDALI-3E101, + - Full support.
LDALI-E101-U,

LDALI-3E101-U

LDALI-3E102, + - Full support.
LDALI-3E102-U

LDALI-3E104, + - Full support.
LDALI-3E104-U

LDALI-PLC4 + + Full support.
LVIS-3E100 + - Full support.
LVIS-100-RE + - Full support.
LVIS-ME200 + + Full support.
LVIS-3E112 + - Full support.
LVIS-3E115 + - Full support.
LVIS-ME212 + + Full support.
LVIS-ME215 + + Full support.
LVIS-3ME7-G1, + + Full support.
LVIS-3ME7-G2

LVIS-3ME12-Al + + Full support.
LVIS-3ME15-A1, + + Full support.

LVIS-3ME15-G1,
LVIS-3ME15-G2,
LVIS-3ME15-G3

LIOB-100 - - The device is connected to a LINX-xxx via
LIOB-CONNECT.

LIOB-101 - - The device is connected to a LINX-xxx via
LIOB-CONNECT.

LIOB-102 - - The device is connected to a LINX-xxx via
LIOB-CONNECT.

LIOB-103 - - The device is connected to a LINX-xxx via
LIOB-CONNECT.

LIOB-131 - - The device is connected to a LINX-xxx via
LIOB-CONNECT.

LIOB-150 - - The device is connected to a LINX-xxx via LIOB-FT.
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LIOB-151 - - The device is connected to a LINX-xxx via LIOB-FT.

LIOB-152 - - The device is connected to a LINX-xxx via LIOB-FT.

LIOB-153 - - The device is connected to a LINX-xxx via LIOB-FT.

LIOB-154 - - The device is connected to a LINX-xxx via LIOB-FT.

L10OB-450 - - Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

LIOB-451 - - Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

L1OB-452 - - Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

LI1OB-453 - - Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

LIOB-454 - - Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

L1OB-480 + - Full support.

L1OB-481 + - Full support.

L1OB-482 + - Full support.

LI1OB-483 + - Full support.

L1OB-484 + - Full support.

L1OB-550 + + Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

LIOB-551 + + Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

LI1OB-552 + + Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

LI1OB-553 + + Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

LI1OB-554 + + Supported as stand-alone device in LonMark Mode
or connected to a LINX-xxx via LIOB-IP.

L1OB-580 + + Full support.

L1OB-581 + + Full support.

L10OB-582 + + Full support.

L1OB-583 + + Full support.

L1OB-584 + + Full support.

LI1OB-586 + + Full support.

LI1OB-587 + + Full support.

LI1OB-588 + + Full support.

LI1OB-589 + + Full support.

LIOB-AIR1 + + Full support.

LIOB-AIR2 + + Full support.

LIOB-AIR13 + + Full support.

L-STAT - - This device is connected to a L-INX or L-ROC via
Modbus.

Table 1: Supported LOYTEC Devices.
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1.16Scope

This document covers the LWEB-900 software. The LOYTEC devices and their
configuration software are beyond the scope of this manual. Please refer to the device
specific user manuals for additional information.
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2 What’s New in LWEB-900

2.1 New in LWEB-900 3.0.0

This section describes the major changes and new features. For a full list of changes, refer
to the Readme file.

Video integration

LWEB-900 can integrate Vivotek cameras and web cams supporting the ONVIF standard.
The possibility to scan the local subnet to detect cameras reduces the configuration effort.
The live image of a camera can be added to graphical views. LWEB-900 automatically
detects the capabilities of a camera and maps events (e.g. motion detection, people counter
information) and commands (e.g. PTZ control) to data points. LWEB-900 does not record
video itself but can command a camera to start recording if an alarm occurs. Section 6.30
describes how to use this new feature.

Multi-Site

This feature allows accessing multiple LWEB-900 Servers located at different sites with a
single LWEB-900 Client. It is possible to create a common graphical view showing data
from the different servers. Devices, alarms, and users can be managed across the sites. To
enable this feature the LWEB-900-MS license needs to be installed on each LWEB-900
Server. Refer to Section 6.31 for details.

M&V report

A new type of report has been implemented: M&V (Measurement and Verification) reports
allow quantifying savings delivered by an energy conservation measure.

Discover LOYTEC devices
LOYTEC devices can now be discovered automatically instead of adding them manually.

Select the folder Network/Devices or a subfolder and choose New = Discover devices
from the context menu.
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Device Discovery X
Adapter: Ethernet
IP address: | 169.254.23.24

Discover Devices...
Registering Device Name Model Serial Number
“ Not in project: 9 device(s)
Not in project LDALI-DG LDALI-ME20x-U 025004-000AB005B399
Not in project LDALI-EG LDALI-ME20x-U 025003-000AB00S14E3
Not in project LDALI-KG LDALI-ME20x-U 025004-000AB005B3...
Not in project LDALI-0G LDALI-ME20x-U 025004-000AB005B7...
Not in project LINX-DG-Floor LINX-212 029502-000AB0050B87
Not in project LINX-DG-Weather LINX-212 029503-000AB0051507
Not in project LINX-EG-AC LINX-212 029503-000AB0051527
Select all Cancel

Send messages to connected LWEB-900 Clients

Figure 4: Discover LOYTEC devices

It is now possible to send a message from the LWEB-900 Server Ul to connected clients:

e Send message to specific projects: Select the projects and choose Send Message

to Project from the context menu.

o Send message to all projects: Select File & Send Message To All Running
Projects from the menu.

Send Message To Project... X

To project(s):

Text:

Sending mode:

Expiration mode:

Building 1, Default LWEB-900 Project, LOYTEC_Demo_Project

Shutting down LWEB-900 Server in 10 minutes

@ Immediate

Immediate

On date

On date

@ On project stop

Send Cancel

Create an alarm conditio

Figure 5: Send Message to Projects

n

It is now possible to define alarm conditions for LWEB-900 data points (data points inside
the System folder or data points of cameras). To create the alarm condition, right-click on
the date point and select Create Alarm Conditions from the context menu. The alarm is

reported to the LWEB-900 alarm server.
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Create Alarm Conditions... x

/| Enable alarm conditions
+| Low limit: -100
Alarm message:  Low Limit Alarm
+| High limit: 100
Alarm message: |Hight Limit Alarm
Deadband: 10

Clear message: Alarm Cleared

Min. cond. duration: Ds
Remove Cancel

Figure 6: Create Alarm Condition

Alarm acknowledgment

In the project properties, a list of predefined alarm acknowledgement comments can be

configured.
Project properties

Outgoing mails Incoming mails Identification key Database Log Limitations Alarming BACnet Multi-site

Comment
Predefined comments: 5 = ¢ Add a Predefined Comment
Defective sensor - reported Enter a comment:

Faulty equipment - reported

Ok Cancel

V| Comment is optional for acknowledgement of alarms with a priority lower or equal than the following priority:

V| Comment is required for acknowledgement of alarms with a priority higher than the following priority:
Priority: | 128 0 (high) ... 255 (low)

Sound

| Play the following sound on new alarm:

Apply Ok Cancel

Figure 7: Predefined Alarm Acknowledge Comments

Alarm notification

The alarm notifier offers better control over alarm transitions: you can now separately
specify if you want to send a notification if the alarm is triggered (Alarmed), acknowledged
(Acked), or cleared (Cleared).
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New Alarm Notifier... - O x
Properties | Alarm Servers & Filtering Alarm Receivers

Commen properties
Name: Alarm Notifier

Description:

Notification properties

Notified transition: | Alarmed | Acked Cleared
Acknowledgment timeout: | 0 Second
Aggregation time: 10 Second Min, send time: | 0 Second

Templates Properties

New Edit Delete

Cancel

Figure 8: Alarm Notifier

You can include values of any data point in the alarm message. Right click in the template
body and select Additional DP Value from the context menu.

Project backup

It is now possible to create a project backup not only in the LWEB-900 Server Ul but also
in the LWEB-900 Client Ul. In the LWEB-900 Client, select File & Backup project from
the menu.

New user interface

The user interface of the LWEB-900 Client and Server was improved. It is now possible to
magnify/shrink views by double-clicking on their title bar. To reduce the memory usage,
views are automatically unloaded if they are in background for more than 15 minutes and
the memory consumption is more than 900 MB.

Execute tasks in background

Tasks that can take a long time (e.g. firmware update of multiple devices) can be executed
in the background while you continue with other work.

Localization

The LWEB-900 user interface has been localized in Spanish.
Security

A number of changes have been implemented to improve security:

e Support TLS 1.2 protocols for the HTTPS communication with the LWEB-900
Server was implemented.

e  Check if default admin password is used and propose to change it
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An icon indicating secure/unsecure connections has been added to the drop-down
list of project connections in the login dialog.

The security level of each connected client is displayed in the LWEB-900 Server
statistics dialog.

When creating a new certificate, the lifetime can be configured.

Support for multi domain/IP certificate has been added.

Navigation view and object list view

The navigation and object list view now display the folder description in parenthesis next to
the folder name. This is especially useful for L-10OB and L-DALI devices.

4 [@@ LoB
4 [ LI0B-102_1

» Gl U (WC EO5W)
@ V12 (WCEOSE)
@ U3 (WC E0O6 W)
@ U4 (WCEOG E)
@ UI5 (WCE07T W)

v @@ UI6 (WCEO7E)
Wl AO1 (Unused)

I [ AO2 (Unused)

Figure 9: Folder Description

It is now possible to rename objects quickly using the F2 key.
Master Device Manager

A number of improvements have been implemented in the device management:

Automatically backup device configuration before any firmware update

Check firmware compatibility prior to restoring device configuration from backup
In firmware selection dialog, display highest/most recent versions first

Added information about version of firmware available on LOYTEC web-site
Added columns showing last device backup and remote configuration status
Added possibility to filter devices by their type

Improved sorting of devices

Remember sort order and column widths

Graphical view

A new file format for graphical views has been implemented. The Iweb3 file format allows
the client application to load only resources that are currently displayed. Therefore,
graphical views with a large number of pages are possible.

Parameter view

A number of improvements have been implemented for the parameter view:
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e  Support structured parameters
e  Multiple parameter view templates can be imported in one step

e If no values are available in the database (new parameter view), the default
parameter values from the device configuration are displayed.

e Allow to multi-select cells and reset their row/column name
e  Speed-up scrolling of view content
Web browser view

It is now possible to define a user name and password in the properties of the web browser
view.

User management dialog
A number of improvements have been implemented in the user management dialog:
e Allow sorting users and groups
o Automatically scroll user list to newly created user
o Allow to delete LDAP users which are member of a Windows group
L-Studio support
The import of L-Studio projects has been improved:
e  Speed-up detection of changes and overall import process
e Itis now possible to abort the import of an L-Studio project

e Added possibility to create L-Studio graphical view folders from within the folder
selection dialog

e Added option to ignore changes made in L-Studio about device communication
properties

Graphical views imported from L-Studio can now be copied as server or device graphical
views.

LWEB-900 Server data points

Two new system register have been added to track the resource usage of the LWEB-900
Server process: LWEB-900 Server CPU Load and LWEB-900 Server Memory Usage

User registers in the folder System/User Registers support the type String.

2.2 New in LWEB-900 2.2.0

This section describes the major changes and new features. For a full list of changes, refer
to the Readme file.
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Parameter View

In the previous version of LWEB-900 the parameter view could contain only data points of
LOYTEC devices which were marked as parameters in the device configuration software.
The new parameter view in LWEB-900 version 2.2.0 can contain any data point of
LOYTEC devices or BACnet properties of third party devices.

The workflow to create and edit multiple parameter views from templates was improved:
You can select multiple parameter view templates and drag them to a folder in the
navigation view to instantiate them. It is also possible to select multiple parameter view
instances and edit their properties together.

Master Device Manager

The master device management view was reworked completely:

e Itis now possible to configure which columns are displayed in the device list.

e Multiple master device management views can be saved as objects in the
navigation view.

e  The device backup schedules have been moved from the master device manager to
the folder “System/Backup Schedules™.

e  Support for firmware update of L-STAT devices has been added.

e Firmware ZIP archives which support multiple firmware files are supported.
Object Properties
Instead of displaying properties of objects (e.g. properties of chart views) in modal dialogs,
they are now displayed in separate views. This allows opening multiple properties views
side-by-side and copying values between them.

Object List view

The object list view is no longer split into multiple pages. Instead the object list view is an
endless list and objects are loaded only when needed.

Filter

Several views (e.g. alarm view, event view, master device manager view) support custom
filters. It is now possible to save and edit multiple custom filters.

Project management

The upgrade procedure for old LWEB-900 versions has been improved. Because the
upgrade can take a long time for large data bases, detailed progress information has been
added. Before the upgrade is performed, a backup is performed automatically.

Trending

A possibility to add corrections for trend log values has been implemented. This feature is
useful when trending energy consumption and the energy meter needs to be replaced. The
new energy meter will start with a counter value which is different from the last value of the
replaced meter. To correct the value, right click on the first value of the new energy counter
in the trend log view and add a log correction. In the trend log view, you can display both
the raw values of the energy counter and the corrected values. Chart views, graphical views,
and reports use the corrected values.

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 25 LOYTEC

The custom filter for trend log views has been improved. It is now possible to filter by log
item.

Chart view templates
Chart view templates are useful if you need to create multiple chart views with identical

settings but which display different trend logs. They can be created in the folder
“Library/Chart View Templates”. The concept is similar to graphical view templates.

2.3 New in LWEB-900 2.1.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

File objects

LWEB-900 allows you to store files on the server and to link them to other objects or to
alarms. File objects can be added below the folder “Library/Files”. Files can be organized in
user defined folders. Refer to Section 6.21 for details.

Windows authenticated users

LWEB-900 can now connect to an Active Directory server which performs the user
authentication. Refer to Section 6.27 for details.

BACnet custom objects

The BACnet standard defines standard objects and their properties. However, many
BACnet vendors extend those standard objects with custom properties. Other vendors
define new object types with a complete new set of properties. When LWEB-900 scans a
BACnet device and its objects, it gathers all available information and creates a new object
type definition if it does not yet exist. All object types can be modified using the Types &
Properties editor. To access the object type definitions, select Properties from the context
menu of the project node in the navigation view, switch to the BACnet tab, and select
Types & Properties.
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Properties of Project 'LCampus’...

=]

| Cutgeing mails | Incoming mails | Identification keyl Database Log Limitations | Alarming | BACnet |

Enable BACnet

Vendors o {l ¢Z|

| Communication | Time Master | Types & Properties |

Object Types =F

" ¢ Loytec b= g

DS1_Blinds_Output =

3

By b= g

D51 _Light Output_Analog =P

» ¢ Standard 4 4

D51_Light_Output_Binary =

COV Increment

Description

Device Type

COV DS1_BA_Prototype

D51 Binary_Present_Value

Id:

Mame: ¢ | D51_Binary_Present_Value

5070

Type: Simple type 7-GenericEnumerated
Direction: |In

Cpticnal:

¢ DS1_Binary_Threshold

7-GenericEnumerated

7-Siemens-BA_Blind_Position

7-Siemens-BA_Commissioning_State

7-Siemens-BA_Last_Moving_Direction

7-Siemens-BA_Lifecycle State

7-Siemens-BA_Present_Priority_Array_Index

7-Siemens-BA-Actuator-Type

7-Siemens-BA-Blind-Command

7-5iemens-BA-Blinds-Cutput-Command

7-Siemens-BA-Lighting-Command-MP1.1

TR STR TR AR ST ST SR AR ST~ =

7-Siemens-BA-Lighting-Output-Command

©

& BA-ObiPrototvpel:
7 ) YP!

[ Ok | (Cancel] [ Apply |

Figure 10:

Favorites

Types & Properties Editor

Navigation View S

4 [ English
4 [ Favorites
+ [ BG3s

+ [ sG37
|:E‘|z)| Watch

Figure 11: Favorites

Client Notification Alarm Receiver

Each user has his own Favorites folder in the navigation view. You can drag and drop any
view into the Favorites folder to speed up access to frequently used views. The Favorites
folder can be organized using sub-folders.

The alarm notifier can now be configured to display a pop-up message when an alarm
occurs. Figure 12 shows an example. Refer to Section 6.14.3 for details.
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-
E Motification on test, localhost for administrator = | B -

2 notification, 0 unread
F ALARM NOTIFICATION 4/7/2016 9:03:37 AM

Everyone

Alarm List Device Faults

F ALARM NOTIFICATION 4/6/2016 3:46:38 PM
Popup messsage Device Fault

Alarm Time: 07.04.2016 09:03:37
Device: LINX-AD
Alarm State: active

Close

Figure 12: Alarm Notification Pop-Up

Parameter view improvements

The parameter view can now check if parameter values are different on the device and in
LWEB-900. It highlights these differences and allows resolving the conflicts.

M Broken parameter link B Modified parameter value [ Copied parameter value [ Conflict of parameter value between view and device
s 5o
c@‘\ :PQQ@ ’@\‘3’
Row Name | R
0 | E001 Room ECO1 | 20 10 = 30 300 |-- 9500 | -- a
1 | E002 RoomE02 20 10 = 30 300 |-- 900 | -- 0.5
2 | E003 Room EC3 | 20 10 = 30 300 |- 900 | -- 0.5
3 | E004 Room EO4 | 20 10 = 30 300 |-- 900 | -- &
4 | E005 Room EO5 | 20 10 = 30 300 |-- 900 | -- il
5 | E006 Room EC6 | 20 10 = 30 300 |-- 500 | -- 0.5
6 | E0O7 Room EO7 | 20 10 = 30 300 |-- 900 | -- @
7 | E008 Room E08 20 10 - 30 00 |-- 00 | -- LINX151-BG35-EG:Datapoints/User Registers/RI6/HC/hcOSlastHeatFactor
8 | E009 ReomE09 |20 [10 |- [30 [300 [-- [o00 ;::::J:E::lsn.ﬁznoz
9 | E010 = 20 10 = 30 300 |-- 900 | -- T T

Figure 13: Parameter Merge

A parameter view can be based on a template. Use parameter view templates to create
multiple parameter views with the same parameter names but different paths. The parameter
view template defines the parameter view columns and specifies a search pattern for each
column. Refer to Section 6.12.3 for more details.

Chart view improvements

Several improvements have been implemented for the chart view. The chart view does no
longer require a size configuration in pixels. Instead it automatically adjusts to the available
view size. A new option to scale the range of the y-axis automatically depending on the
displayed values is available.

Reporting improvements

A number of improvements have been made to reports:

e Itis now possible to configure the colors used in the report for the trend logs.
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e A new build-in report template has been added. The generic report template
contains one data group. It allows specifying what charts and tables are used to
display data.

e New parameters have been added to existing templates to make them even more
flexible. It is now possible to decide which part of the reports should be visible and
which should be hidden. It is also possible to add a company logo to the reports.

e The dialog to select a report template has been improved. It now displays a
preview of the report templates.

e When triggering a report manually, it is now possible to specify if an e-mail should
be sent to the configured e-mail receivers or not.

Limit number of parallel file transfers

The device communication profile (see Section 6.24) has a new configuration option to
limit the maximum number of parallel file transfers. Files need to be transferred to/from a
device for firmware upgrades, backup, restore, parameter download/upload, global
connections download/upload, etc. The new WLAN device communication profile has been
added. The number of concurrent file transfers has been set to 1 for this profile to limit the
traffic on wireless networks.

Communication statistics

The LWEB-900 server Ul provides detailed communication statistics. To display the
statistics select the menu File - Statistics. The following information is provided:

e OPC Server: To provide data updates to clients, the LWEB-900 Server acts as
OPC XML-DA server. This tab displays the statistics for the communication
between LWEB-900 Server and clients.

e OPC Client: To get data updates from the devices, the LWEB-900 Server acts as
OPC XML-DA client. This tab displays the statistics for the communication
between LWEB-900 Server and devices.

e Connected Clients: This tab displays the clients which are currently connected to
the LWEB-900 Server.
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f h)
[E LWEB-900 Statistics =NACE X

| OPC Server ‘ OPC Client | Connected Clients

Summary Value Rate
Starting time 4/5/2016 4:52 PM
Connectior‘l&accepted 16,299 022/s
Connections rejected (no Authentication) 0 0.00/s
Connections rejected (Authentication failed) 0 0.00/s

b SOAP requests 16,299 0.22/s

I SOAP responses 16,299 022/s
Bytes received 8141434 111.85 B/s
Bytes sent 10,631,921 146.06 B/s
Active subscriptions 1

Subscripticn Handle State

I Project: test

Clear Statistics |
[C] Live update Refresh ‘

Figure 14: Communication Statistics

Certificate management

The certification management for secure communication has been improved and has moved
to a separate tab in the LWEB-900 Server Ul preferences. LWEB-900 now supports the
SHA-2 hash algorithm.

Licensing

The licensing now also takes the number of connected clients into account. The license
restricts the maximum number of concurrent LWEB-900 Clients and LWEB-802/803
Clients (access for end user via web browser or Windows application). The standard license
includes 5 LWEB-900 Clients and 20 LWEB-802/803 Clients.

Device management

The following new LOYTEC devices are now supported: LDALI-3E102-U, LDALI-3E104-
U, LDALI-ME204-U, LDALI-ME201-U, LDALI-3E101-U, LROC-101, LROC-400,
LROC-401, LROC-402, LIOB-AIR2, LIOB-AIR13, LIOB-586

The master device manager can now import .zip archives containing the firmware for
multiple devices.

2.4 New in LWEB-900 2.0.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.
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BACnet

LWEB-900 implements the BACnet communication protocol. The BACnet technology
offers a standardized interface to devices from other manufacturers. LWEB-900 supports
the following BACnet functionality:

e Scan BACnet network to find BACnet devices and their objects.

e Monitor and modify the value of all BACnet object types, including all required
and optional properties.

e Display and acknowledge BACnet alarms in alarm view.

e Configure BACnet scheduler and calendar objects using the master schedule
configurator.

e Display BACnet trend logs in list view, chart view, or report.
o Distribute time into the BACnet network as BACnet time master.
e Reset BACnet devices.
e  Backup and restore the configuration of BACnet devices.
Refer to Section 6.5 for details.
Print

The toolbar of the different LWEB-900 views allows printing the current content.

‘ ool 141 @ (AllEnabled Alarms v | ([ < [11] 00 | G 2

| @ Lcampy] Print.. (At+P) |

Figure 15 : Print LWEB-900 Client View

Kiosk mode
The LWEB-900 Client now supports a kiosk mode with the following properties:

e LWEB-900 Client is displayed in full screen mode

e  The Windows task bar is not visible
Default user
LWEB-900 allows defining a default user which has no password and no auto-logout. If no
username and password is specified in the login-in dialog, the LWEB-900 Client logs in the
default user. If a standard user logs out (auto-logout or manual logout), the default user is
automatically logged in.

LWEB-900 Client command line options

Using the LWEB-900 Client command line options it is now possible to start the LWEB-
900 Client automatically (see Section 6.1.3).
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Navigation view

The navigation view now displays all objects. For example, data points which were
previously visible only in an object list view are now displayed also in the navigation view.
A single click on an object in the navigation view no longer switches the context of the
active view in the document area. Use the bread crumb navigation bar instead. It is also
possible to drag a folder from the navigation view to the bread crumb navigation bar.

Display values for all data points

LWEB-900 can now display the values of all data points. Only OPC data points and
BACnet properties are refreshed automatically. Use the refresh button to update the values
of other data points.

Reorder objects in object list view and watch view

Objects in the object list view and watch view can be reordered using drag-and-drop.
Search

The search dialog has been improved. It allows now to search for all object types. In
addition it is possible to combine search parameters using AND, OR, and NOT operators.
Refer to Section 6.9 for details.

Identification key

The identification key can be assigned based on data point names or descriptions (see
Section 6.8). The identification key can be displayed as a column in the event view (see
Section 6.19).

Graphical views

Using a Show page action, it is possible to create buttons in a graphical view which link to

other views. Figure 16 shows how to drag a view and drop it on the action object in the tree
view of the L-VIS Configurator.

Note

The Show page action works inside the LWEB-900 Client. When using a web browser to
display a graphical view, only links to other graphical views or chart views are supported.

| Nevigation View ~1 72 Page Links® >
+ @ LOVIEC Demo BR& D ‘@ HC | ngH ) AT 6L LWEE Editor Format

General | Comman Properties | Mapping | Data Paint | coior | Action

Execute Action
Sheow page v| on |towh

B

) Global Objects 15 Executs once - tiues, wting 100 ms after each tine

23 Templates o

Opior

Vsl

[ Master schedbles . Sound buzzer at | 1000 Hz for | 1000 ms

Drag view and drop on action

L)LOYTEC

wrw loytec.com

# Home Unk jueb: flocahostiReportview?id=142865 Select...
g Library

B System

k Network

Figure 16: Show Page Action

Alarming

The project settings contain a new Alarming tab which allows configuring that users have
to enter a comment when acknowledging alarms with a priority higher than a certain value.
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Properties of Project 'LCampus’... @

Outgoing mails | Incoming mails | Identification key | Database Log Limitations | Alarming | BACnet

Comment

¥ Alarms with a priority higher than the following pricrity can only be acknowledged with}
a comment: i

Priority: 128 0 (high) ... 255 (low)

[ ok | .Cancell

Figure 17: Alarming Configuration

The subject of alarm notification e-mails is now freely configurable. Two new timing
parameters have been added to the alarm notifier object:

e Aggregation time: This parameter defines the time period in which LWEB-900
collects alarm notifications before it sends an e-mail. All alarm notifications
occurring during this time are included in the e-mail. Use this setting to receive
related alarm notifications in a single e-mail.

e Min. send time: This parameter defines the minimum time that elapses between
two e-mail notifications. If alarm notifications occur more often, they are
postponed and sent after the minimum send time. Use this setting to limit the e-
mail transmission rate.

Master scheduler

The configuration of the default preset has been changed. The master schedule configurator
now uses the new features of the current LOYTEC device firmware to set a default preset
instead of using a default event with low priority.

Trending

The properties of chart views allow configuring a scale factor for data records. The data
records are multiplied with this factor before displaying them. Example: To convert Wh into
kWh enter, configure the scale factor 0.001.

A server trend log can be temporarily disabled using the Disable Trend Log option in the
context menu. When the trend log is disabled, the LWEB-900 Server does not record the
attached data points. A disabled trend log can be enabled with the Enable Trend Log menu
entry.

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual

33

LOYTEC

To search for specific records in the trend log view, click on the Filter Log Data button in
the toolbar. The filter dialog allows you to combine multiple conditions with AND and OR
operators. The example in Figure 18 finds all data records of the data point
“nvoHCroomTemp” with a value less than 20.

Reporting

Filter Log Datas...

HAHKX

4 [F AND, all must match =p
[ Record Type is Data Record
[ Ttem (Index) is rvoHCroomTemp (0)
7 Value < 20

Cancel |

Figure 18: Trend Log Filter

The new energy signature report template gives a quick overview of the energy performance
of a building. It shows the correlation between energy consumption and heating degree
days. Heating degree days (HDD) are calculated from the outside temperature and are a
measure of how much the outside air temperature was below a certain base temperature.

1400
1200 H
1000 H
8004
600+
400
200
0 e
-200

Energy [kvwh]

Energy Consumption 0G2

0.00

200.00 400.00
HDD 2012 [C]

Figure 19: Energy Signature

* 0Gz2

Linear Regression:

-8=-22.36
-b=225
- r=08675

The stacked column chart report template has been updated to include a pie chart.
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Energy Consumption

2004 il

150+

100+

Energy [kih]
[2.] dway

i

25

'IliI!..l"ll T

Avg Temp [ KG DG M oc3 W OG2 0G1 WM EG

Energy Consumption

Energy [kWh]
W OG2:857.62 (37.13 %)
W EG: 534.74 (22.35 %)
BN OG3:526.41 (22.53 %)
DG: 286.13 (11.39 %)
0G1: 142.00 (8.08 %)
W KG: 0.00 (0.00 %)

Figure 20: Stacked Column Chart

L-Studio support
LWEB-900 can import L-Studio projects (see Section 6.29).
Localization

The LWEB-900 user interface was localized in French and Chinese. It now supports the
following languages:

e English
e German
e French

e  Chinese (Traditional)

Client user interface

Most LWEB-900 views have a toolbar and bread crumbs navigation. You can hide those
bars using the context menu of the tab.

S Home |
Mg
Close All But This
[ test » Float
Mame Dock as Tabbed Document
@ admi Hide Toolbar
% oper: Hide Bread Crumbs Navigation

Figure 21: Hide Toolbar and Bread Crumbs Navigation
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Web access

The LWEB-900 web access can now display chart views in addition to graphical views. The
dialog to select the view was improved to shows the tree structure of the LWEB-900
project.

(5] . .
Graphical views
LCampus

VIE 61

Weather
2015-02-24T08:46:03+01.00 - 9346 bytes

BG35 M
HC 1
SB 2
VE 2
LI 1
NE 1
EN 2

EnergyDashboard

2014-12-21T14:29:00+01:00 - 274875 bytes

Power BG35
2014-11-14T15:11:08+01:00 - 596761 bytes

SA 1
Floorplan 18
BG37 18

Heating System LOYTEC
2015-01-27T08:51:43+01:00 - 13897 bytes

Figure 22: Graphical View List

2.5 New in LWEB-900 1.3.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

Reporting
LWEB-900 can now create reports based on trend logs. Reports can be used, for example,

to document the energy consumption in a building. Figure 23 shows an example report.
Refer to Section 6.17 for details.
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Heating Energy Report Month

Description:
Heating energy consumption for LOYTEC office BG35

Period: 2/1/2014 12:00 AM to 3/1/2014 12:00 AM ‘ Generated: 3/1/2014 4:00 AM |Page: 1/1
Energy Consumption
2004 - 10
|
- -8
150 ™

- e
3 — Z
S B = T w47
= 100 — 7
E; B - F2 2
= 5

5 10 15 20 25

= Avg Temp I DG 0G3 0Oc2 I Oct1 MM EC

Energy [kWh] Outside
Temp [*C]
478 247 4654 397

2172014 nxn 12308 e

2014
250014
2014
S04
6014

27

E=RTS
425
4
3435
Bk
=3

182
2350
038
16.25
1285

675

-l
0z
5349
1538
4870
1805

AT
B14.
6110
5375
B082
6202

328
716
1045
e
738
o4

12535
15385
18685
18515
15178

15321

085
-a20
-a8s
0%
308
274

Figure 23: Example Report

LWEB-900 Server Schedulers

It is now possible to create schedulers which are executed by the LWEB-900 Server. They
should be used to schedule LWEB-900 Server user registers which trigger a report or enable
an alarm receiver. Refer to Section 6.15 for details.

Alarming

A number of features have been added to alarm management in LWEB-900:

e Itis now possible to configure the priority of LWEB-900 system alarms.

e A custom filter can be configured for alarm notifiers.

e It is now possible to specify an enable data point for alarm receivers. By using a
user register which is controlled by a scheduler it is possible to configure different
receivers based on a time table.

e A column for the identification key of the data point which triggered the alarm has
been added to the alarm view. The identification key can also be added as a place
holder in an alarm notification template.

Create L-VIS project from LWEB-900 Server graphical view

It is now possible to simply copy an LWEB-900 graphical view to an L-VIS device. Refer
to Section 6.11.4 for details.
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Allow wildcards in search expressions

You can now use the percent sign (%) as a wild card character in the search string. It
matches zero or more characters. For example, the search string “nvi%Fb” finds all data
points which have names starting with “nvi” and ending with “Fb”.

Hide folders to which a user has no access

The new option Show objects on which the user has no read access has been added to the
user configuration dialog. If this checkbox is enabled, the user sees objects (e.g. folders) to
which he has no read access. They are displayed with a lock icon. If this option is disabled,
those objects are not visible in the navigation and object list view.

Import and export Identification key schema

It is now possible to export the identification key schema from one LWEB-900 project and
import it in a different LWEB-900 project.

Data point details
A double-click on a data point displays detailed information about the data point (see Figure

24). The Links section shows where the data point is used. Click on a link to open the
corresponding view.

Datapoint Details... =

Datapeint details of 'nvoHCroomTemp®

4
MName nvoHCroomTemp
Description
Path LINX151-0G3/Datapoints/CEAT08 Port/Datapoints/RIL/HC/nvoHCroomTemp
Identification key  VIEBG25030LHCRCTOOGENOOSETOOVALOD

Value 2044 °C

Quality Good

Timestamp 3/5/2014 6:46:11 PM
Range from -273 to 327

Graphical View LCampus/VIE/BG25/Floorplan/Floorplan
Trend Chart View  LCampus/VIE/BG3I5/HC/O3 Room Temperature

Parameter View

Watch View

Global Cennection

Trend Log LCampus/Network/Devices/VIE/BG35/LINX/LINX151-0G3/Trend logs//CEAT09 Port/Trend/RI1/HC/ Trend nvoHCroomTemp

Alarm Leg
DP Schedule
Master Schedule

Refresh |

Figure 24: Data Point Details
Chart view improvements
A number of improvements have been made to the chart view:
e Support a secondary y-axis.
e Dynamic scaling of y-axis.
e  Support configuration of line width for trend curves.

e Allow to display chart view description as header of the trend graph.
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e Improve trend zooming: If cursor is active, zoom relative to current cursor position
else relative to center.

e  Support linear interpolation for trend log charts.

e  Support limit lines: It is now possible to display limit lines in the trend graph. A
horizontal line with the configured color and value is drawn across the entire
graph.

Manage files in master device manager

A new dialog was added to the master device manager which displays all files imported or
uploaded from LOYTEC devices. This dialog allows removing unused files quickly. Refer
to Section 6.22.8 for details.
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3 Installation

3.1 Software Installation

The LWEB-900 software can be downloaded from the LOYTEC Web site
http://www.loytec.com. The LWEB-900 setup file includes the LWEB-803 installer as a
prerequisite. LWEB-803 is used by LWEB-900 as an add-in to display graphical views and
chart views. After the LWEB-803 setup finishes, the LWEB-900 installation is started.
When asked for the type of installation, there are two options to choose from (see Figure
25). Select LWEB-900 Server and Client to install both server and client on the same PC.
Select LWEB-900 Client to install the client only. This option is useful, if the server is
installed on a different PC.

3! LOVTEC LWEB-300 - InstallShizld Wizard (==

Setup Type /
Choose the setup tvpe that best suits vour needs. L

Flease select a setup bype.

‘@ LWEB-900 Server and Client

All program Features will be installed, (LWEE-900 Server and
LWEB-900 Client, requires the most disk space.)

LWEB-900 Client

@ LWEB-200 Client only will be installed.

Installshield

| < Back. |[ Mext = ] | Cancel

Figure 25: LWEB-900 Installation Options

3.2 Product Activation
After LWEB-900 has been installed, the server has to be activated:

1. Start the LWEB-900 Server user interface by selecting Windows Start - Programs
-> LOYTEC LWEB-900 -> LWEB-900 Server.

2. Select Help = Register... to open the registration dialog (see Figure 26).

3. Select the required license from the Select feature drop-down list. The following kinds
of licenses are available for the LWEB-900 Sever:
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LWEB-900: License for 10 LOYTEC devices. If this number is insufficient,
one  or more  extension licenses (LWEB-900-ADD10  or
LWEB-900-ADDMAX) can be added later. The license support 5 LWEB-900
Clients and 20 LWEB-802/803 Clients.

LWEB-900-MAX: License for unlimited number of LOYTEC devices. The
license support 5 LWEB-900 Clients and 20 LWEB-802/803 Clients

LWEB-900-ADD10: One or multiple LWEB-900-ADD10 licenses can be
added to the LWEB-900 license to increase the number of supported devices.
Each license adds 10 devices.

LWEB-900-ADDMAX: The LWEB-900-ADDMAX license can be added to
the LWEB-900 license to support an unlimited number of LOYTEC devices.
The combination of LWEB-900 and LWEB-900-ADDMAX licenses is
equivalent to the LWEB-900-MAX license.

LWEB-900-CL-5: The LWEB-900-CL-5 license can be added to the
LWEB-900 or LWEB-900-MAX license to increase the number of concurrent
LWEB-900 Clients. Each license adds 5 LWEB-900 clients.

LWEB-900-80x-50: The LWEB-900-80x-50 license can be added to the
LWEB-900 or LWEB-900-MAX license to increase the number of concurrent
LWEB-802/803 Clients. Each license adds 50 LWEB-802/803 Clients.

LWEB-900-80x-100: The LWEB-900-80x-100 license can be added to the
LWEB-900 or LWEB-900-MAX license to increase the number of concurrent
LWEB-802/803 Clients. Each license adds 100 LWEB-802/803 Clients.

LWEB-900-80x-MAX: The LWEB-900-80x-50 license can be added to the
LWEB-900 or LWEB-900-MAX license to support an unlimited number of
concurrent LWEB-802/803 Clients.

LWEB-900-DEMO: The demo license has the same features as the
LWEB-900 license but will work only for 30 days.

LWEB-900-CP: LWEB-900 license for LOYTEC competence partners.

LWEB-900-MS: This license is required for each LWEB-900 Server that
contains projects using the Multi-Site feature (refer to Section 6.31).

4. If you have already purchased the license, enter your serial number (shipped with the
LWEB-900 product). If you have not yet purchased the license, click on the Not
purchased yet button. No serial number is required for the demo license.

5. Click on Request activation file by e-mail to request the activation file. Alternatively,
write an e-mail to sales@loytec.com with both the Target ID and the Serial Number
in the subject.

6. You will receive a LOYTEC activation file, which you import by clicking on Add
activation file....
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Register LWEB-900 (=]
Only LWEB-900 Demo is free of charge
Target ID: 01-F7205E-C5806ED1EF00-000000321CCHF3-E7

Request activation file

Select feature; Enter serial number (or click button if not purchased yet):

LWEB-800-ADD10 v| |oz2401 |- | [Not purchased yet |

Please send the Target ID together with the Serial Number to sales@loytec.com to receive the Activation File

or use this button.

LWEE-300 activation

You have currently the following LWEB-900 licences:

Feature Licence Serial number Status
LWEB-900 LWEB-900 Server (10 devices) 022301-00000000... OK
Add activation file.. I [ Remave activation file... ]

Close

Registered version  Licence for 10 devices

Figure 26: LWEB-900 Registration

The activation files determine the maximum number of devices which can be added in
LWEB-900. Exceptions are the following devices which do not add to the total count:

e L-IOB devices attached to other LOYTEC devices
e L-IP devices
e Cameras
The LWEB-900 Server user interface displays the limit determined by the activation files

and how many devices are currently used for each project (see Figure 27). Only projects
which have the status Running count for the total limit.

)
[ LWEB-900 Server settings [e =@ =]
File Help

[ MNew project... 1 [ Import project...

Current projects:

Name Status Description Startup type  Last backup  Mext scheduled backup | Devices
(B} Default LWEB-900 Project Running Standardprojekt Automatic = = 1

Connected to Server Licence for 10 devices gy 1 Devices used

Figure 27: LWEB-900 Device License
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3.3 Firewall Configuration

If you want to access the LWEB-900 Server with an LWEB-900 Client from a remote PC,
you need to add the following firewall rule for inbound traffic on the server:

e Protocol: TCP

e Port: Specify the port configured in the LWEB-900 Server preferences (File >
Preferences, Network tab). If you have enabled secure connection, configure the
HTTPS port (default 8443) else configure the HTTP port (default 8080).

The exact procedure how to add the rule depends on the firewall you are using. If you are
using the Windows 7 firewall, execute the following procedure:

1. Open Windows Firewall by opening the Windows Control Panel and clicking
Windows Firewall.

2. In the left pane, click Advanced settings. If you are prompted for an administrator
password or confirmation, type the password or provide confirmation.

3. In the Windows Firewall with Advanced Security dialog box, in the left pane, click
Inbound Rules. In the right pane, click New Rule.

4. Follow the instructions in the New Inbound Rule wizard.

Version 3.0 LOYTEC electronics GmbH



LWEB-900 User Manual 43 LOYTEC

4 System Tray Icon

The status of the LWEB-900 Server is indicated by a system tray icon (see Figure 28). The
systray icon is not present, if only the LWEB-900 Client is installed on the PC.

I
& )5 121
T

Figure 28: LWEB-900 System Tray Icon

The color of the systray icon reflects the status of the LWEB-900 Server (refer to Table 2).
Moving the mouse pointer over the systray icon displays detailed information in a tooltip.

Color Condition

Green LWEB-900 Server is running without errors and warnings
Red Fatal error (e.g. database error)

Orange One or more LOYTEC devices are not responding

Grey No LWEB-900 project is running

Table 2: LWEB-900 System Tray Icon Color

The context menu of the systray icon allows starting the LWEB-900 Server user interface
and the LWEB-900 Client. A double-click on the systray icon opens the LWEB-900 Client.
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5 LWEB-900 Server

The LWEB-900 Server runs as a service which is started automatically when the PC boots.
The user interface for the service is shown in Figure 29. It can be started from the Windows
start menu (Start > Programs > LOYTEC LWEB-900 - LWEB-900 Server) or from
the context menu of the LWEB-900 system tray icon.

E LWEE-900 Server settings EI@
File Help
[ New project.. | [ Import project...

Current projects:

Name Status Description Startup type Last backup Mext scheduled back Devices
») Demo Running LWEE-900 Demo Project  Automatic 2/27/2014 1:00:46...  3/8/2014 1:00:00... 47

Connected to Server Extended License - no device limitation | pyssdiBevicesused

Figure 29: LWEB-900 Server User Interface

5.1 Manage Projects

When starting the LWEB-900 Server user interface for the first time, you will notice, that a
project with the name “Default LWEB-900 Project” has already been created. You can edit
the project by selecting Edit project... from the context menu. The project properties are
displayed and can be edited as shown in Figure 30.
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Edit project =]
Project properties
Project name: LCampus
Project location:  NALWEB-200 Projects E|
Description: LOVTEC office buildingd
Startup mode: | Automatic x |
Database properties
Datalog database type: 5QLite
[ ok | [ Close |

The LW

Figure 30: Edit LWEB-900 Project

Project name: The project name has to be specified when connecting with the
LWEB-900 Client.

Project location: Folder in which project related data is stored.
Description: Project description.

Startup mode: The startup mode determines if the project is started automatically
when the PC boots:

o Automatic: The project is started automatically when the PC boots. This
is the default setting.

o Manual: The project has to be started manually.

Database type: LWEB-900 supports different database engines (refer to Section
5.7).

EB-900 Server can manage multiple independent projects. A new project can be

added by clicking on the Add project... button. A project can be removed by selecting

Remove

project... from the context menu. A double-click on the project starts the

LWEB-900 Client.

Each project can be in the state running or stopped. After a reboot of the PC, the project
state is determined by startup mode. The project state can be changed using the context
menu of the project. To be able to connect with the LWEB-900 Client, the project has to be

running.

A running project can be in online or offline mode. In offline mode, the

LWEB-900 Server does not communicate with the devices (see Figure 31).
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Running Running Offline Stopped

LWEB-900 Client

Viary

LWEB-900 Server M7

N |

LOYTEC Devices

Figure 31: LWEB-900 Project Status

5.2 Password Protection

Per default the LWEB-900 Server user interface is not protected by a password. The
password protection can be activated in the Login Tab of the menu File - Preferences
(see Figure 32).

Note Do not confuse the server login with the client login. The LWEB-900 Server user interface
can be started on the server PC only and is used to manage multiple projects. The
LWEB-900 Client can be started on a remote PC and connects to a specific project. The
user name and password specified in the client login is part of the project.

LWEB-900 Preferences X
Localization Login
—
4 Network Login required
Certificate management User name:  admin

Proxy

Password: Change password

Auto logout: | 0 Minute

Cancel

Figure 32: LWEB-900 Server, Activate Login

5.3 Network Settings

The LWEB-900 Server provides web services for the LWEB-900 Client. The
communication parameters are defined in the Network tab of the File = Preferences
menu.
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LWEB-200 Preferences X
Localization Network
Login

4 Hostname: ATVIENBOO13

Certificate management
Proxy Enable HTTP

HTTP port:

| Enable HTTPS

HTTPS port: |g443 Set default

Cancel

Figure 33: LWEB-900 Server Network Settings

e Enable HTTP: Allow a client to connect to the LWEB-900 server using HTTP.
e HTTP port: Server port used for HTTP communication between client and server.

e Enable HTTPS: Allow a client to connect to the LWEB-900 server using HTTPS.
In order to enable HTTPS a certificate is required (see Section 5.4)

e HTTPS port: Port used for SSL (Secure Sockets Layer) communication.

5.4 Certificate Management

Certificates are part of Secure Socket Layer (SSL) encryption. The server certificate enables
the user to confirm the identity of the LWEB 900 Server. The Certificate management tab
allows you to create a self-signed certificate, import a certificate, or create a certification
request which can be sent to a certification authority.

LWEB-900 Preferences X
Localization Certificate management
Lagin
4 Ne%work Certificate: |C:\Program Files (x86)\LOYTEC\LWEB-900\Server\LWEB900SelfSignedCert.cer
Proxy Create Self-Signed Certificate... Import Certificate...

Create new Certificate Request...

Cancel

Figure 34: LWEB-900 Server Certificate Management

Enable secure connection using a self-signed certificate

1. Start the LWEB-900 Server Ul and select the Network tab of the File = Preferences
menu.
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4.

Activate the Enable HTTPS checkbox.

Select the Certificate management tab and click on the button Create Self-Signed
Certificate.

Switch to the Network tab and activate the Enable HTTPS checkbox.

When you connect with the LWEB-900 Client to the LWEB-900 Server for the first time, a
warning will be displayed because the certificate was not issued by a trusted certification
authority (see Figure 35). If you set the checkbox Do not show this warning again, the
certificate will be accepted without warning in the future.

Check Server Certificate =
The security certificate presented by the server was not issued by a trusted certificate authority

Do not show this warning again

show certiﬁcate._| .£|

Figure 35: Server Certificate Warning

Enable secure connection using a certificate issued by a public certification

authority
1. Start the LWEB-900 Server Ul and select the Network tab of the File = Preferences
menu.
2. Activate the Enable HTTPS checkbox.
3. Select the Certificate management tab and click on the button Create new
Certificate Request.
4. Inthe certificate request dialog fill out the following data:
e Common Name: The name through which LWEB-900 Server will be accessed
(usually the fully-qualified domain name).
e Organization: The legally registered name of your organization/company.
e Organizational unit: The name of your department within the organization.
e City/Locality: The city in which your organization is located.
e State/Province: The state in which your organization is located.
e Country/Region: Enter your two-digit country code (e.g. AT: Austria, DE
Germany, US United States).
e Bit Length: In the drop-down box, select a bit length for the RSA encryption
algorithm.
5. Specify the path where the certification request should be set or use the browser button
(...) and press OK.
6. Send the request to a public certification authority (CA).

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 49 LOYTEC

After you received a response from the public certification authority, perform the following
actions to install the certificate:

1. Start the LWEB-900 Server Ul and select the Certificate management tab of the File
- Preferences menu.

2. Click on the Complete Certificate Request button.

3. Select the certificate signed by your certification authority and click on Install
Certificate.

5.5 Proxy Settings

Per default the LWEB-900 Server does not use a proxy as show in Figure 36. If the radio
button Automatically detect settings is enabled, the LWEB-900 Server uses the proxy
settings of the user which runs the LWEB-900 service (usually the local system account).

LWEB-900 Preferences X
Localization Proxy
Login
N
4 Network QLo
Certificate management Automatically detect settings
Cancel

Figure 36: LWEB-900 Server Proxy Settings

5.6 Backup/Restore

5.6.1 Manual Backup

To create a system backup including the LWEB-900 Server configuration and all
LWEB-900 projects, select File 2 System backup.

System backup @

Backup location: Citmphbackup E]

Backup type: Full system backup - ‘
Make backupl Close |

Figure 37: System Backup

e Backup location: Folder in which the backup file will be stored

e Backup type: This drop-down field specifies the contents of the backup. A Full
system backup contains all data. A Configuration system backup contains
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configuration data, but no historic data other than the event log (no alarm logs and
no trend logs). Therefore the file size of this type of backup will be much smaller.

It is also possible to backup only a specific project. This is useful to e.g. transfer a project
from one LWEB-900 Server to another. To execute a project backup, right click on the
project and select Backup project... from the context menu. Refer to Table 3 for a
description of the different backup types.

Type Sub-Type Contents

System Full system backup Configuration of LWEB-900 server
Configuration of all LWEB-900 projects
Historic data of all LWEB-900 projects

Configuration system backup Configuration of LWEB-900 server
Configuration of all LWEB-900 projects
Project Full project backup Configuration of selected LWEB-900 project
Historic data of selected LWEB-900 project
Configuration project backup Configuration of selected LWEB-900 project
Backup datalogs Historic data of selected LWEB-900 project

Table 3: Backup Types

5.6.2 Scheduled Backup

Periodic backup schedules can be defined in the menu File 2 Scheduled backups (see
Figure 38).

Scheduled backups... @

MNew Scheduled Backup ‘

Mame Description Backup Status

| Daily Backup  Daily System Backup

Scheduled Backup Properties

Mame: Daily Backup

Description: Daily System Backup

Backup type: Full system backup

Backup location: | N:\backup

Interval: Daily at | 1Z1IPM S v
Max backups: 10

Projects

Available projects Projects to backup
ASHRAE2015_Demo

Edit | | Delete |

Close |

Figure 38: Scheduled Backups

e Name: Name of the backup schedule.
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o Description: Description of the backup schedule.

e Backup type: This drop-down field specifies the contents of the backup (refer to
Table 3).

e  Backup location: Folder in which the backup files will be stored.

e Interval: Definition of the backup schedule. Note, that the times of the last and the
next scheduled backup are displayed in the project list (see Figure 39).

e Max backups: Maximum number of stored backups. When this number is
exceeded the oldest backup file is removed.

e Projects: This section defines which projects will be included in the backup.
System backups contain all projects and this section is therefore disabled. For
project backups, move one or more projects from the list Available projects to the
list Projects to backup.

[E LwWEB-900 Server settings EI@
File Help
[ New project... | [ Import project...

Current projects:

Mame Status Description Startup type Last backup Mext scheduled back |Devices
k) Demo Running LWEE-900 Demo Project  Automatic 2/27/2014 1:00:46...  3/8/2014 1.00:00... M7

Connected to Server Extended License - no device limitation | gudiBewicesused

Figure 39: Last Backup and Next Scheduled Backup

5.6.3 Restore
The LWEB-900 Server offers different ways to restore a backup:

e Restore System: To restore a complete LWEB-900 Server configuration with all
projects, select File > Restore system from the menu. The complete system can
be restored only from a system backup.

e Restore Project: To restore a single project without affecting other projects on the
server, right click on the project and select Restore project... from the context
menu. A project can be restored from a system backup or from a project backup.

e Import Project: To create a new LWEB-900 project from a backup, click on the
button Import project above the project list. A project can be imported from a
system backup or from a project backup.

Figure 40 shows the dialog to restore the LWEB-900 system. The dialogs to restore or
import a single project are similar.

Version 3.0 LOYTEC electronics GmbH



LWEB-900 User Manual 52 LOYTEC

Restore System @

_) Restore from file I},

@ Restore from existing system backup

| Backup type Backup date

Il backup of all projects  1/12/2015 4:54:01 PM ‘E

ull backup of all projects  1/9/2015 4:54:01 PM
ull backup of all projects  1/8/2015 4:54:03 PM
i Full backup of all projects  1/7/2015 4:54:09 PM -

Delete backup|

System backup content

Praject name Database type Devices
test SQLite 22
VAV Test_LStudio SQLite 27

Type of system restore

@ Restore full system () Restore system configuration

Restore | Close |

Figure 40: Restore System Backup

o Restore from file: Select this option to restore a backup created by a different
LWEB-900 Server.

o Restore from existing system backup: All system backups performed by the
LWEB-900 Server are displayed in the list. Select one of the available backups.

o Delete backup: To free up space on the hard drive, select one of the available
backups and click on the Delete backup button.

e System backup content: The projects contained in the selected backup are listed.

o Type of system restore: Use the radio button to define which part of the backup
to restore.

o Restore full system: Restore everything contained in the backup.
o Restore system configuration: Restores the system configuration, but no

historic data (alarm log, trend log, event log). This option is useful, if you
want to restore an old configuration but keep the latest log data.

5.7 Send messages to connected clients
It is possible to send a message from the LWEB-900 Server Ul to connected clients:

e Send message to specific projects: Select the projects and choose Send Message
to Project from the context menu.
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e Send message to all projects: Select File = Send Message To All Running
Projects from the menu.

Send Message To Project... X

To project(s): Building 1, Default LWEB-900 Project, LOYTEC_Demo_Project

Text: Shutting down LWEB-900 Server in 10 minutes

Sending mode: (@ Immediate On date

Expiration mode: Immediate On date @ On project stop

Send Cancel

Figure 41: Send Message to Projects

5.8 Database Engines
LWEB-900 supports different database engines:
e SQLite
e  Microsoft SQL Server
e MySQL

When creating a new project, the database engine is selected. Per default SQL.ite is selected

as shown in Figure 42. SQL.ite is a light-weight database implementation which is included
in LWEB-900.

Mew Project @

Project properties

Project name:

Project location:  N:ALWEB-900 Projects E|
Description:
Startup mode: Automatic i

Database properties

Datalog database type: SQLite X

Close |

Figure 42: New SQL.ite Project

If you want to use a Microsoft SQL or MySQL server (not included in LWEB-900), you
can select the appropriate database type in the New Project dialog and configure the
connection parameters shown in Figure 43.
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MNew Project \E‘
Praject properties
Project name: %
Project location:  N:ALWEB-800 Projects E‘
Description:
Startup mode: | Automatic X

Database properties

Datalog database type:

Database connection
Server: Local computer |
Database name:
User:
Passwaord:

Confirm password:

Database creation (required if database must be created on server)

Admin user;

Admin password:

Close |

Figure 43: New Microsoft SQL Server Project

Server: Database server (e.g. “\SQLSERVER” for Microsoft SQL Server or IP
address of the MySQL server).

Database: Name of the database which will be created for LWEB-900.
User: Name of the user that will be created to access the database.
Password: Password for the created user.

Confirm password: Password confirmation to ensure that the password was
entered correctly.

Admin user: Admin user for database server (e.g. “sa” for Microsoft SQL Server
or “root” for MySQL server); necessary to create the database.

Admin Password: Password for admin user; necessary to create the database.

5.9 Communication Statistics

To display communication statistics select the menu File - Statistics. The following
information is provided:

OPC Server: To provide data updates to clients, the LWEB-900 Server acts as
OPC XML-DA server. This tab displays the statistics for the communication
between LWEB-900 Server and clients.
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e OPC Client: To get data updates from the devices, the LWEB-900 Server acts as
OPC XML-DA client. This tab displays the statistics for the communication
between LWEB-900 Server and devices.

e Connected Clients: This tab displays the clients which are currently connected to
the LWEB-900 Server.

' ™
[ LWEB-000 Statistics = [t
| OPC Server ‘ OPC Client | Connected Clients
Summary Value Rate
Starting time 4/5/2016 4:52 PM
Connectiorl&(cepted 16,299 022/s
Connections rejected (no Authentication) 0 0.00/s
Connections rejected (Authentication failed) 0 0.00/s
I SOAP requests 16,299 0.22/s
I SOAP responses 16,299 0.22/s
Bytes received 8141434 111.85 B/s
Bytes sent 10,631,921 146.06 B/fs
Active subscriptions 1
Subscripticn Handle State
" Project: test
[T Live update
g 4

Figure 44: Communication Statistics
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6 LWEB-900 Client

The LWEB-900 Client is the primary user interface for the server. It can be started on the
same PC as the server or on a remote PC. Multiple clients can access the server
concurrently.

6.1 Login

When the LWEB-900 Client is started, the login dialog is displayed (see Figure 45).

LWEE-900 Client Legin E
Connection: | LCampus " Edl't|
Username:  admin
Password:

[ Cancal |

Figure 45: LWEB-900 Client Login

The Connection drop-down list allows to choose between different LWEB-900 projects.
To open the Manage Project Connections dialog, click on the Edit button (see Figure 46).
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Manage Project Connections &

Name Description

Default LWEB-900 Project  Default LWEB-200 Project, PC037.office.loytec.com:B443, Use secure connect

Connection parameters
Connection name: LCampus

Host name or IP address:  bms.office.loytec.com

V| Use secure connection

Port 5443 | Default |

Project name: LCampus L|

[ Caneel |

Figure 46: Manage Project Connections

Connection name: The name entered in this text field, will appear in the
connection drop-down list of the login dialog.

Host name or IP address: Host name or IP address of the LWEB-900 Server.

Use secure connection: Activate this checkbox to connect to the LWEB-900
Server using SSL (Secure Socket Layer).

Port: Port of the LWEB-900 Server (see Section 5.3).
Project name: Name of the project. To obtain a list of projects, press on the

search button. If the server is protected by a password (see Section 5.2), the server
user name and password are requested.

Each LWEB-900 project has its own set of users and access rights (see Sections 6.27 and

6.28). A
)

new project has an administrator user with the following default credentials:
Username: admin

Password: loytec4u

6.1.1 Default user

LWEB-900 allows defining a default user (see Section 6.27 for user management). The
default user has the following special properties:

The default user has no password.

If user name and password is left empty in the login dialog, the LWEB-900 client
logs in the default user.

If the current user logs out (auto-logout or manual logout), the default user is
automatically logged in.

Only the admin user can define/remove the default user.
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6.1.2 Kiosk Mode

The LWEB-900 Client can be started in kiosk mode using the command line option
“Kiosk”. The admin user can switch between kiosk and normal mode using the keyboard
combination Ctrl+Enter. For other users the ability to switch between kiosk mode and
normal mode can be enabled as part of the user properties (Section 6.27 for user
management).

The kiosk mode has the following features:
e LWEB-900 Client is displayed in full screen mode

e  The Windows task bar is not visible

6.1.3 Command Line Options

Using the LWEB-900 client command line options it is possible to start the LWEB-900
client automatically.

Option Description

Connection=<connection name> Name of a predefined connection. The connection defines
host, port, project and connection method (HTTP/HTTPS)

Host=<host name or IP address> Host name or IP address of the LWEB-900 Server

Port=<port> Port of the LWEB-900 Server

Project=<project name> Project name

UseSSL Use secure connection (HTTPS) to LWEB-900 Server

Username= <user name> User name for automatic login. To login the default user,

do not specify a user name.

Password=<password> Password for automatic login. To login the default user, do
not specify a password.

Perspective=<perspective name> Name of the perspective which will be loaded after login.
If no perspective is specified, the previous view layout will
be restored.

Kiosk Start LWEB-900 Client in kiosk mode

Table 4: LWEB-900 Client Command Line Options

6.2 User Interface Overview

The LWEB-900 Client user interface is highly customizable. You can arrange views inside
the workspace in the layout that best suits your working style. An example is shown in
Figure 47.
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163 1WEB-900 Cient - LCampus (= E e
Dstei Benutzer Objekt Trendgrafic Perpekbve Hife

AHU System 8G37 - BNEEH, b D, %

[ ~5| [ HvshoPiantoos X S/ i Trend Lufttemperaturen X s

BEds

LLOYTEC)

R S Rl

[ ) % @ | B | Wilkommen sdmnistrator

Figure 47: LWEB-900 Client User Interface

A pane displays one or multiple views. To magnify/shrink a view, double-click on the
caption bar.

If a pane contains multiple views, they are displayed as tabs. To move the entire pane, grab
the caption bar and drag it. To move only a single view from a pane, grab the tab and drag
it.

While dragging a pane, docking indicators are displayed to make it easy to choose the
destination. You can drop the pane over a docking indicator (see Figure 48) or leave it
floating in a separate window above the application window. Floating windows are very
useful if you have a secondary monitor.

Another very useful feature that allows conserving space on your monitor is auto-hiding of
panes. To control this feature there is a pinup button in the upper right corner of each pane.
If you unpin it, the pane will automatically hide when it loses focus.
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{8 Lwes-900 Client = B R

| File User View Tools Help

Default v E‘rja‘ g Ea E“ & & i *
Navigation View n x

(1]

Pinup button for auto-hide

Dock to left border of the pane

.

Dock to left border of the workspace

Stack with existing views in pane

m » m r

= “ 1 object ‘ A4 ‘Welcome administrator

Figure 48: Docking Indicators

Most LWEB-900 views have a toolbar and bread crumbs navigation. You can hide those
bars using the context menu of the tab.

_,-" Home ¢ |
A
L fest Float
MName Dock as Tabb
I admi Hide Toolbar
L@ oper: Hide Bread Crumbs Mavigation

Figure 49: Hide Toolbar and Brad Crumbs Navigation

6.3 Navigation View

The navigation view displays the contents of the LWEB-900 project in a tree view. Figure
50 shows the navigation view of a new project.
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|'i—:| Navigation View v
4 |1 English

[ Favorites
4 L@ Home
b [ admin
4 n@ Library
I (n@ Report Templates
[m@ Graphical View Templates
I [n@ Parameter View Templates
[ng Files
Master schedules
4 [g4 System
I [ g4 Perspectives
I [4& Alarming
I [4& System Registers
I [48 User Registers
I [g% Scheduler
[# Trending
4 = Network
4% Devices
b o Communication Parameters

3l Global connections

Figure 50: Navigation View for New Project

Favorites: Each user has his own Favorites folder. You can drag and drop any
view into the Favorites folder to speed up access to frequently used views. The
Favorites folder can be organized using sub-folders.

Home: This folder contains a sub-folder for each user. When adding a new user
(refer to Section 6.27), a corresponding user folder is created automatically.

o admin: A new project contains an admin user per default.

Library: This folder can contain templates for graphical views (refer to Section
6.11, parameter views (refer to Section 6.12), and reports (refer to Section 6.17).
Those templates can be instantiated multiple times. It also contains file objects
which can be linked to other objects or alarms (refer to Section 6.21).

System: This folder contains LWEB-900 system items.

o Perspectives: Views are organized in the application window in an
arrangement called a perspective. These perspectives can be made
available for other users by placing them in the System/Perspectives
folder. Refer to Section 6.23 for details.

o Alarming: This folder contains the LWEB-900 alarm server and alarm
log. LWEB-900 monitors all devices and creates an alarm if a device is
not responding (refer to Section 6.14).

o System Registers: This folder contains data points which describe the
status of the LWEB-900 Server. Refer to Section 6.25 for details.

o User Registers: This folder contains user defined LWEB-900 registers.
They can be used in combination with LWEB-900 schedulers. Refer to
Section 6.15 for details.

o Scheduler: This folder contains schedulers which are executed by the
LWEB-900 Server. Refer to Section 6.15 for details.
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o Trending: This folder contains LWEB-900 Server trend logs. Refer to
Section 6.16 for details.

e  Network: This folder contains items related to the building automation network.
o Devices: This folder contains all devices. Refer to Section 6.5 for details.

o Communication Parameters: This folder contains settings for the
communication between the LWEB-900 Server and the devices. Refer to
Section 6.24 for details.

o Global Connections: This folder contains connections between input and
output data points of LOYTEC devices. After the connections have been
configured by LWEB-900, the devices exchange data directly over
TCP/IP. Refer to Section 6.20 for details.

6.4 Object List View

The object list view shows all items in a folder (see Figure 51).

53 HC X =
I+ |4 & P eAR AN
| [ LCampus » VIE » BG35 » HC » -
Name Type Descripticn

:J_T HC Visualization Graphical view Visualization of heating and cooling system

iﬁ HC Parameters Parameater view Parameters of heating and cooling system
04 Room Temperature  Trend chart view  Trend chart of temperature for all rooms on fourth floor
04 Heat Valve Trend chart view  Trend chart of heat command for all rooms on fourth floor
03 Room Temperature  Trend chart view  Trend chart of temperature for all rooms on third floor
03 Heat Valve Trend chart view Trend chart of heat command for all rooms on third floor
02 Room Temperature  Trend chart view Trend chart of temperature for all rooms on seccond floor
02 Heat Valve Trend chart view Trend chart of heat command for all rooms on seccond floor
01 Room Temperature  Trend chart view Trend chart of temperature for all rooms on first floor
01 Heat Valve Trend chart view  Trend chart of heat command for all rooms on first floor
ED Room Temperature  Trend chart view  Trend chart of temperature for all rooms on ground floor
ED Heat Valve Trend chart view  Trend chart of heat command for all rooms on ground floor

All OPC data points of heating and cooling system

Figure 51: Object List View

To open a new object list view, double click on a folder in the navigation view or select
Open = Open in new object list view from the context menu. Use the breadcrumb
navigation bar as shown in Figure 52 to navigate in the object list view. You can also drag
folders from the navigation view and drop them on the bread crumb navigation bar.

Click the wedge to select a different folder

Click the name to change to the folder

t |
] LCampus » VIE » BG35 » HC » v

Access history of previous locations

Figure 52: Breadcrumb Navigation Bar
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Configure Columns

The columns of the object list view can be customized. Per default the Name, Type, and
Description columns are displayed. To add columns or to change the column order, click

on the Configure columns toolbar button.

Available columns

Configure columns for Datapoints folder 'Datapoints’...

Visible columns

Path
Referenced
Value

IK Location
1K Building

IK Level
IK.Room
IK.Categary
IK.Equipment
IK Equipment Idx
IK.Module

Name

Type

Identification Key (1K)
Description

IK Module Idx
IK.Compaonent
IK.Companent Idx
IK.Data Point Type
IK.Data Point Idx

Apply to all 'Datapeints folder’ objects

Default ‘ Cancel |

Figure 53: Configure Columns

The column configuration is stored for each folder separately. To change the column
configuration for the current folder only, deactivate the Apply to all ‘Datapoints folder’
objects checkbox and click the Apply button. To save the configuration for all data point
folders, activate the checkbox and press the Apply button.

Column Description

Name Name of object

Type Object type

Description Object description

Path Complete path

Referenced If the object is a link, this column displays the referenced object

Value If the object is a data point, this column displays the value

Object ID Unique identifier for the object

Referenced ID If the object is a link, this column displays the unique identifier of
the referenced object

Identification Key (IK) Refer to Section 6.8

IK .<field name> The identification key consists of user defined fields. Each field
can be displayed as a separate column

Table 5: Object List View Columns

Note

If the Value column is displayed, LWEB-900 does not refresh the values automatically.
Click on the Refresh values toolbar button to update the object list view. If you want to see
periodic updates, drag the data point into a watch view.

Sorting

If no sort order is defined, objects in the object list view can be reordered using drag and

drop.
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You can sort the list of objects by clicking one of the column headings — Name or Type, for
example. The first click sorts the objects in ascending order, the second click in descending
order, and the third click removes the sort order.

To sort by a second column, hold down the [Shift] key and click the column heading that
represents the secondary sort group.

Search
To find objects, type the name or part of the name in the search box (see Figure 54). The

search includes the folder and all its subfolders. To access additional search options, click
on the Advanced search button. Refer to Section 6.9 for details.

| r'*.-iENeIeu:'l.-‘.i |v| OB | Lo

Figure 54: Search Tool Bar

Show Related Objects

Objects can be related to each other. In the example shown in Figure 55, the selected data
point is linked with the following views:

e Graphical view: The data point is member of the data point interface of the
graphical view.

e Trend Chart View: The data point is recorded by a trend log displayed in the chart
view.

e Watch View: The data point is shown in the watch view.
e Trend Log: The data point is recorded by the trend log.

Click on the link in the context menu to open the related view.

o
- [> Open v !
=2 nvoHCelgCmd e pcmon 0% ./Network/Devices/VIE/BG3S/LINX/LINX151-DG/Datapoints/CEA709 Port/D
i Show Alarms
2 muoHCtemlosd o o ev posTaos 0% /Network/Devices/VIE/BG35/LINX/LINX151-DG/Datapoints/CEAT09 Port/D
3] Export Alarms to CSV File..
=2 mioHCnGHOd | 1 o Events posTaoz ./Network/Devices/VIE/BG3S/LINK/LINX151-DG/Datapaints/CEAT0Q Port/D
=2 moHCanCmd | ) Export Events to CSV Fit. Jocupoo /Network/Devices/VIE/BG35/LINX/LINX151-DG/Datapoints/CEA709 Port/D
= nvoHCeffectSpt| 4 Show the Datapoint in a new Chart View osaos 18°C ./Network/Devices/VIE/BG3S/LINK/LINX151-DG/Datapaints/CEAT0Q Port/D
o HCTnHE! [ (oo entication Key pocupoo = ./Network/Devices/VIE/BG3S/LINX/LINX51-DG/Datapoints/CEA709 Port/D
p—— M namee s ——
. [> Show Related » | B Show Graphical View \./VIE/BG3S/HC/HC Visualization’
=2 nvoHCroomTen!
' Propertis. Cul+P | [ Show Graphical View \./VIE/BG35/Floorplan/O4/R401/Reom Control 401
2 nvoHChvacMod|
o e Access Rights... Ctrl+R Show Graphical View './Network/Devices/VIE/BG35/LINX/LINY151-DG/Graphical Views/AutoModeDebug'
. & 3
e e Traser e VIEERTISHUETERETOUICEUIETE B Show Graphical View './Network/Devices/VIE/BG35/LINX/LINX151-DG/Graphical Views/RoomControl"
& miHClouver DP User Input EREOEFITAIE
N 5 Show Trend Chart View './VIE/BG3S/HC/O4 Heat Valve'
& miHClowverFe P User Input VIEBG350401HERCTOORCUBOLOL
® . :
=2 nvoHClowverfb  DP User Output VIEBG350401HCRCTOOFCUDoLOY & Sow Watch View./Home/nreiter/HeatCmdWatchDG
& mitiCeoollolet DP Anslog Input VIEBG350401HERCTOORCUOOSET| 5] Show Trend Log "./Netuwork/Devices/VIE/BG35/LINX/LINX151-DG/Trend logs//CEAT09 Port/Trend/RIL/HC/TrendnvoHChtgCmd’

Figure 55: Show Related Objects

Data Point Details

A double-click on a data point displays detailed information about the data point (see Figure
56). The Links section shows where the data point is used. Click on a link to open the
corresponding view.
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Datapoint Details...

MName
Description
Path

Value
Quality
Timestamp

Range

Watch View

Trend Log
Alarm Log
DP Schedule

Graphical View
Trend Chart View  LCampus/VIE/BGI5/HC/03 Room Temperature

Datapeint details of 'nvoHCroomTemp®

nvaHCroemTemp

LINX151-0G3/Datapoints/CEAT09 Port/Datapoints/RIL/HC/nvoHCroomTemp

Identification key ~ VIEBG230301HCRCTOOGENODSETOOVALOD

2044°C

Good

3/5/2014 6:46:11 PM
from -273 to 327

LCampus/VIE/BG35/Floorplan/Floorplan

Parameter View

Global Connection
LCampus/Network/Devices/VIE/BG35/LINX/LINX151-0G3/Trend logs//CEAT09 Port/Trend/RI1/HC/Trend nvoHCroomTemp

Master Schedule

Print

Figure 56: Data Point Details

Use the print button in the toolbar to print the object list view. The print dialog allows
adjusting the page margins and the font size.

Print of Object List View on Datapoints Folder 'System Registers'...

fe]

o [@ @

Printer:  [WDIAMOND\LASER 0G3 ~| [Preferences..|
Margins: i) otefeforr 3] Bowom:[0a7 3] might 007+

Font size: ) 14pt
Print Preview

Object List View on Datpoints Folder LINX151-DG/Datapoints/Systam Registars  3/5/2015 6:53:20 M Page Liof13
Name Type Description

System Time DP Analog Input  System time (UTC) in seconds since January 1, 1970 00:00:00
CPU Lead DP Analog Input CPU load in %

Free Memory DP Analog Input  Free RAM in Bytes

Free Hash DP Analog Input _ Free flash memory in Bytes

Supply Voltage DP Analog Input  Supply voltage in Volts

System Temp DP Analog Input  System temperature in degrees Celsius

Application Vendor DP Analog Input  Application vendor ID

Authentication Code DP Analog Output  OEM Product Authentication Request
Authentication Result  DP Binary Input OEM Product Authentication Result

Serial Number DP String Input Serial number

MAC Address DP User Input MAC address

Firmware Version DP String Input Firmware version

Device IP Address DP String Input 1P address of the device

Device IP Port DP Analog Input 1P port for OPC XML-DA

TZ Offset DP Analog Input Timezone offset in seconds, positive east of GMT
Device Status DP String Input Device Status

Ethernet Link Mask DP Multistate Input Ethernet link mask

Hostname DP String Input Hostname

Position Longitude DP Analog Input Position Longitude

Position Latitude DP Analog Input Position Latitude

Position Altitude DP Analog Input Position Altitude

Positien Longitude_Set DP Analog Output  Position Longitude

Position Latitude_Set P Analog Output  Position Latitude

Position Altitude_Set DP Analog Output  Position Altitude

Secure Mode DP Binary Input If true, only allow services listed in Secure Services
Secure Mode_Set DP Binary Output  If true, only allow services listen in Secure Services

Secure Services DP String Input_ Allow these services in secure mode
Secure Services Set  DP String Output_ Allow these services in secure mode

m

Figure 57: Print Object List View
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6.5 BACnet Configuration

The BACnet technology offers a standardized interface to devices from other manufacturers.
LWEB-900 supports the following BACnet functionality:

e Scan BACnet network to find BACnet devices and their objects.

e Monitor and modify the value of all BACnet object types, including all required and
optional properties.

o Display and acknowledge BACnet alarms in alarm view.

e Configure BACnet scheduler and calendar objects using the master schedule
configurator.

o Display BACnet trend logs in list view, chart view, or report.
e Distribute time into the BACnet network as BACnet time master.
e Reset BACnet devices.

e Backup and restore the configuration of BACnet devices.

Activate BACnet communication

1.

Select Properties from the context menu of the project node in the navigation view and
switch to the BACnet tab.

Active the Enable BACnet checkbox.
Select the Network Adaptor which the BACnet stack will use.

Configure the BACnet/IP address and BACnet/IP port. If the BACnet/IP network uses a
non-default UDP port number other than 47808/0xBACO, enter this port in the BACnet/IP
port field. Press the Default button for switching back to the default setting.

The BACnet Instance Number corresponds to the instance number of the BACnet device
object for the LWEB-900 project. It must be a unique 1D on the BACnet internetwork.

Configure the APDU parameters:

e APDU timeout: Time the LWEB-900 Server waits for an answer before retrying
or giving up on a request.

o APDU segment timeout: Timeout allowed between segments.

e APDU retries: The number of times the LWEB-900 Server will try to re-send a
packet before giving up on a request.

e APDU length accepted: The maximal size of an APDU (Application Protocol
Data Unit) accepted by the LWEB-900 Server. The typical values for this
property are:

= 480 if at least one BACnet MS/TP device is part of the BACnet network.

= 1024 if the BACnet network contains only BACnet/IP devices and L-WEB
900 is connected via a VPN to the IP network.

= 1476 if the BACnet network contains only BACnet/IP devices and L-WEB
900 is connected to a local IP network.
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7. Configure the default value for write priority. LWEB-900 allows writing
commandable properties using one of the following methods (see Figure 59):

Use default priority: Directly set the value of the commandable property.

Use a specific priority: Change an entry in the corresponding priority array.

Properties of Project 'LCampus'...

=]

| Outgoing mails | Incoming mails | Identification key | Database Log Limitations | Alarming | BACnet

Communication | Time Master

Adapter: [ Local Area Connection

BACnet/IP address:

10.101.18.21 -

BACnet/IP port: 0xBAC3
BACnet Instance Number: 0
ADPU timeout: 10 s
APDU segment timeout: 5 s
APDU retry count: 3

APDU length accepted:

Default write priority:

[C] Register as Foreign Device with BACnet/IP Broadcast Management Device (BEMD)
BEMD IP address:

BEMD port OxBACO

Figure 58: BACnet Configuration
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Use Write Priority 8
Use Write Priority 4
Use Standard Write Priority
1l
Name Type Value

4 =5 AnalogOutput_0
b ."' Object Identifier
.c- Object Name
- Object Type
.‘:' Present Value
.{" Description
& Device Type
& Status Flags
.° Event State
& Reliability
& Out Of Service
& Units
& Min Pres Value
& Max Pres Value
@ Resolution
4 @ Priority Array
@ Priority Array[01]
& Priority Array[02]
@ Priority Array[03]
@ Priority Array[04]
& Priority Array[05]
& Priority Array[06]
& Priority Array[07]

-".' Priority Array[08]

Analog Output
BACnetObjectidentifier]
CharacterString
BACnetObjectType
Real

CharacterString
CharacterString
BACnetStatusFlags
BACnetEventState
BACnetReliability
Boolean
BACnetEngineeringUni
Real

Real

Real

Array of Priority

L

12
(ANALOG_OQUTPUT,0)
AnalogOutput_0
Analog Output

12

Qutside Temperature

normal
no fault detected

False

Null Null Null 12 Null Null..

Null
Null
Null

12
Null
Null
Null
15

Figure 59: BACnet Write Priority

Register as Foreign Device with BACnet Broadcast Management Device
(BBMD)

The LWEB-900 Server can register with an existing BBMD in the BACnet/IP network as a
foreign device. This functionality is used if the LWEB-900 Server is located as a single
BACnet/IP device on a remote IP subnet or behind a NAT router. If operated as a foreign
device behind a NAT router, port forwarding to the BACnet/IP port must be setup in the

NAT router.

1.

2.

Enable the Register as Foreign Device with BACnet/IP Broadcast Management
Device (BBMD) checkbox.

Configure the IP address and port of the remote BBMD.

Configure BACnet time synchronization

The LWEB-900 Server can serve as a BACnet time master.

1.

2.

Enable the Use BACnet Time Synchronization checkbox.

Configure the time synchronization parameters:

Time syn. Interval: This value specifies the time interval in which periodic
time synchronization events are created. If set to zero, no periodic time
synchronization events are generated.
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Align time sync. Interval to the top of the hour: The checkbox determines
whether or not periodic time synchronization events shall be anchored at the

start of a day or hour.

Offset by: This value determines the point of time within this time
synchronization interval at which the time synchronization event is actually
triggered. The default value of this property is 0.

3. Add BACnet devices which should receive UTC time to the UTC time sync.
Recipients list and devices which should receive local time to the Time sync.
Recipients list. LWEB-900 allows to add the following types of recipients:

Existing BACnet device from the data base

BACnet device identified by BACnet instance number (the object ID of its

Device object)

BACnet device identified by BACnet address (Network number and MAC

address/IP address)
Local broadcast
Foreign broadcast

Global broadcast

BACnet custom objects and properties

The BACnet standard defines standard objects and their properties. However, many
BACnet vendors extend those standard objects with custom properties. Other vendors
define new object types with a complete new set of properties. When LWEB-900 scans a
BACnet device and its objects, it gathers all available information and creates a new object
type definition if it does not yet exist. All object types can be modified using the Types &
Properties editor.
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Properties of Project 'LCampus’... @

| Cutgoing mails | Incoming mails | Identification keyl Database Log Limitations | Alarming | BACnet |

Enable BACnet

| Communication | Time Master | Types & Properties |

Vendars "{>:| ¢£| Object Types 4k
¢V Loytec ! ¢ DS1 Blinds_Output HF
= 7 b= ¢ D51 Light Output_ Analog 5P
¢ Standard 4 ¢ DS1_Light_ Output_Binary Hp
COV Increment

Description

Device Type
COV DS1_BA_Prototype

R w

D51 Binary_Present_Value

Mame: ¢ | D51_Binary_Present_Value
Id: 5070
Type: Simple type 7-GenericEnumerated
Direction: |In
Cpticnal:
' ¢/ D51 _Binary_Threshold =

7-GenericEnumerated
7-Siemens-BA_Blind_Position

7-Siemens-BA_Commissioning_State

7-Siemens-BA_Last_Moving_Direction

7-Siemens-BA_Lifecycle State

7-Siemens-BA_Present_Priority_Array_Index

7-Siemens-BA-Actuator-Type
7-Siemens-BA-Blind-Command

7-5iemens-BA-Blinds-Cutput-Command
7-Siemens-BA-Lighting-Command-MP1.1
7-Siemens-BA-Lighting-Output-Command

A-ARSTR ARSI TR ST ST RS A =T RSB ~d

& BA-ObiPrototvpel:
7 ) YP!

[ Ok | (Cancel] [ Apply |

Figure 60: Types & Properties Editor

6.6 Add Devices

Devices are added in the folder Network/Devices. To manage a large number of devices,
they can be grouped in subfolders. The LWEB-900 Server can communicate with LOYTEC
devices using one of the following modes:

e Web Service: This is the default communication mode enabling LWEB-900 to
access the full functionality of the device. The LWEB-900 Server uses web
services only (HTTP or HTTPS) for all communications with the device.
LOYTEC devices represent process data as data points. At the data point level, the
specific technological restrictions are abstracted and hidden from the user.
Therefore it makes no difference whether a LOYTEC device is connected to a
BACnet, CEA709, DALI, Modbus, Mbus, etc. network or has local 1/0s.

e  TCP/IP: This communication mode should be used for devices with old firmware
versions which do not yet support web services for device management. It requires
that LWEB-900 can access the device using web services for real time data and
FTP/Telnet (or SCP/ SSH) to manage the device.
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e E-Mail: Most LOYTEC devices can send an e-mail with a trend or alarm log in
CSV format in the attachment when a configurable fill level is reached. The
LWEB-900 Server can fetch these e-mails from a mail box and process the
contained data. This communication mode is a good option, if the device is behind
a firewall and cannot be accessed directly. Only history data (trend and alarm logs)

can be received from the device.

e BACnet: BACnet communication can be enabled if Web Service or TCP/IP is
selected as communication mode. If the BACnet option is enabled, LWEB-900
displays the native BACnet objects and their properties as well as the abstracted

data points.

LWEB-900 allows adding devices from other manufacturers if they support BACnet

communication.

Add LOYTEC devices using network scan

1. Select the folder Network/Devices or a subfolder and choose New = Discover
devices from the context menu.

2. Select a network adapter and click on the Discover Devices button to start a network
scan. The results are put in the device list below.

3. Select one or multiple devices in the device list which you want to add to your project

and click the OK button

Adapter: | Ethernet

IP address: | 169.254.23.24

Registering

~ Not in project:
Not in project
Not in project
Not in project
Not in project
Not in project
Not in project

Not in project

Device Name

LDALI-DG
LDALI-EG
LDALI-KG
LDALI-OG
LINX-DG-Floor
LINX-DG-Weather
LINX-EG-AC

Model

LDALI-ME20x-U
LDALI-ME20x-U
LDALI-ME20x-U
LDALI-ME20x-U
LINX-212
LINX-212
LINX-212

Select all

Discover Devices...

Serial Number

025004-000AB005B399
025003-000AB00S14E3
025004-000AB005BS3...

025004-000AB005B7...

029502-000AB0050B87
029503-000AB0051507
029503-000AB0051527

Cancel

Figure 61: Discover LOYTEC devices

Manually add a device with communication mode “Web Service”

1. Select the folder Network/Devices or a subfolder and choose New = New device

from the context menu.

2. Inthe New Device dialog (see Figure 62) enter the following data:

Name: User defined name to identify the device.

Description: Description of the device.

Family: Select the LOYTEC device family from the drop-down list.

Type: Select the LOYTEC device type from the drop-down list.
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e Communication: Select Web Service.

e BACnet: This checkbox is available only if the LOYTEC device supports BACnet
communication. If this option is enabled, LWEB-900 will display the native
BACnet objects of the device.

e State: If the device is online, select Enabled, else select Disabled.
e IP address: IP address or DNS name of the device.

e Operator password: Enter the operator password which has been configured via
the Web UI of the device. The default password is “operator”.

e Admin password: Enter the admin password which has been configured via the
Web UI of the device. The default password is “loytec4u”.

¢ Communication profile: Select one of the available communication profiles from
the drop-down list. Per default the communication profiles LAN, WAN, and
WLAN are available. The LAN setting ensures fast response times, the WAN
setting saves bandwidth; the WLAN setting limits the number of parallel file
transfers. Refer to Section 6.24 for details.

e HTTP port: HTTP port of the device.

e HTTPS port: Some LOYTEC devices (LINX-12x, LINX-22x, LINX-15x,
LVIS-3E11x, LVIS-ME21x, L-ROC) support HTTPS. For those devices the Use
secure connection checkbox can be activated and the HTTPS port can be
configured.

New Device... @

Commen properties

Family: LINX x|
Type: LINX-150 x|

MName:

Description:

State: @ Enabled Disabled

BACnet

Web Service Communication Properties |

IP address:
Operator password:

Admin password:
Communication profile: | LAM v|

Use secure connection for device management and HTTP communication

HTTP port: 80 Default | HTTPS port: | 443

Cancel |

Figure 62: Add Device with Communication Mode Web Service
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3. Press the button Test connection to verify that LWEB-900 can communicate with the

device correctly.

4. In the next dialog you are offered the following options:

e Upload device configuration: Choose this option if the device is already
configured. LWEB-900 will upload the configuration of the device and display the

data points.

e Assign device configuration: Choose this option to assign the configuration of a
different device. This option is useful if you have multiple devices with identical

configuration.

e Start the configurator: Open the device configuration view. Refer to Section 6.7

for details.

e Cancel: Perform none of the above actions. You can execute any of the actions

later from the context menu of the device.

5. The new device is displayed in the navigation view. If you have uploaded the device
configuration or assigned a configuration, you now have access to all data points of the

device (see Figure 63).

Navigation View i}
= 2 Network
= 9 Devices
ER A3
= 4% pG3s
SR N0
= B LINX151-DG
= 6 LINX151-0G3
= [d Datapoints
® [ Favorites
@l System Registers
# [ User Registers
[& IECS1131 Variables
[ Alarm
& Trend
g
# [ BACnet Port
® [ CEABS2 Port
® [ M-Bus Port
= [ LIoB
&
@

@ Lios-FT
d | TNA.TD

Figure 63: Device Data Points

Manually add a device with communication mode “TCP/IP”

If a device does not support the Web Service communication mode, use TCP/IP instead.

The following additional parameters need to be configured:

e FTP port and Telnet port: Those ports are fixed and cannot be changed.

e SSH port: Some LOYTEC devices (LINX-12x, LINX-22x,

LINX-15,

LVIS-3E11x, LVIS-ME21x, L-ROC) support SSH. For those devices the Use
secure connection for device management checkbox can be activated and the

SSH port can be configured.
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Manually add a device with communication mode “E-mail”

1. Before mails can be received, the incoming mail server has to be configured. Select
Properties from the context menu of the project node in the navigation view and select
the Incoming mails tab.

Outgoing mails Incoming mails Idertification key Database Log Limitations
Incoming server: |

Server type: POP3 [»

Port number: ]

[[Juse secure connection (S5L)

Usemame:
Password:
Check incoming mail period: | 1 Ominute (O hour

[#]Keep mails on sarver after reading

[ store attached files locally on server

Test incoming mail

Figure 64: Incoming Mail Configuration

e Incoming server: IP address of the incoming mail server.

e Server type: The LWEB-900 Server supports POP3 and IMAP.

e  Port number: Incoming mail server port.

e Use secure connection (SSL)

e Username: User name for mail box access.

e Password: Password for mail box access.

e Check incoming mail period: The LWEB-900 Server checks the mail box
periodically for new mail. This value defines how often the mail box will be

checked.

o Keep mails on server after reading: The LWEB-900 Server can either remove
the processed e-mails from the server or leave them on the server.

e Store attached files locally: If this option is selected, the attached CSV log files
from the processed e-mails will be stored on the hard disk in the directory <project
directory>\MaillnputBox\AttachedFiles.
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Select the folder Network/Devices or a subfolder and choose New = New device
from the context menu.

In the New Device dialog (see Figure 65) enter the following data:

Family: Select the LOYTEC device family from the drop-down list.
Type: Select the LOYTEC device type from the drop-down list.
Name: User defined name to identify the device.

Description: Description of the device.

Communication: Select E-mail.

State: If the device is online, select Enabled, else select Disabled.

Common properties
Family: LINX, w
Type: LINX-151 w
Name:
Description:
Communication: | E-mail v
State: (S)Enabled () Disabled
E-mail
Serial number:

Figure 65: Add Device with Communication Mode E-mail

Serial number: Serial number of the LOYTEC device. The serial number is part
of the CSV log files which are transmitted by LOYTEC devices.

The new device is displayed in the navigation view. After the first data has been
received via e-mail, the trend logs and alarm logs will be displayed in the
corresponding folders (see Figure 66).

Navigation View i
@ [ vie
[ [£] schedules
* & Home
* [g% System
= =t Network
= ¥ Devices
= U8 yie
[ER.. AN
= 99 wHo1
= 8 LINX-151 Office
= [ Trendlogs
D Trend_Supply Voltage 1642
= G Alarmlogs
LL plarm Log 1001

& <} Communication Parameters v

Figure 66: Device Trend and Alarm Logs
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Add 3 party BACnet devices using network scan

LWEB-900 Server supports an online network scan on the BACnet network. In this scan the
LWEB-900 server searches for other devices on the BACnet network and pulls in the
BACnet object information of these devices.

1. Select the folder Network/Devices or a subfolder and choose Scan BACnet Network
from the context menu. This opens the BACnet network scan dialog as shown in Figure
67.

Scan BACnet Network... @
Scan mode: | Fast (Default) v| Instance range: from 0 Cefault |
to 4104303 | Default |
Scan Network...
Device Name Instance MAC Address Net Objects d
~ Not in project: 16 device(s)
BG37_BM 22002 (0,04-65-16-02-BA-C7) 0 21
BG37_O1 _AE 22132 {0,0A-65-16-84-BA-C7) 0 711
BG37_01 AW 22131 (0,0A-65-16-83-BA-C7) 0 711 =
BG37_02_AE 22164 (0,04-65-16-A4-BA-C7) 0 711
BG37_02_ AW 22163 (0,04-65-16-A3-BA-C7) 0 711
BG37_03_AE 22196 (0,04-65-16-C4-BA-CT) 0 711
BG37_04_AE 22228 (0,0A-65-16-E4-BA-C7) 0 711 |
BG37_04_AW 22227 (0,04-65-16-E3-BA-C7) 0 711
L-Gate 18203 (0,04-65-12-CB-BA-C3) 0 504
LINX-151 1022512 (0,04-E1-01-02-BA-C7) 0O 46
LINX-151-EG-BG37 22099 (0,04-65-16-63-BA-C7) 0O 2 v
[ Create Selected Devices... | [ Close |

Figure 67: BACnet Network Scan

2. Click on the Scan Network button to start a network scan. The results are put in the
device list below.

3. Select one or multiple devices in the device list and click the Add Selected Devices...
button.

4. The new devices are displayed in the navigation view. You have access to all BACnet
objects and their properties (see Figure 68).

4 = Network
4 "VF Devices
A
4 [l BACnet
4 [l Device
I e BGIT_O1AE
v [ Files
b Inputs
v [ Outputs
v [ Values

Figure 68: BACnet Objects

Add a 3 party BACnet device offline

If the BACnet device is not yet online, it is possible to add it as follows:
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Select the folder Network/Devices or a subfolder and choose New = New device
from the context menu.

In the New Device dialog (see Figure 69) enter the following data:

e Family: Third-party device.

e Type: BACnet/IP.

e Name: User defined name to identify the device.

e Description: Description of the device.

e State: If the device is online, select Enabled, else select Disabled.

e BACnhet instance: Instance number of BACnet device object. The instance
number must be unique in the BACnet network.

e BACnet address: The BACnet address consists of BACnet network number and
BACnet MAC address. For a BACnet/IP device the BACnet MAC address is
defined by its IP address and UDP port.

e Management password: Enter the password required for device management
functions (reset, backup/restore). For LOYTEC devices the default password is
“loytec4u”.

e Communication profile: Select one of the available communication profiles from
the drop-down list. Per default the communication profiles LAN, WAN, and
WLAN are available. The LAN setting ensures fast response times, the WAN
setting saves bandwidth; the WLAN setting limits the number of parallel file
transfers. Refer to Section 6.24 for details.
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New Device... @

Commen properties

Family: Third-party devices i ‘
Type: BACnet/IP i ‘

Marme: BG37_EG_BAChe]
Description:

State: @ Enabled Disabled
Communication: BAChet

BACnet/IP Communication Properties

@ BACnet instance
BACnet Instance Number: 22008
BACnet address
Network Number:
> MAC Address

OR
L> 1P address: UDP Port:

Management Password: eessssse

Communication profile: | LAN v |
Test connection... |
Cancel |

Figure 69: Add 3" Party BACnet Device

Press the button Test connection to verify that LWEB-900 can communicate with the
device correctly.

In the next dialog you are offered the following options:

e Upload device configuration: Choose this option if the BACnet device is online.
LWEB-900 will upload the BACnet object information of the device.

e Import device configuration: Choose this option if the device is offline. You can
either import an EDE file and the corresponding state text file or assign the
configuration of a different device (see Figure 70). The latter option is useful if
you have multiple devices with identical configuration.

e Cancel: Perform none of the above actions. You can execute any of the actions
later from the context menu of the device.
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Import Device Configuration... @
@ Initialize from file:
EDE File: Nitmph\EDE_export.csv [:l
EDE State Text File:  MA\tmp\EDE_sxport-states.csv
Encading: 150-8859-1 -

Initialize from existing configuration:

File name Configuration name Build date

Ok | Cancell

Figure 70: Import BACnet Device Configuration

5. The new device is displayed in the navigation view. If you have uploaded the device
configuration or imported a configuration, you now have access to all BACnet objects
of the device (see Figure 68).

Organize devices
To keep track of a large number of devices, it is recommended to organize them in folders.

To create a folder, select Add folder from the context menu. Devices can easily be moved
between folders using drag-and-drop.

6.7 Configure LOYTEC Devices

Configuration Software

LOYTEC devices can be configured very comfortably because the required software can be
started directly in LWEB-900. The L-VIS, L-INX, and L-DALI Configurators are separate
software packages which can be downloaded from the LOYTEC homepage. When the
LWEB-900 Client is started, it checks which Configurators are installed on your PC and
displays any missing components (see Figure 71).

LWEB-900 Client =)

,6, The following Add-Ins were disabled:

Graphical View Configurator, the L-VIS Configurator is not found
L-DALI Configurator View, the L-DALL Canfigurator is not found
L-INX Configurator View, the L-INX Canfigurator is not found
L-VIS Configurator View, the L-VIS Configurator is not found

Don't show this message again

Figure 71: Device Configuration Software Not Installed

If the corresponding configuration software is installed, you can right-click on a device in
the navigation view and select Configure device.
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WEB-900 Client

File User Tools Help
=
Defauit M= TS T AN T -
Navigation View s He X | [ wis-308 X 0 [2] Alamm View X | =
# [& Home A — J— 5
- “‘.‘m Did D> 3R =, | RS SIFHDQ S E 00 T wisedior Fomat Devies
[# System -
= 2 Network = =] Main Meru o
2 ¥ pevices & Settings || General | commen Properties | Mapping | Data Paint | Color | Henu { Page
= 8 e S Debug
i =& Light Hame | SunblindPage Type | Fage um: | o1z
ERC Y- =
- LightPage (Public :
= 0 e Emh\i\d s (Public) oot Memary usage on device (RAM[FLASH): | 1731
@ LINX151-D6 [ sunblindPage (Public)
& 8 LINX151-063 =8 EVAC
g =01 H¥ACPage (Public)
'? ﬁ LINX151-062) = =& Update datapoints
=] ﬁ LINX151-0G1 £ ShowPagsActive_Write
= B LINX151-EG Reference 1 - Navigation
@ @ LINX120-Prod (21 Fan |
- 1 HeatCoo
® -
lf @ Lnx1zo-vent o 23 statis
@ @ Lvx120-Ciste EH10 Heat Valve
= 98 s = 4 wisible on Condition W
& @ Lsa01 &= nwilinitStatus mode
- &= nviPercl _—
® g S
'f G unsaoz G WindowOpenCalc . —
& i LvIs-405 =4 Occupied_Status _
@ B Lvis-a03 Mapping .
& @ Ls-a0s &&= nviRoomOcc —
@ Lvs-301 B4 Windowopen I E—
- Mapping .
) W Lvis-302 e WindowCanksctslue Resd I —
= W LvIs-303 =45 Unit_Status
W V15305 Mapping
w 4 visible on Condiion
- & nvilinitStatus mods
s v =410 Room Temp Number 2
< > moe - “
| | L& | Welcome administratar

Figure 72: L-VIS Configuration Software in LWEB-900

The configuration software of the different LOYTEC devices is outside the scope of this
document. It is described in the corresponding product manuals instead (see Table 6).
Figure 73 shows the part of the device configuration toolbar which is independent of the
product type.

Save Configuration

Upload Configuration

@&.*Ié

Download Configuration

Figure 73: Common Button for Device Configuration

e Save Configuration: Save the current configuration in the LWEB-900 database.
The navigation view will be updated with the objects created in the device
configuration software.

e Upload Configuration: If the configuration on the device is newer than the
configuration in the LWEB-900 database, use this button to upload it. It will
upload the entire configuration from the device, including data points, NVs,
registers, client mappings, schedules, etc.

o Download Configuration: To download the configuration, the device must be
online. Before downloading the configuration, it will be saved in the LWEB-900
database.
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Device Family

Configuration Software

L-VIS L-VIS devices are configured with the L-VIS Configurator. Refer
to the L-VIS User Manual [1] for details.

L-INX, L-GATE L-INX and L-GATE devices are configured with the L-INX
Configurator. Refer to the L-INX/L-GATE User Manual [2] for
details.

L-IOB L-1OB devices are configured with the L-INX Configurator. Refer
to the L-10B User Manual [3] for details.

L-DALI LDALI-3E10x devices are configured with the L-DALI

Configurator. LDALI-ME20x devices are configured using the
web interface and do not need a separate configuration software.
Refer to the L-DALI User Manual [5] for details.

Table 6: Device Configuration Software

Note:

If you are using a network management tool based on LNS, do NOT configure the devices
in LWEB-900, but start the device configuration software from the network management
tool in plug-in mode.

Note:

The device configuration software accesses the device directly and does not go through the
LWEB-900 Server.

Access Web Ul of device

The web Ul of a LOYTEC device can be accessed easily by selecting Open device web Ul
from the context menu. There is no need to remember the password of each device.
Depending on your access rights (see Sections 6.17.4 and 6.28) to the device, you will be
automatically logged in as admin user or as operator user.

6.8 Identification Key

In LWEB-900 each data point is uniquely identified by its path and name. Optionally, you
can define your own identification key schema and assign identification keys to each data
point. Figure 74 shows an example.

Mol W AU Ao Vo Ao Mo e Vo e 3

nviHCfanCmd
nvoHCfanCmd
nvoHClouver
nviHClouver
nviHClouverFb
nvoHClowverFb
nviHCcoolInlet
nvoHCooolInlet
nviHCcoolQutlet

. nvoHCooolOutlet

nvoHCdgCmd
nwviHCmanHEgCmc

Type Identification Key (IK)

DP User Input \I'IEBG,%T‘%DLHCRCTDDFUJCH]FANUUCMDDD

EPWEET (@ VIEEG Location: VIE, Vienna

DP User Output VIEBGIBuilding: BG35, Blumengasse 35

DP User Input VIEEGT Lewvel: 04, Fourth floor
_|Rioom: |

DP User Input VIEBGYCategory: HC, Heating/Cooling

DF User Output vIEBGEauipment: RCT, Room contrel
|Equipment Idx: 00

DF Analog Input VIEBG o dyle: FCLJ, Fan coil unit

DP Analeg Output VIEBGAModule Idx: 00
J{Component: FAN, Fan

e wEBG"CDmpcnent Icx: 00

DP Analog Output VWIEBG3Data Point Type: CMD, Command

DP Analog Output  VIEBGAD2EA Point Idx: 00

DP Analog Input VIEBGI50401HCRCTOOGENDOPSWOOCMDOD

Figure 74: Identification Key Example
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Define identification key schema

1. Select Properties from the context menu of the project node in the navigation view and
select the Identification key tab (see Figure 75).

2. An identification key consists of a number of fields which have fixed length. To add a
new field, click on the Add field button.

3. Specify a name and the length of the field.

4. Each field can have a number of predefined values. Define the values and optionally
add a description.

5. Click on the Apply button to save the field configuration.

Properties of Database ‘LCampus’... (5]

Outgoing mails | Incoming mails | Identification key | Database Log Limitations

Identification key: | Add field Remove selected field

Location | Building Level |Room | Category =200 4 Equipment Idx | Module Module Idx | Component | Component Idx | Data Point Type | Data Point Idx
1|2|3|4|5|8|7|8|o|10[11[12 |13 |14|15|18] 17 ht:] 1920|2122 |23 |24(25|28|27 28 29 |30 |31 |32

Field Configuration

Name: | Equipment Length: | 3
Values: Value Description ~
# uo Light Outdoar
K A Air Handling Unit
K Ec Elevator Car
>

Fill character:

[F]change existing identification keys

Figure 75: Identification Key Schema

Assign identification keys to data points

1. In the object list view, click on the toolbar button Configure columns and add the
Identification Key (1K) column.

2. Click on the identification key which you want to change. The identification key is split
into its fields as shown in Figure 76. For each field you can select one of the predefined
values or enter a new value.
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MName Type Identification Key (IK}
nviHCsetpoint DP Analog Input
& miHCsetPtOffs DP Analog Input Location VIE ~ [00SPTOL
& mviHCsetPtloc DP Analog Input Building BG35 - |00SPTO4
nviHCoaTem; DP Analog Input O0VALDOD
= P oame Level o4 -
! @ nviHCsetPts DP User Input 00SPTO2
Room 01 v
! e nviHCoccSched DP User Input 00CMD02
a miHCroomTemp  DP AnalogInput | C3t290rY HC ~ DOVALOD
& mviHCappiMade DP Multistate Input | Equipment RCT ~ VDOOPMOO
! @ nviHCengHold DP User Input Equipmentldx 00 ~ VDOSWIOO
o .
! g nviHCfanCmd DP User Input Module GEN . 00CMDO0
& miHCoccManCmd — DP Multistate Input 00CMDO1
Madule [dx 00 v
a nviHCeffPres DP Multistate Input 00VALOO
=2 nvoHChtgCmd DP Analog Output | POnent SPC T hocMmDoo
=2 nvoHCclgCmd DP Analog Qutput | CompanentIdxe 00 - DOCMDO0
=2 nveHCtermload DP Analog Qutput Data Point Type  SPT ~ NDOSTAO4
o
¥ == nvoHCengHold DP User Qutput Data Point Idx 03 o VOOSTAQ3
b =2 nvoHCfanCmd DP User Qutput 00CMDO0
[ Ok ] [ Cancel ] [ Reset ]

= nvoHCeffectSpt DP Analog Output  Smrooooosonrencrooorororce00STAOL

Figure 76: Assign Identification Key

Multi-edit identification key fields

1.

In the object list view, click on the toolbar button Configure columns and add the
identification key fields which you want to change.

Select multiple data points in the object list view.

Click on the identification key field of the first data point and change it (see Figure 77).
The identification key of all selected data points is changed.

IK.Location IK.Building K.

]

IK.Room IK.Category
= nvoHClouver

mviHClouver

DP User Output
DP User Input
DP User Input
DP User Output
DF Analog Input
DF Analog Input
DP Analog Output
DP Analog Output

nviHClouverFh
= nvoHClouverFh

nviHCcoolinlet

mviHGcoolOutlet

= nvoHCooalInlet
= nvoHCooalOutlet
= nvoHCoccManCmd  DP Multistate Qutput

= nvoHCunitstat
= nvoHCooalSP

DP User Output
DP Analog Output

Figure 77: Multi-Edit Identification Keys

Assign identification keys from data point name or description

The name or description of a data point can be used as part of the identification key.

1.

In the navigation, click with the right mouse button on a device or a device folder and
select Identification Keys - Assign Identification Keys... from the context menu.

The Assign Identification Keys dialog allows the definition of a Constant Part which
is assigned to the identification keys of all data points in the folder and a Dynamic
Part which is derived either from the data point name or description. In the example
shown in Figure 78, the first two fields of the identification key will be set to the
constant value “VIE BG35” for all data points in the folder. The rest of the
identification key, starting with the field “Level” and ending with the field “Data Point
Idx”, will be set to the name of the data points.
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Assign Identification Keys...

Canstant Part

[ [ | | R [ R ) ) e | e (clear]
Dynamic Part

Source: () None @ Name ©) Description

Start field: [Level v

End field: [Data PointIdk 7|

Location | Building | Level | Room | Category | Equipment | Equipment Idx | Module | Module idx | Component | Component Idx | Data Point Type | Data Point idx

Changes preview:

VIE BG35 03 |01 u RCT 00 ZON 01 LF 00 CMD 00

Cancel |

Figure 78: Assign Identification Key

Change identification key schema

If you need to change the length of an identification key field or add a new field, all existing
identification keys will be affected. LWEB-900 can give you a preview of the effect of the
change.

1. Select Properties from the context menu of the project node in the navigation view and
select the Identification key tab

2. Change the identification key definition.
3. Click on the button Select datapoint for preview to see the effects of your change.

4. If you do not set the checkbox Change existing identification keys, the existing
identification key strings will be left unchanged. In the example shown in Figure 79, the
length of the field “Location” has been increased from three to four characters. Because
the field boundaries change, the values of all fields change. If you activate the
checkbox, the configuration key strings will be modified as shown in Figure 80. Note,
that the configured Fill character is used to bring the length of the field “Location”
from 3 characters up to 4 characters.

Fill character:

The length of one or mare ficlds has been changed.

[[Jchange existing identification keys

Changes preview: [ sgject datapoint for preview

0ld Configuration

Location | Building | Level | Room | Category | Equipment | Eguipment Jdx | Modiule | Modtule Idx | Component | Component Id| Data Point Type | Data Point Jdx

VIE BG35 o 01 LI RCT 00 ZON 01 LIF o] CMD ]

New Configuration

Location | Building | Level| Room | Category | Equipment | Equipment Jdx | Modiule | Modtule Idy | Component | Component Idx | Data Point Type | Data Point Jdx

VIEB G350 40 i R CTo 0z ONO 1L IF0 ac MDO 0

Figure 79: Do Not Change Existing Identification Keys
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Fill character:

The length of one or more fields has been changed.

[¥]Change existing identification keys

Changes praview: [ selzct datapoint for praview

0ld Configuration

Location | Building | Level | Room | Category | Sgquipment | Eguipment fdx | Module | Module Idv | Component | Component Idx | Data Point Type | Data Point Idc

VIE BG35 04 01 LI RCT 0o ZON 01 LIF 00 CMD 00

New Configuration

Location | Building | Level | Room | Category | Sgquipment | Eguipment fdx | Module | Module Idx | Component | Component Idx | Dala Point Type | Data Point Idc

VIE_ BG35 04 01 LI RCT oo ZON 01 LIF 00 CMD ]

Figure 80: Change Existing Identification Keys

Export identification keys

1. Right click on a data point folder in the navigation view and select Identification Keys
- Export Identification keys to CSV file from the context menu.

2. Select a destination folder and filename.
The format of the exported file is documented in Section 8.3.
Import identification keys

1. Right click on a data point folder in the navigation view and select Identification Keys
- Import ldentification keys from CSV file from the context menu.

2. The identification keys are imported relative to the selected folder.
Export identification key schema

1. Select Properties from the context menu of the project node in the navigation view and
select the Identification key tab.

2. Click on the Export schema... button.
3. Select a destination folder and filename.
Import identification key schema

1. Select Properties from the context menu of the project node in the navigation view and
select the Identification key tab.

2. Click on the Import schema... button.

3. Select the identification key schema file.

6.9 Advanced Search and Search View

Advanced Search

To access additional search options in the object list view, click on the Advanced search
button. The following search parameters can be configured:
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e Search options: Select whether you want to search in the identification key, name,
description, or path.

e Search string: An object satisfies the search condition if its identification key,
name, description, or path contains the specified search string.

Note: To search for a specific field of a structured data point or BACnet property, use the “.”
Separator in the data point name (e.g. nviSBstateFb.pos).
You can use the asterisk (*) and question mark (?) as a wild card characters in the search
string. The asterisk matches zero or more characters, the question mark matches any single
character. For example, the search string “nvi*Fb” finds all data points which have names
starting with “nvi” and ending with “Fb”.
o Object type: This drop-down box allows limiting the search to certain object
types.
Advanced Search.. @
[ Search [Advanced |
Search options: [T search in identification key
Search in name
[T Search in description
[E] search in path
Search string: hﬂ
Object type: All types v|
Cancel |
Figure 81: Search in Name
Advanced Search... @
[ Search [[Advanced |
Search options: Search in identification key
[Tl Search in name
[E] search in description
[Z] search in path
Search string:  VIEBG350127LI77777772772799079277
Object type: Location VIE A
Building BG35 A
Level o1 - [| Cancel |
Room 7?7 -
Category u A
Equipment e A
Equipment Idx 77 -
Madule Fr -
Madule Idx 7?7 -
Component e A
Component ldx 77 A
Data Point Type 777 -
Data Point [dx 7?7 -
[ Ok | [Cancell [ Reset |
Figure 82: Search in Identification Key
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The Advanced tab allows you to combine multiple conditions with AND and OR
operators.

Advanced Search.. @

Advanced

4 7 AND, all must match 9p

I Mame contains he

T Description contains Heating

XXX

7 Type is Parameter

Cancel |

Figure 83: Advanced Search Condition

Save search parameters in search view

If you regularly search for a certain type of objects, it might be useful to save your search. If
you click on the Save Search View button, a new search view with the current search
parameters is created in your home directory. The next time you want to execute the search,
just double click it, and you will see the current objects that match the original search. To
modify the search parameters, click on the Properties button in the search view toolbar.

Navigation View o
= (4 LCampus
# @ vie Search View
* Schedules
= L& Home
J.) Room 306
2 watch
® Lgy operator
* (9% System
# & Network

Figure 84: Search View Icon

To create a search view in another folder than your home directory, right click on the folder
and select New = New search view from the context menu.

6.10Watch View

The watch view allows observing data point values in real time. Per default each user has
his own watch view stored in his home directory (see Figure 85). Double click on the watch
view to open it. To monitor data points, drag them from an object list view to the watch
view.
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Navigation View I
= [ Lcampus
& [ VIE
# [£3] schedules
= [@ Home
® (& admin
= [# operator
# [g8 System
# = Network

Figure 85: Watch View in Home Directory

Create new watch view

1. Right click on a folder in the navigation view and select New - New Watch View
from the context menu. A watch view can be created in root folder (the project node),
in the home folder of the user, or in any user defined folder.

2. Enter a name and a description for the watch view and click on OK.

3. The new watch view is created and displayed in the navigation view. Double click the
watch view to open it. A new watch view does not contain any data points.

Add data points to watch view

1. Select the data points you want to monitor in the object list view and drag them to the
watch view as shown in Figure 86.

2. Save your changes to the watch view by clicking on the Save button in the toolbar.

Data points marked with “O”in the top
right corner are refreshed automatically

4
+=
X

B HC X
ool 4] | 2 P oNNcIN e R [ 4] &= ¥ G o8
Polled Name Value Identification Key (IK)
LCampus » Network » Devices » VIE » BG35 » LINX » LINX151-DG

Datapoints » CEA70S Port » Datapoints » RI1 » HC
& nviHCfanCmd

me Type Identification Key (IK) = ~ =2 nvoHClouver
>l & nviHClouverFb
=5 nvoHCfanCmd DP User Output VIEBG350401HCRCTOOFCUOOF i
P’ R cop to weteh )
« nviHClouver DP User Input VIEBG350401HCRCTOORCUOOL
b
=5 nvoHClouverFb DP User Output VIEBG350401HCRCTOOFCUOOL Add data points by dragging
& nviHCcoollnlet DP Analog Input VIEBG350401HCRCTOOFCUO0S them to the watch view
55 nvoHCcoollnlet DP Analog Output VIEBG350401HCRCTOOFCU00S
& nviHCcoolOutlet  DP Analog Input VIEBG350401HCRCTOOFCU00S
= nvoHCcoolOutlet  DP Analog Output VIEBG350401HCRCTOOFCU00S
=5 nvoHCdgCmd DP Analog Output VIEBG350401HCRCTOOFCUOO
& nviHCmanHtgCmd  DP Analog Input VIEBG350401HCRCTODGENODF

>

Data points without “O”in the top right
corner have to be refreshed manually

Figure 86: Add Data Points to Watch View

Note: OPC data points and BACnet properties are refreshed automatically in the watch view.
They are marked with a small “O” in the top right corner of the data point symbol. To
expose a data point via OPC, the corresponding checkbox has to be activated in the
LOYTEC device configuration software. Other data points of LOYTEC devices can also be
added to the watch view. Their values are refreshed when clicking the refresh button in the
toolbar.
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Change data point values

1. Click on the value of a data point. Depending on the data point type, a drop down list, a
number input, or a text input box is displayed (see Figure 87).

2. Enter the new value and press the Enter key.

Polled Name Value It
A __,Q nvoFreszedl

_ﬁ value 0%

j state True ~
_'j\. nvaTempOut
ﬁ nvaTempln S

:\- nvoTempHeatIn 18.63082 °C

=% nvoTempHeatOut  18.34251 °C

=5 nvoPressOut 72 Pa

ﬁ nvoPressin 80 Pa

4 _? mwaOnOffFb

= value 70 %

=0 state SW_ON

Figure 87: Change Data Point Value in Watch View

Column Configuration

The columns of the watch view can be customized. Per default the Polled, Name, and
Value columns are displayed. To add columns or to change the column order, click on the
Configure columns toolbar button.

The column configuration is stored for each watch view separately. To change the column
configuration for the current watch view only, deactivate the Apply to all ‘Watch view’
objects checkbox and click the Apply button. To save the configuration for all watch views,
activate the checkbox and press the Apply button.

Column Description

Polled If this checkbox is set, the data point value is updated periodically.

Name Name of data point

Value Current value of the data point

Timestamp Timestamp of last value change

Type Data point type

Description Data point description

Referenced Referenced data point including the path

Identification Key (IK) Refer to Section 6.8

IK .<field name> The identification key consists of user defined fields. Each field
can be displayed as a separate column.

Table 7: Watch View Columns

Sorting

If no sort order is defined, data points in the watch view can be reordered using drag and
drop.

You can sort the watch view by clicking one of the column headings. The first click sorts
the data points in ascending order, the second click in descending order, and the third click
removes the sort order.
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Print

Use the print button in the toolbar to print the watch view. The print dialog allows adjusting
the page margins and the font size.

Print of Watch Wiew "AHU Supply Fan'..
Printer: | PDF Complete | [Preferences..|
Margins: Top: 047 4| Lefs[017 3| eomemi[017 i Rightoad ¢
Fant size: U ldpt

Print Preview
od [l @
Waten View ‘LOVTEC_DemsWeich Viewsi3HU Supsly Fer' /182015 14320 P4 Pageiefi
Hame Value
inManReg#na 0%
inFbTimeDelzy 120 =
inPrTimeDelay &0
inTargetState Auto
oulFEStatus.outLts True

outFBStstus.outReqDampsr  True
outFBStstus.outFanCommand  True
outFEStatus.outFanContral 100
outFBStstus.outFbOnOH True
outFBSEstus.outFault False
outFBStatus.outFbFault False.
outFBStstus.outhiotReadyFault False
oulFBStatus.outFanGuardFault Fake
outFBStEtus.outMaintSwFault  False
oulFBStatus.outCommonFault  Fakse
outFBStatus.inRelease True
outFESEatus.inPressureBin True
outFBStatus.inFbTimeDealay 120
oulFEStEtus.inPrTimeDelay 60

—

Figure 88: Print Watch View

6.11Graphical View

Graphical views are schematics to visualize and operate areas of a building. Each graphical
view can consist of a large number of dynamic display elements which reflect the current
status of the facilities. Figure 89 shows an example graphical view for an air handling unit.

[ aru x s

& 100% -

A
0G3 25.1°C
f'ql‘ 062 23.3°C
S
- 061 23.4°C
EG  0.0°C
K6 00°C

Figure 89: Graphical View

Version 3.0 LOYTEC electronics GmbH



LWEB-900 User Manual 91 LOYTEC

6.11.1 Operate Graphical View

A graphical view is displayed in the navigation view and in the object list view with a
special icon (see Figure 90) and can be opened with a double-click.

Navigation View a
= J LCampus
= @ VIE
+ Weather
= [ BG35
= @u

® 3 HC Graphical Views
* L sB
® & SE
@

4 en
- VE
@ —
@ 3 sA
®= G NE
# [ Floorplan
# [£3] schedules

# (g Home

# [ g4 System
# =& Network

Figure 90: Graphical View Icon

Interact with schematics

When you move the mouse pointer over an element of the schematics which allows user
interaction, the form of the pointer changes from arrow to hand. Depending on the nature of
the element, clicking the element with your left mouse button will trigger an action (e.g.
switch to another page, hide or show parts of the schematic) or allow to change the value of
an underlying data point.

View data point details

You can easily access information about data points visualized in the graphical view. Click
with your right mouse button on the value of a data point to open a context menu. Select the
name of the data point for which you want to inspect the properties as shown in Figure 91
and Figure 92.

i
Roon | Show menu an2 M
Room Tenmp. 21.8°C
Eff. 8 Setpoint 12870
Miode nVOHC R Tem p HURC_AUTO
o=

Inlet Temp. 24870 Inlet Temp. 21.8°C
Outlet Temp. 21.8°C Outlet Temp. 22870
Fan Speed Stage 2 Fan Speed Stage 1
Louver Pos. =l Lauver Pos. 289

Figure 91: Graphical View Context Menu
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Datapoint Details... =

Datapeint details of 'nvoHCroomTemp

4
Name nvaHCroemTemp
Description
Path LINX151-OG3/Datapoints/CEA709 Port/Datapoints/RIL/HC/nvoHCroomTemp
Identification key  VIEBG25030LHCRCTOOGENOOSETOOVALOD

Value 2044°C

Quality Good

Timestamp 3/5/2014 6:46:11 PM
Range from -273 to 327

Graphical View LCampus/VIE/BG25/Floorplan/Floorplan
Trend Chart View  LCampus/VIE/BG35/HC/O3 Room Temperature

Parameter View

Watch View

Global Connection

Trend Log LCampus/Network/Devices/VIE/BG35/LINX/LINX151-0G3/Trend logs//CEAT09 Port/Trend/RI1T/HC/Trend nveHCroomTemp

Alarm Log
DP Schedule
Master Schedule

Refresh |

Figure 92: Data Point Properties

Error handling

If LWEB-900 cannot read the value of a data point from a LOYTEC device, the
corresponding visualization element is grayed out. The OPC error message will be
displayed when hovering over the control as shown in Figure 93.

Roor 306 Foom 265
B geC H @ 2540
$) o
&nvoHCroomTemp: Uncerkain last useable value |

Figure 93: Error Display in Graphical View

Navigation menu

The navigation menu can be opened by a click with the right mouse button on an empty area
in the schematics. If the right-click is executed over a control, a context menu is displayed
which allow to either open the navigation menu or to inspect the data point properties.

Zoom levels

The zoom level can be configured in the tool bar of the graphical view. If the zoom level is
set to Auto-scale, the schematics will be scaled to fit completely into the pane.

Print graphical view

Use the print button in the toolbar to print the graphical view. The print dialog allows
adjusting the page margins and the scale factor.
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Print of Graphical View 'L Demo_Project'.. @
Printer: |PDF Complete ~| [Preferences..|
Margins: [Inch ¥ | Top: [0.17 Left: [0.17 Bottom: [0.17 Right: |0.17 Default|
Scaling: O Scale percent 100%

@ Fit to page
Print Preview
| [d =@
OYTEC_D Hical Views/LOemo_Project’ '18/2045 1:51:28 PM gt ot
v = =
/ — - 5
P L]
= ] ) —
= E ap) =~
s _E —
— iz Zz - ;
1=z = T &
E 2. 2 ol |
= Z = e
s , B = SN :
™t v [—F . -
! .m_,l =3 T
™ tafl,
@ v
il a
;f - Sud
AV av
Cancel |

Figure 94: Print Graphical View

6.11.2 Configure Graphical View

In order to configure graphical views, the L-VIS Configurator has to be installed on your
PC. This software can be downloaded from the LOYTEC homepage. When the LWEB-900
Client is started, it checks which Configurators are installed on your PC and displays any

missing components (see Figure 71).

Create new graphical view

1. Right click on a folder in the navigation view and select New - New Graphical View
from the context menu. A graphical view can be created in the root folder (the project
node), in the home folder of a user, or in any user defined folder.

2. Enter a name and description for the graphical view and click on OK.

3. The new graphical view is created and displayed in the navigation view. Note, that a
data point interface folder is created below the graphical view.

Define data point interface

The data point interface folder contains all data points which can be used in the graphical
view. After creating a new project, the data point interface is empty. You can add data point
in one of the following ways:

Pull data points from an object list view into the interface. A link to the original
data point is created.

Drag a complete folder into the interface. In this case, a link to the folder is
created. If the contents of the original folder change (e.g. data point configuration
of a device is modified), the interface changes accordingly.

Press the [CTRL] key while dragging a folder into the interface. The folder
including all its sub-folders is created in the interface and populated with data

point links.
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You can create folders to organize data point and folder links by selecting New > New
Folder from the context menu.

Navigation View a _jj 01 X -]
= £3 BG35 ~ ——
2 MU - |4 | = MR CRp ¢!
= @ He = 3 \ 0
i [ LCampus » VIE » BG35 » HC » HC Visualization » Datapoint Interface » 04 » 01 » v
= || HC Visualization
= *= Datapoint Interface Name Type Referenced
= 0 o4 95 roomName  Datapoint reference |LCampus/Network/Devices/VIE/BG35/LINX/LINX151-DG/Datapoints/User
r m i HC Folder reference LCampus/Network/Devices/VIE/BG35/LINX/LINX151-DG/Datapoints/CEA7|
i#@ He
= O3 02 Link to data point
B @03\ A
& B 04 Link to folder Referenced folder/data point
Folder —
® & os
@ & o6
= G o7 v
< > < >

Figure 95: Data Point Interface of Graphical View

Note

Only OPC data points can be added to the interface of a graphical view. They are marked
with a small “O” in the top right corner of the data point symbol. To expose a data point
via OPC, the corresponding checkbox has to be activated in the device configuration
software.

Design graphics

To design the graphics, click with the right mouse button on the graphical view icon and
select Configure Graphical View from the context menu. The graphical design tool is
outside the scope of this document. It is described in the L-VIS User Manual [1].

Note

If you dock an object list view showing the data point interface to the graphical design tool,
you can quickly attach data points to controls using drag-and-drop (see Figure 96).
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Save graphical view confiugration

Run graphical view
k;:I‘CVisuaIizaﬁonX
BE DO @ % | BRSIMHHRO S0 T LWEsEdtr Fomat

= Templates A | — ‘
Navigation General | Common Properties | Mapping | Data Point | Color || Template / Ir

Goto Page Link r
Heating Cuircuit Name | Radiator ] Type I Template uID: [

Radiator Memory usage on device (RAM{FLASH): l
Comments related to this object:
(X2 Floors

Rooms [

(23 Pipes

qa

088888868

= LR L.

LCampus » VIE » BG35 » HC » HC Misualization » Datapoint Interface » 04 » 01 » HC v

Name - Type Description o)
| ;Eﬁ nvoHCeffOcc Datapoint ce
b 5[z nvoHCengHold Datapoint ce
b 3@ nvoHCfanCmd Datapoi ce
e
3] nvoHChvacMode Datapoint reference
b 3 nvoHClouver Datapoint reference v

~ -

Figure 96: Design Graphics

Broken Links

A data point link breaks if the referenced data point is removed (e.g. data point
configuration of the device is modified). If a graphical view contains a broken link, it is
marked with an asterisk in the navigation view to warn you. In the object list view, broken
links are marked with a special icon (see Figure 97). They can be easily fixed by dragging a
new data point on the broken link.

Asterisk indicates warnings

uﬁm o x

4

o & 2 0.p.6
=] g' Datapoint Interface -] )
3 Boiler I[j LCampus » Home » admin » HC » Datapoint Interface » 04 vl
[ loX] Name = Type
2 o2 4] nviHCsstpoint  Datapoint reference
E1 o1 (A NviHCsetPtOffs  Datapoint reference
Ba &0 4 nvoHCclgOmd ~ Datapoint reference
i l_ (A nvoHChtgCmd  Datapoint reference
Broken link

Figure 97: Broken Link

Show Page Actions

Using a Show page action, it is possible to create buttons in a graphical view which link to
other views. Figure 98 shows how to drag a view and drop it on the action object in the tree
view of the L-VIS Configurator.

Version 3.0 LOYTEC electronics GmbH



LWEB-900 User Manual 96 LOYTEC

Note The Show page action works inside the LWEB-900 Client. When using a web browser to
display a graphical view, only links to other graphical views or chart views are supported.

—
&] Navigation View *q [ Page Links* *

# (1 LOYTEC Demo BRED $2@2 9 w#gA ReEST Rl . LWEB Editor Format
. " =] Root Menu
MemuBem 1 Ganseal | Common Froperties | Mspping | Dats Point | Coier | Action
5D Pagel(Public) Erecute Adior
4 Entrgy Report page = P ==
B
‘=) Global Objects % Execute once: - times, wating 100 ms after each time
20 Templates ;
options
2 Watch Vg vaue [oe ‘DLOI‘I' TEC
. >/ wowwloytec.com
Mester schedbles I Sound buzzer st | 1000 | Hz for | 1000 ms 4
# Home N : Lnk pweb: flocalhostiReport View?id= 142885
Drag view and drop on action bkl flocabrostifoportfio |mStlect,
Y
Energy_Report;

Figure 98: Show Page Action

Import Graphical View from LWEB-800/802 project

1. Right click on a folder in the navigation view and select New - New Graphical View
from the context menu.

2. Activate the checkbox Initialize from file and select the LWEB-800/802 project file.

New Graphical View... =

View name:  AHU

Description:  Ajr Handling Unit

Intialization: ) Empty view

@ Initialize from file: Tishare\adoederleiniahu.lweb E|

Initialize from template:

Cancel |

Figure 99: Import LWEB-800 Project

3. The graphical view is created and displayed in the navigation view. The data point
interface contains a link to the device in the imported project (see Figure 100). If a
matching device with the same IP address exists in the LWEB-900 project, the link is
resolved automatically, else a broken link is displayed. To fix the broken link, simply
drag a device from the Devices folder and drop it on the broken link.

= f * Datapoint Interface

+ N 192-158-20-151-80
Figure 100: Navigation View after Import of LWEB-800 Project

6.11.3 Graphical View Templates

Use graphical view templates to create multiple graphical views with the same graphics but
referencing different data points. For example, you can create a graphical view template
which visualizes a room. This template can then be instantiated for each room in your
building. If you modify the template, all instances of the template will be updated.
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Create new graphical view template

1. Right click the folder Library in the navigation view and select New = New
Graphical View Template from the context menu.

2. Enter a name and description for the graphical view template and click on OK.

3. Create the data point interface and the graphics in the same way as for a normal
graphical view (see Section 6.11.2).

Instantiate Template

1. Right click on a folder in the navigation view and select New = New Graphical View
from the context menu.

2. Enter a name and description for the graphical view.

3. Select the option Initialize from template and press the browser button to choose the
template. Click on OK.

4. Replace folder/data point links: Drag a folder/data point from a device in the Network
folder onto the folder/data point link in the data point interface for the template
instance.

Note

Wherever possible, use folder links instead of data point links. A folder which contains
multiple data points can be relinked much faster than multiple separate data point links.

6.11.4 Graphical Views in LWEB-900 Server and in LOYTEC device

There are two types of graphical views:

e  Graphical view in LWEB-900 Server: Graphical views of this type can be located
in any user folder in the navigation view. In order to display real-time data, the
graphical view communicates with the LWEB-900 Server using OPC XML-DA.
The LWEB-900 Server in turn communicates with LOYTEC devices using OPC
XML-DA. This approach has the advantage that it relieves the communication load
of the LOYTEC devices. For the LOYTEC devices it makes no difference whether
a graphical view is displayed only on one PC or on multiple PCs. The server
fetches the data only once from the LOYTEC devices and distributes it to multiple
graphical views (see Figure 102).

e Graphical view in LOYTEC device: These views are located in the Graphical
Views folder below a LOYTEC device (see Figure 101). In order to display real-
time data, the graphical view communicates directly with the LOYTEC devices
using OPC XML-DA. This approach has the advantage that it offers faster
response times. However, value changes cannot be logged by the server, because
the communication bypasses the LWEB-900 Server.

= ﬁ LIN®-151 K3 AHU
[l Datapoints
[ LIOB Parameters
.l Trend logs
[l Alarm logs
= Bl Graphical Views
& aHU4

Figure 101: Graphical View in LOYTEC Device
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Graphical View in LWEB-900 Server

Graphical View in LOYTEC Device

Graphical Views

Graphical Views

OPC XML-DA
Communication

OPC XML-DA
il Communication
i\l T | LWEB-900 Server

\Y

A®

OPC XML-DA
Communication {r ‘}

LOYTEC Devices

LOYTEC Devices

Figure 102: Comparison of Graphical View Types

Move graphical view from LWEB-900 Server to device

1.

Right click on the LWEB-900 Server graphical view in the navigation view and select
Copy from the context menu.

Select the Graphical Views subfolder of the device to which you want to move the
graphical view and select Paste from the context menu.

If the new graphical view is working properly, remove the original LWEB-900 Server
graphical view.

Move graphical view from device to LWEB-900 Server

1.

Right click on the device graphical view in the Graphical Views folder of the device
view and select Copy from the context menu.

Select the user folder to which you want to move the graphical view and select Paste
from the context menu.

If the new graphical view is working properly, remove the original device graphical
view.

Creating an L-VIS project from a LWEB-900 Server graphical view

1.

Right click on the LWEB-900 Server graphical view in the navigation view and select
Copy from the context menu.

Use the right mouse button to click on the target L-VIS device in the navigation view
and select Paste from the context menu.

The L-VIS Configurator is opened and automatically converts the graphical view to an
L-VIS project.

Click on the Download Configuration button.
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6.12 Parameter View

The parameter view allows to efficiently configure operational parameters which are
distributed over multiple devices. Figure 103 shows an example parameter view for room
temperature control. Each cell of the matrix represents a parameter. Parameters can be
organized freely in the matrix depending on space layout and function.

_ 8 HC Parameters (LINX) X% |

W ERR XS EE AL HEe
M Broken parameter link B Modified parameter value [ Copied parameter value
H Conflict of parameter value between view and device
& o > ﬁ/bcvd\
K &S s
& e e \,o“*\e &
Row Name \00“ V‘j& “&ﬁ *\8\ "‘\’5\ ‘{:5\ 4 & & “LO
0 | E0O1 Reoom EO1 20 10 30 300 200 i -
1 | E002 RoomEQD2 20 10 30 300 900 0.5
2 | E003 Room E03 20 10 30 300 900 05
3 | E004 Room E04 20 10 30 300 Q00 1 =
4 | E0DS Room E0S 20 10 30 300 G900 1
5 | E0O& Room E06 20 10 30 300 a0 0.5
6 | EOOY Room EO7 20 10 30 300 200 i
7 | E0O8 Room E08 20 10 30 300 900 1
& | E00S Room E09 20 10 30 300 900 1
9 | E010 20 10 30 300 Q00 1
10| 0101 Room 101 20 10 30 300 G900 05
11 | 0102 Room 102 20 10 30 300 a0 1
12 | 0103 Reom 103 20 10 30 300 200 i
13 | 0104 Room 104 20 10 30 300 900 1
14 | 0105 Room 105 20 10 30 300 900 05
15 | 0106 Room 106 20 10 30 300 Q00 0.5
16 | 0107 Room 107 20 10 30 300 G900 1 -
| ] b

6.12.1 Operate Parameter View

Figure 103: Parameter View

A parameter view is displayed in the navigation view and in the object list view with a
special icon (see Figure 104) and can be opened with a double-click.

Edit parameters

Navigation View
= |J LCampus

= & VIE

* Weath:

= & BG35

er
= E@u

Parameter View

E Light Parameters

@ B HC
® 2 sB
= G SE
# d EN
= O VE
®= O SA

V|

Figure 104: Parameter View Icon

1. Parameter values can be edited in one of two ways:

e Edit single parameters: Click on the corresponding value field and enter a new

value.
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o Edit multiple parameters: Select multiple parameters and select Edit from the
context menu (see Figure 105) and enter a new value.

R o
. . z\c)\\ % &F
S S 3 & o s
F il & o & & & ¥
«000 ‘\t*;«\ \\‘?\ "«x 'e”(\ \:\f’“ i \\‘:g‘\ \:\‘}'CL
Row Name | <
0 | E0O1 Room EO1 10 30 300 900
1 | E002 RoomED2 10 30 300 900
2 | E003 Rocm E03 10 30 300 200
3 | E004 Room E04 10 30 300 900
il EX05 [iwam £ =3 Copy selected parameters Ctrl+C [
5 | E00B Room E06 e . E
6 | E007 Room E07 — .
7 | E008 Room E08 Select row [
& | E0O9 Room E09 Select column L
5 JED = Edit Parampders E
10 | 0101 Room 101 . 3
& Datapoint Details...
11 | 0102 Room 102 2 . . . . . . .
12| 0103 Room103 |20 |10 |- [30 [300 |- o0 |-

Figure 105: Edit Multiple Parameters

2. Parameters which have been modified in the parameter view but have not yet been
saved yet are highlighted in green.

3. Press the Download Parameters button in the toolbar. A dialog showing the progress
is displayed.

Upload Parameters

To upload the currently configured parameters from the device(s) and save them in the
database, click on the Upload Parameters button in the toolbar.

Upload Parameters and Merge
1. Press the Upload Parameter and Merge... button in the toolbar. All parameters which

are different on the device and in the parameter view are highlighted in orange. Hover
the mouse over the value to see the different values.

M Broken parameter link B Maodified parameter value [ Copied parameter value [ Conflict of parameter value between view and device

3 &
& @D\) &
o o
& bS & o é&‘
& o s o F e S
& . & & £
LF&EEEE S
Row Name o ~F ot - & & o b ot
0 |E001 Reoom E0L 20 10 = 30 300 |-- 900 |-- al
1 | E002 RoomE02 20 10 = 30 300 |-- 900 | -- 05
2 | E003 Roorm E03 20 10 = 30 300 (- 900 |-- 0.5
3 | E004 Room E04 | 20 10 = 30 300 |- 900 | -- 1
4 | E00S Room EO05 20 10 = 30 300 |-- 900 |-- il
5 | E006 Room E06 | 20 10 = 30 300 |-- 900 | -- 0.5
6 | E0O7 Room EO7 20 10 = 30 300 |-- 900 |-- @
7 | E008 Room E08 20 10 = 30 00 |-- a0 | - LINX151-BG35-EG:Datapoints/User Registers/RI6/HC/hcOSlastHeatFactor
View value: 0.5
8 | E0oS Reoom E09 20 10 = 30 300 |-- 900 Device value: 0.62002
9 | E010 = 20 10 = 30 300 |-- 900 | -- T T

Figure 106: Parameter Merge

2. Using the toolbar buttons you can choose between displaying the device values or the
view values.

3. To resolve the conflict for a single parameter, right click on the value and choose
between Resolve conflicts of selected parameters with view values and Resolve
conflicts of selected parameters with device values.

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 101 LOYTEC

4. To resolve the conflict for all parameters in the same way, use the toolbar buttons
Resolve all conflicts with view values and Resolve all conflicts with device values.

5. Press the Download Parameters button in the toolbar. A dialog showing the progress
is displayed.

Print

Use the print button in the toolbar to print the parameter view. The print dialog allows
adjusting the page margins and the font size.

Print of Parameter View 'HC Parameters'... =
Printer:  [\\DIAMOND\LASER 0G3 ~| [Preferences..|
Margins: [Inch = | Top: 017 v oLleft[o17 3| Bottom:[017 3] Right 017 } |Default]

Font size: 14pt
Print Preview
od o] @]

Parameter View 'L Campus/VIE/BG35/HC/HC Parameters’  3/18/2015 5:03:59 PM Page 1.10f 2.2

Group hcTiheat hcTlheat hcSummerComp hcManOccTimeout hclocation  hcOSlastHeatFactor  hckpHeat E
0407 30 300 - 900 - 1 20

0403 30 300 - 900 - 1 20

0404 30 300 - 900 1 20

0405 30 300 - 900 0.5 20

0406 30 300 - 900 1 20

0408 30 300 - 900 1 20

0409 30 300 - 900 1 20

E0D1 30 300 - 900 1 20

E010 30 300 - 900 1 20

E002 30 300 - 900 0.5 20

E0D5 30 300 - 900 1 20

E006 30 300 - 00 3.50011 20

E007 30 300 - 00 1 20

E008 30 300 - 900 - 1 20

E00% 30 300 - 900 - 1 20

0101 30 300 - 900 0.5 20

0110 30 300 - 900 1 20

0102 30 300 - 900 1 20

0103 30 300 - 900 1 20

0104 30 300 - 900 1 20

0105 30 300 - 900 0.5 20

0106 30 300 - 900 0.5 20

0107 30 300 - 900 1 20

0108 30 300 - 900 1 20

0109 30 300 - 900 1 20

0201 30 300 - 900 0.5 20

0210 30 300 - 900 - 1 20

0202 30 300 - 900 - 0.5 20

0203 30 300 - 900 - 0.5 20 T

Cancel |

Figure 107: Print Parameter View

6.12.2 Configure Parameter View

To configure the parameter view, you have to switch from operating mode to configuration
mode. You can switch between the two modes using the toolbar buttons shown in Table.

Button Description

Change from operating mode to configuration mode

-a

@ Change from configuration mode to operating mode

Table 8: Buttons to Switch between Operating and Configuration Mode

Create new parameter view

1. Rightclick on a folder in the navigation view and select New = New Parameter View
from the context menu. A parameter view can be created in the root folder (the project
node), in the home folder of a user, or in any user defined folder.
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2. Enter a name and description for the parameter view and click on OK.

3. The new parameter view is created and opened in configuration mode.

Add parameters

Parameters can be added to the view by pulling them from an object list view to the
parameter list. You can also perform a search operation and then select the results and drop

them on the parameter list. The advanced search dialog, offers the possibility to filter for
objects of type Parameter (see Figure 108 and Figure 109).

Advanced Search... @

Search | Advanced |

Search options: [C] Search in identification key
Search in name
[C] Search in description
[C] Search in path

Search string: hn:i

Object type: [Parameter B |

[ Ok ] [Cance]|

Figure 108: Search for Object Type Parameter
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Save parameter view configuration

Leave configuration mode Preview Area
Parameters X v BG35 X
3 o L& it * {8l

£ Search Results in LCampus/Network/Devices/VIE/BG35 I

|

Type Description &

[ =y |7z 3
%« hcKpHeat
Parameter Name Row S hekvHeat

o
% helocation

% hcOSlastHeatFactor /
% copy to HC Parameters ) /

Add data points by draggin
them to parameter list

PR RRERERRRRRRRRRRRR
<

|A
|~

Parameter List

Figure 109: Add Data Points to Parameter View

Note

Only parameters can be added to a parameter view. They are marked with a small gear
wheel in the top left corner of the data point symbol. To expose a data point as parameter,
the corresponding checkbox has to be activated in the device configuration software.

Assign column and row

When adding a new parameter, it is automatically assigned to a default row and column:
The parameter name determines the column and the path determines the row. To change the
default row, select one or multiple parameter and choose Change row of selected
parameters from the context menu. The default column can be changed by selecting the
option Change column of selected parameters.

Order rows and columns
The upper part of the parameter view displays a preview of the parameter matrix. To change

the column order, grab a column header and drag it to the desired new position. Rows can
be reordered in the same way.

6.12.3 Parameter View Templates

Use parameter view templates to create multiple parameter views with the same parameter
names but different paths. The parameter view template defines the parameter view columns
and specifies a search pattern for each column.

Create new parameter view template
1. Right click the folder Library/Parameter View Templates/User Parameter View
Templates in the navigation view and select New = New Parameter View Template

from the context menu.

2. Enter a name and description for the parameter view template.
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3. Add a new column by pressing on the plus icon for columns. Configure the following

properties:

Property

Description

Column Name

Name of the column displayed in the parameter view

Description The description is displayed as tooltip for the column name

Read only If this checkbox is set, parameter values in this column cannot be
changed

Width Width of the column in pixels. If 0 is configured, the width of the

parameter column is adjusted automatically depending on the
values.

Table 9: Column Properties in Parameter View Template

4. Add parameters to the column by pressing on the plus icon for parameters. Configure

the following properties:

Property

Description

Search pattern

The search pattern specifies the path and name of the parameter(s)
which are displayed in the column. Up to 9 wild card characters (*
and ?) can be used to define the search pattern.

Row name

This property defines in which row(s) the parameter(s) defined by
the search pattern should be displayed. The following placeholders
can be used:

\1,\2, ... \9: replaced by content matched by first, second, ... ninth
wildcard character

\d: replaced by name of the device

Table 10: Parameter Properties in Parameter View Template

Instead of configuring the properties from scratch it is often easier to use the search icon
and select a single parameter. The search pattern and row name can then be modified to

5. Define the default search order of the rows in the parameter view. This step is optional.

Instantiate parameter view templates

1. Right click on a folder in the navigation view and select New - New Parameter View

2. Enter a name and description for the parameter view.

3. Select the option Initialize from template and press the browser button to choose the

4. Select one or multiple base objects. The base object is the starting point for searching
parameters which match the search patterns of the template. Examples for base objects
are the whole Network/Device folder, a specific device, or a data point folder.

Note
include wildcard characters.
from the context menu.
template.
6.13Web View

Web views display the contents of a web page. They are useful to e.g. integrate web cams
into your LWEB-900 project. A web view is displayed in the navigation view and in the
object list view with a special icon and can be opened with a double-click (see Figure 110

and Figure 111).
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Navigation View 2
=0 LCampus
= & VIE
* E, Weather
= [ BG35

8 B U Web View

@ @ HC
& [ SB
= & SE

» Camera Outside
» Camera Garage
» Camera Garbage

E Access Control R

Figure 110: Web View Icon

(s Camera Entrance X =
€ B> 2 http://10.101.18.31/view/index.shtml -
AXISa AXIS 207 Network Camera Live view | Setup | Help

Video format
Motion JPEG V|

Playing, Motion JPEG

A A n v

Figure 111: Web View

Create new web view

1. Right click on a folder in the navigation view and select New = New Web View from
the context menu. A web view can be created in the root folder (the project node), in
the home folder of a user, or in any user defined folder.

2. Enter a name, description, and an URL for the web view

3. Fill out user name and password if required and click on OK.

4. The new web view is created and displayed in the navigation view.
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6.14 Alarming

In the bottom right corner of the LWEB-900 client window, the status bar displays an icon
reflecting the current alarm state. To see the alarm details, double click on the icon and the
alarm view is opened.

| 1 | ‘Welcome administrator

Figure 112: LWEB-900 Client Status Bar

Icon Description

1:;, At least one active, not acknowledged alarm
Ly At least one active, acknowledged alarm

L At least one inactive, not acknowledged alarm
n No alarms

Table 11: Alarm Icons in LWEB-900 Status Bar

6.14.1 Alarm View

The alarm view displays the currently pending alarms. It can be opened by clicking on the
alarm icon in the LWEB-900 status bar or by selecting Show Alarms from the context
menu of a folder. An example is shown in Figure 113.

Alarm filter
Breadcrumb navigation bar to set alarm path

[2] Alarm View (Devices) X

-l |4 ‘b\“ Enzbled Alarms v‘ KA M FIA L
|',‘, Demo » Network » Devices » . -
1d Alarm Time Type Device Source name Description
445 10/10/2013 8:0501 PM  Fault LINX150-AHU  LINX150-AHU Device not responding

@; 6 10/10/2012 £:06:09 PM Off-normal LINX150-AHU L1_2_DI13 Input_Read Frost Protection Sensor detects errort

m

I[Q Active, not acknowledged : 1 L) Active, acknowledged :0 L& Inactive, not acknowledged : 1 Disabled: 0 I

Alarm summary

Figure 113: Alarm View

Alarm path

LWEB-900 receives alarms from a number of different sources which are called alarm
servers. Each LOYTEC device can have one or multiple alarm servers. System alarms
originate from the LWEB-900 alarm server in the folder System/Alarming (see Section
6.14.2). The alarm view displays only alarms from alarm servers which are inside the path
set in the breadcrumb navigation bar. To see all alarms, select the top folder. To see alarms
of a single device only, select the corresponding device folder. To see system alarms only,
select the System folder.
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Alarm filter

The alarm filter lets you drill down to the specific alarms you want to see. The alarm view
offers a number of predefined filters described in Table 12 or you can use the powerful
custom filter.

Column Description

Not Acknowledged Alarms Display alarms which are not disabled and have one of the
following states:

e Active, not acknowledged
e Inactive, not acknowledged

Active Alarms Display alarms which are not disabled and have one of the
following states:

e Active, not acknowledged

e Active, acknowledged

Table 12: Predefined Alarm Filters

Figure 114 shows an example of a custom filter definition. As you can see, the custom filter
allows to combine multiple conditions with AND and OR operators.

Filter Alarms... ¢
Active Alarms

Custom Filter Filter name: | Custom Filter

Not Acknowledged Alarms | [, = AND, all must match == ‘

7 State isnot Active, not acknowledged
4 7% OR, any can match 5 ‘

[ Description contains fan

bououu

7 Description contains damper

Delete Save Cancel

Cancel

Figure 114: Custom Filter
Acknowledge alarms

To acknowledge alarms, select one or multiple alarms and choose Acknowledge selected
alarms from the context menu. Alternative, you can use the corresponding toolbar button.

In the project settings, you can configure that users have to enter a comment when
acknowledging alarms with a priority higher than a certain value and you can configure a
list of predefined comments (see Figure 115).
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¥ Building 1 Properties..* x

» »

Project properties

QOutgoing mails Incoming mails Identification key Database Log Limitations Alarming BACnet Multi-site

Comment
Predefined comments: ¢ = ¢ Add a Predefined Comment
Defective sensor - reported Enter a comment:

Faulty equipment - reported

Ok Cancel

v| Comment is optional for acknowledgement of alarms with a priority lower or equal than the following priority:

V| Comment is required for acknowledgement of alarms with a priority higher than the following priority:
Priority: | 128 0 (high) ... 255 (low)

Sound

Play the following sound on new alarm:

Apply Ok Cancel

Figure 115: Alarming Configuration

Disable alarms

To disable alarms, select one or multiple alarms and select Disable selected alarms from
the context menu. When you disable an alarm, you can enter a comment explaining the
reason why you disabled the alarm. The disabled alarms disappear from the current alarm
view. To see the disabled alarms, select Show Disabled Alarms from the toolbar. Disabled
alarms can be enabled again, by selecting Enable selected alarms from the context menu.

Multiple occurrences of the same alarm

If the same alarm is triggered multiple times, only the last alarm entry is displayed. This
alarm entry can be expanded to see the previous occurrences of the alarm (see Figure 116).

Id Alarm Time Type  Source name  Description Device Ack. Source  State Source
4 L 34452 5/22/2013 9:39:27 AM  Fault nviWindSpeed Wind input failed LDALI-OG3 Inactive, not acknowledged Device
4L 34450 5/22/2013 7:57:09 AM - Fault  nwiWindSpeed  Wind input failed LDALI-OG2 Inactive, not acknowledged Device
4t 34456 5/22/2013 7:3348 AM Fault  nviWindSpeed  Wind input failed  LDALI-OG3 Inactive, not acknowledged Device
AL 34453 5/22/2013 5:18:45 AM  Fault  nwiWindSpeed Wind input failed LDALI-OG2 Inactive, not acknowledged Device

Figure 116: Multiple Occurrences of the Same Alarm

Column Configuration

The columns of the alarm view can be customized. To add columns or to change the column
order, click on the Configure columns toolbar button.

The column configuration is stored for each alarm view separately. To change the column
configuration for the current alarm view only, deactivate the Apply to all ‘Alarm view’
objects checkbox and click the Apply button. To save the configuration for all alarm views,
activate the checkbox and press the Apply button.
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Column

Description

Id

Unique alarm ID

Alarm Time

Date and time when the alarm occurred.

Clear Time

Date and time when the alarm condition was cleared. If the alarm
is still active, this field is empty.

Ack. Time

Data and time when the alarm was acknowledged. If the alarm has
not yet been acknowledged, this field is empty.

Ack. Source

Name of the user who acknowledged the alarm. If the alarm has
not yet been acknowledged, this field is empty.

State

An alarm undergoes a number of state changes during its life-
cycle. When the alarm occurs, it is Active, not acknowledged.
The alarm can be acknowledged by a user. Then it becomes
Active, acknowledged. Alarms can also become inactive, but an
acknowledgement is still required. Then they become Inactive,
not acknowledged. When an alarm is inactive and was
acknowledged it disappears from the alarm view.

Type

An alarm can be of different alarm types. The alarm type specifies
the class of the alarm. The following alarm types exist:

e  Off-Normal: This alarm type is a generic alarm class. It
indicates that the alarmed data point is on an off-normal
operating condition that triggered the alarm. An alarm value
is supplied, if the technology supports it.

e High/Low Limit: This alarm type is typical for analog alarm
conditions. It applies when the alarmed value is over or under
the defined alarm limits. An alarm value is supplied, if the
technology supports it.

e  Fault: This alarm type is indicating that the monitored data
point or device is in a fault state.

Value

Value of the data point at the time the alarm occurred.

Description

Description of the alarm condition. The description is configured
in the device configuration software.

Priority

Priority of the alarm.

Source

e  Device: The alarm was generated by a LOYTEC device.
e  Server: The alarm was generated by the LWEB-900 Server.

Device

Name of the device which was the source of the alarm.

Alarm Server

Name of the alarm server which was the source of the alarm

Alarm Server Path

Path to alarm server.

Source Name

Name of the data point which was the source of the alarm.

Identification Key (IK)

Identification key of the data point which was the source of the
alarm. Section 6.8 describes how to assign identification keys to
data points.

Disable Source

Name of the user who disabled the alarm. If the alarm is not
disabled, this field is empty.

Comment This text is entered by the user when he disables an alarm and
specifies the reason. If the alarm is not disabled, this field is
empty.

XAID On a LOYTEC device, each alarm is uniquely identified by the

XAID. The XAID is used in the acknowledgement to identify the
alarm.

Table 13: Alarm View Columns
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Save alarm view

If you regularly need to filter for certain alarms, it might be useful to save your alarm view.
A new alarm view with the current path and filter settings is created in your home directory.
The next time you want access the alarm view, just double click it, and you will see the most
current alarms matching your path and filter.

= |4 LCampus
+ O VIE
# [5] schedules  Alarm view
= L# Home
= In

& Watch

{4] AHU Alarms
+ [g operator
# (g4 System

# b Network
Figure 117: Alarm View Icon

Print alarm view

Use the print button in the toolbar to print the alarm view. You can print all alarms or only
alarms which occurred during a configurable time interval. The print dialog allows adjusting
the page margins and the font size.

6.14.2 System Alarms

LWEB-900 alarm server is located in the folder System/Alarming and can generate the
following alarm types:

e Fault alarms: LWEB-900 monitors all devices. If a device is not responding, the
device icon in the navigation view turns red and a fault alarm is generated.

o  Off-normal alarm: It is possible to define alarm conditions for LWEB-900 data
points. LWEB-900 data points are located inside the System folder or below a
camera device.

[4% LCampus » System b Alarming v
Name Type Description
LL LWEB-500 Alarm Server LWEB-900 Alarm Server Alarm Server handled by LWEB-500 server to trigger alarms
Ll LWEB-500 Alarm Log LWEB-500 Alarm Log Log of the alarms triggered by the LWEB-300 Server

Figure 118: LWEB-900 Alarm Server

Create an alarm condition

To create the alarm condition right-click on the date point and select Create Alarm
Conditions from the context menu.
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Create Alarm Conditions... X

/| Enable alarm conditions
| Low limit: -100
Alarm message: |Low Limit Alarm
| High limit: 100

Alarm message: |Hight Limit Alarm

Deadband: 10
Clear message: Alarm Cleared
Min. cond. duration: |5 s

Remove Cancel

Figure 119: Create Alarm Condition

Configure priority of system alarms

1. Right click on the LWEB-900 Alarm Server and select Properties from the context
menu.

2. For alarm transitions you may define, which require acknowledgement and at which
priority they are reported. The highest priority is 0, the lowest priority is 255.

2 |WEB-900 Alarm Server Properties... x

L2 |Campus *» System P Alarming * LWEB-900 Alarm Server *
Common properties

Name: LWEB-900 Alarm Server

Description: | Alarm Server handled by LWEB-900 server to trigger alarms

Transition Configuration
Transitions to alarm state (off-normal) use priority 127 0 (high) ... 255 (low)
| and require acknowledgements.

Transitions to fault (fault) use priority 255 0 (high) ... 255 (low)

| and require acknowledgements,

Transitions that clear the alarm (normal) use priority  |127 0 (high) ... 255 (low)

and require acknowledgements.

Cancel

Figure 120: LWEB-900 Alarm Server Properties

6.14.3 Alarm Notification

When an alarm occurs, LWEB-900 can notify one or multiple users via e-mail, log the
alarm in a text file, or trigger a video recording. The target of the notification is called an
alarm receiver. Primary alarm receivers are notified as soon as the alarm occurs. Secondary
alarm receivers are notified only if the alarm is not acknowledged in time. A prerequisite to
sending e-mails is the configuration of the outgoing e-mail server as described in Section
6.18.

Create new alarm notifier

The alarm notifier determines which alarms are notified to which alarm receivers. It also
defines the format of the notification.
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Right click on a folder in the navigation view and select New > New Alarm Notifier
from the context menu. An alarm notifier can be created in the root folder (the project
node), in the home folder of a user, or in any user defined folder.

Enter a name and description for the new alarm notifier.

Define notification properties:

Acknowledge timeout: An alarm is sent to the primary receivers first. If it is not
acknowledged after the acknowledgement timeout, the alarm is sent to the
secondary alarm receivers. To disable the acknowledge timeout, set it to 0.

Notify transitions: You can separately specify if you want to send a notification if
the alarm is triggered (Alarmed), acknowledged (Acked), or cleared (Cleared).

Aggregation time: This parameter defines the time period in which LWEB-900
collects alarm notifications before it sends an e-mail. All alarm notifications
occurring during this time are included in the e-mail. Use this setting to receive
related alarm notifications in a single e-mail.

Min. send time: This parameter defines the minimum time that elapses between
two e-mail notifications. If alarm notifications occur more often, they are
postponed and sent after the minimum send time. Use this setting to limit the e-
mail transmission rate.

Define one or more notification templates. In case of an e-mail receiver, the template is
used for the subject and message body. If the alarm is logged to a text file, the template
specifies the format of the log entry. You can easily add any column of the alarm view
(see Table 13) to the template body and include values of data points using the context
menu.

& Device Fault Notifier Properties... x

L2 LCampus » Events P Device Fault Notifier
Properties | Alarm Servers & Filtering Alarm Receivers
Common properties
Name: bev ce Fault Notifier

Description: | Alarm notifier for device faults

Notification properties

Notified transition: | Alarmed v Acked V| Cleared
Acknowledgment timeout: | 0 Second

Aggregation time: 0 Second Min. send time: | 24 Hour

Templates Properties

E-Mail Template

New Edit Delete

Cancel

Figure 121: Alarm Notifier, Properties
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Switch to the Alarm Servers tab and specify a folder as the Base object. The base
object serves the same function as the path in the alarm view: the alarm notifier applies
only to alarms from alarm servers which are inside the base folder.

Enable custom filter: If you enable this checkbox, only alarms will be notified which
pass through the configured filter. This filter has the same functionality as the custom
filter for the alarm view.

Switch to the Alarm Receivers tab to define who should be notified of the alarm. The
primary alarm receivers are notified as soon as the alarm occurs. Secondary alarm
receivers are notified only if the alarm is not acknowledged in time. To add an alarm
receiver, click on the corresponding plus icon.

Enter a name for the alarm receiver and select the type. LWEB-900 supports the
following alarm receiver types:

e E-Mail Alarm Receiver: This alarm receiver sends an e-mail notification to one
or multiple e-mail addresses.

o File Alarm Receiver: This alarm receiver logs alarms in a text file.

e Client Notification Alarm Receiver: This alarm receiver displays a pop-up
message inside the LWEB-900 Client when an alarm occurs.

e Camera Recording Alarm Receiver: When the alarm is triggered, the selected
camera moved to a configurable preset and starts recording.

Configure the properties of the alarm receiver as described in the following tables.

Property

Description

Alarm Template

This template is used for the e-mail body when an alarm occurs.

Alarm State Changes
Template

This template is used for the e-mail body when the alarm changes
its state. You have to assign this template only if you have selected
the option Notify alarm state changes.

Enable

Per default this parameter is set to Always. When you click on this
parameter, you can select an enable data point and specify the
enable condition. Use an LWEB-900 Server scheduler to control
the enable data point (see Section 6.15)

E-Mail addresses

Select the e-mail addresses which should be notified about the
alarm. The list of available e-mail addresses contains all users for
which an e-mail address has been specified (see Section 6.27). If
you want to send alarm notification to an e-mail address which
does not belong to an LWEB-900 user, you can add this e-mail
address in the project properties: Select Properties from the
context menu of the project node in the navigation view and
switch to the Outgoing mails tab.

Table 14: E-Mail Alarm Receiver Properties
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Property Description

Alarm Template This template defines the format of a log entry in the text file when
an alarm occurs.

Alarm State Changes This template defines the format of a log entry in the text file when

Template the alarm changes its state. You have to assign this template only if

you have selected the option Notify alarm state changes.

Enable Per default this parameter is set to Always. When you click on this
parameter, you can select an enable data point and specify the
enable condition. Use an LWEB-900 Server scheduler to control
the enable data point (see Section 6.15)

File name Specify the name of the log file. The file is stored on the server in
the directory <project directory>\AlarmReceiverFiles\

Table 15: File Alarm Receiver Properties

Property Description

Alarm Template This template is used to display alarm information in the popup
message when an alarm occurs.

Alarm State Changes This template is used to display alarm information in the popup

Template message when the alarm changes its state. You have to assign this
template only if you have selected the option Notify alarm state
changes.

Enable Per default, this parameter is set to Always. When you click on

this parameter, you can select an enable data point and specify the
enable condition. Use an LWEB-900 Server scheduler to control
the enable data point (see Section 6.15)

Users & Groups Select the users and groups which should be notified.

Popup Message Enter a text which will be displayed as part of the popup window.

Sound Select a sound which is played for notification. This property is
optional.

View The popup message can contain links to views (e.g. graphical

view, alarm view). This property is optional

Table 16: Client Notification Alarm Receiver Properties

Property Description

Enable Per default, this parameter is set to Always. When you click on
this parameter, you can select an enable data point and specify the
enable condition. Use an LWEB-900 Server scheduler to control
the enable data point (see Section 6.15)

Camera Select a video camera.

Preset If the camera supports PTZ control, select a preset to which the
camera should move before starting recording.

Record Duration Configure the recording duration.

Table 17: Camera Recording Alarm Receiver Properties

6.14.4 Alarm Log

The alarm view contains a live list of currently active and acknowledge-pending alarms. As
soon as an alarm becomes inactive and has been acknowledged, it disappears from the alarm
view. To store a historical log of alarm transitions, the alarm log in the folder
System/Alarming is utilized. This alarm log records transitions of the LWEB-900 alarm
server and all device alarm servers.
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LOYTEC devices can have their independent alarm logs. Those device alarm logs are part
of the device configuration and displayed in the Alarm logs sub folder of the device.

Navigation View o
« G vie
+ Schedules
+ [# Home
= [3 System LWEB-900 alarm log
Lg% Perspectives
= g4 Alarming
LA LWEB-900 Alarm Log
# [g& System Registers
= <& Network
= 8 pevices
= @ vie
= % BG3s
= 9% X
+ @ LINX151-DG
+ @ LINX151-0G3
+ @ LINX151-0G2
+ @@ LINX151-0G1
+ @ LINX151-EG
# @ LINX120-Production
= @ LINX120-Ventilation
+ [l Datapoints
+ @l Parameters
+ & Trend logs
= & Alarm logs
LA [AlarmLogs/AHU Alarm Log v

Device alarm log

Figure 122: Alarm Log Icon

An alarm log can be viewed by double clicking on the alarm log icon in the navigation or
object list view.

4l

/" I#: LWEB-900 Server Alarm Log X |

| |4 2 s 2 3/5/2014 7:31 PM ailE]

Event Time State Type Priarity Description Source name
3/5/2014 124850 PM L3 Active, not acknowledged Fault 127 lamp failure  LES

3/5/2014 12:48:57 PM Qp Active, not acknowledged Fault 127 lamp failure LG6

3/5/2014 12:4917 PM L& Active, not acknowledged Fault 127 lamp failure LCE

3/5/2014 12:4929 PM L& Active, not acknowledged Fault 127 lamp failure LE2

3/5/2014 124933 PM L3 Active, not acknowledged Fault 127 lamp failure LES

3/5/2014 124917 PM L Inactive, not acknowledged  Fault 127 lamp failure LCE

3/5/2014 12:49:20 PM  LL Inactive, not acknowledged Fault 127 lamp failure  LE2 | |
3/5/2014 12:49:33 PM L Inactive, not acknowledged  Fault 127 lamp failure LES A
3/5/2014 1:21:53 PM L Inactive, not acknowledged  Fault 127 lamp failure LG6 =
‘| | '

(k) (<] [a61 761 ] B> | DA

Figure 123: Alarm Log

The contents of the alarm log can be exported as a comma separated value list (CSV
export). The alarm log window can be refreshed by hitting the [F5] function key or pressing
the Refresh value toolbar button. If the log contains a large number of entries, the log is
split into multiple pages and the buttons at the bottom can be used to navigate through the
pages. Alternatively, the Go to date button can be used to jump to a specific date and time.

Note

Alarms are a special kind of events. Therefore, you can also use the event view (see Section
6.17.4) to investigate alarm transitions. The event view is often more convenient, because
its filters let you drill down to the specific alarm transitions you want to see.
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Filter alarm log

To search for specific records in the alarm log, click on the Filter Log Data button in the
toolbar. The filter dialog allows you to combine multiple conditions with AND and OR
operators. The example in Figure 155 finds all alarm log records with priority higher than
128 and the state “Active, not acknowledged”.

Filter Log Datas... @

4 7 AND, all must match 9B
4 r Priority < 128
®x 7 State is Active, not acknowl edged

[ Cancel |

Figure 124: Alarm Log Filter

Print alarm log

Use the print button in the toolbar to print the alarm log. You can print all alarm log records
or only alarm events which occurred during a configurable time interval. The print dialog
allows adjusting the page margins and the font size.

6.15Scheduling

Schedulers are objects that schedule values of data points on a timely basis. LWEB-900
distinguishes between two kinds of schedulers:

e Device scheduler: The scheduler is executed on a LOYTEC device. Device
schedulers should be used to schedule data points on the device.

e LWEB-900 Server scheduler: The scheduler is executed by the LWEB-900
Server. LWEB-900 Server scheduler should be used to schedule an LWEB-900
user register. The scheduled user register can in turn be used to trigger a report or
to enable/disable an alarm receiver.

Both scheduler types can be configured using the master schedule configuration view in
LWEB-900.

6.15.1 Device Schedulers

Device schedulers are part of the device’s data point configuration. Therefore, they are
created using the device configuration software. How to create device schedulers is outside
the scope of this document. Refer to the device specific manuals (see Table 6).

6.15.2 LWEB-900 Server Schedulers

LWEB-900 Server schedulers are located in the System/Scheduler folder. Per default a
new LWEB-900 project includes 10 schedulers which schedule LWEB-900 user registers of
type Binary. Those user registers are located in the folder System/User Registers. If
necessary, additional user registers and schedulers can be created.
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[=] Navigation View i __-. (= Scheduler X hd
4 U st ol 1| 2 e
[# Home
[yp Library g4 test * System * Scheduler M
4[4 System
Mame Type Description

[#% Perspectives
[#% Alarming
[#4 System Registers
[# User Registers
I
[#% Trending

= Metwork

4 ] scheduler_1
calendar
43 reg_bool 1
v [ scheduler_2
; :E scheduler_3
[ ::ﬁ scheduler_4
v [ scheduler 5
b :E scheduler_6
[ :ﬁ scheduler_7
; jﬁ scheduler_8
b :ﬁ scheduler_9

v [ scheduler_10

DP Schedule Value
DP Calendar Value
DP Binary Value

DP Schedule Value
DP Schedule Value
DP Schedule Value
DP Schedule Value
DP Schedule Value
DP Schedule Value
DP Schedule Value
DP Schedule Value

DP Schedule Value

Figure 125: Default LWEB-900 Server Schedulers

Create new LWEB-900 user registers

1. Right click on the folder System/User Registers and select New - New Register...
from the context menu. This opens the register creation dialog as shown in Figure 126.

Mew Register...

Narme:

Description:

Type:

State text:

Flags:

my_register

Binary "

active_inactive (user) '| " 4 ':I‘]:'

Default value: |inactive - |

Parameter

Cancel |

B

Figure 126: New LWEB-900 Server User Register

2. Enter a Name and Description for the register.

3. Select the Type of the register. The following types are available:

e Analog: An analog data point typically represents a scalar value.

e Binary: A binary data point contains a Boolean value. The State text defines
human-readable labels for the two Boolean states. Select one of the existing state
texts from the drop-down list or create a new one by clicking on the plus icon.

e Multistate: A multi-state data point represents a discrete set of states. The State
map defines the possible states and the human-readable labels. Select one of the
existing state maps from the drop-down list or create a new one by clicking on the

plus icon.

e String: A string data point contains a string of characters.

4. Select the Default value.
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5. If you want to use the register in a Parameter view, select the Parameter checkbox.
6. Click OK.
Create a new LWEB-900 Server scheduler

1. Right click on the folder System/Schedulers and select New = New Scheduler... in
the context menu.

2. Enter a name for the schedule and a description.
3. Select the tab Datapoints (see Figure 127).
4. Click the Add... button. This opens a data point selector window.

5. Select the LWEB-900 Server user register to attach and click OK. For each of the
attached data points, one line appears in the list below the Add... button.

6. Data points can be removed from the scheduler by clicking Remove.
7. Select the default value for the attached data point.

8. Click OK.

MNew Scheduler... =]

Properties | Datapoints | Configuration

Remaove |

Datapoint Default Path
#O
-

Ok | Cance\‘

Figure 127: New Scheduler, Datapoints Tab

6.15.3 Master Scheduler View

LWEB-900 offers the unique possibility of organizing schedules in a hierarchical way,
independently of whether they are executed. The resulting tree structure permits defining
entries which apply to all schedulers or only a subset. For example, a standard occupancy
schedule can be defined for a whole building. This global schedule can be modified for
certain areas of the building. The area specific entries can in turn be supplemented by room
specific entries (see Figure 128).
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Master schedule
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® £3 VIEBG3S HVAC Reset 13
® £ VIEBG3S Garbage Fan Decemice (2012 149
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# [ System 17 18 19 20 21 22 23 16 @
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N 1 @
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Figure 128: Schedule Hierarchy

6.15.3.1 Using the Master Scheduler View

To open the master schedule view, double click on any object in the schedule hierarchy.
The master schedule view is linked to the navigation view. Whenever a different hierarchy
level is selected in the navigation view, the master schedule view is updated. The current
hierarchy level is displayed on the top right (see Figure 129). The toolbar buttons shown in
Table 18 select the information which is displayed in the master schedule view.

Description

Display the schedule for a complete week from Monday to Sunday. The week is
selected in the calendar on the left.

Display the schedule details of a single day. The day is selected in the calendar on
the left.

Display all events in a list.

BB | | =] 2
o
=

Display the calendar configuration.

Table 18: View Selection Buttons
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View selection

Current hierarchy level

4

Mon Tue Wed Thu Fri Sat Sun
S 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30

December 2012

Mon Tue Wed Thu Fri

OC_UNDCCUPIED

3 4 5 6 7
10 11 12 13 14
17 18 19 20 21
24 25 26 27 28 29
31 1 3 ¢ 5

January 2013

Mon Tue Wed Thu Fri Sat Sun

1 2 3 4 S 6
7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31

February 2013

Mon Tue Wed Thu Fri Sat Sun
1 2 3
4 5 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 | 3
' s s > 0 | [20%

Today: 10/16/2012

Rae-g
8RFaong

21 %]

<

Date selection

Figure 129: Master Scheduler View
7 Week view

71 Week view gives a quick overview of the scheduled events for one week. The week can be selected in
the calendar on the left. All events which are defined on the current hierarchy level are displayed and
can be modified. Events which are defined on higher hierarchy levels are also displayed, but are greyed
out and cannot be edited. Figure 130 shows an example schedule for a specific meeting room. Figure
131 shows the same schedule for a higher hierarchy level which applies to all meeting rooms.

VIEBG35 Occupancy/Meeting Rooms/Room 403

[ Mon, Oct 15 [ Tue, Oct 16 [ Wed, Oct 17 [ Thu, Oct 18 [ Fii, Oct 19 [ Sat, Oct 20
Every day 00:00-24:00 0C_UNOCCUPIED

T Default event L Timeline bar brown: Ez::: E’iyed o:r::higher A h level
07 User defined folder level 1 “ e

08 @ [[oa:00-12:00: OC_STANDEY || |08:00-18:00: OC_STANDEY ||| 08:00-14:00: OC_STANDBY || | 08:00-18:00: r_STANDBY 08:00-18:00: OC_STANDBY

I |_ Timeline bar blu
137 Scheduler level

— Event defined on current hierarchy level

7 17.00-18:00. OC_STANDBY.
187 ||

Figure 130: Master Schedule Week View Example 1
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VIEBG35 Occupancy/Meeting Rooms

Mon, Oct 15 Tue, Oct 16 ‘Wed, Oct 17 Thu, Oct 18 Fn, Oct 19 Sat, Oct 20
Every day 00:00-24:00 OC_UNOCCUPIED

06 @ Defatultevent | Timeline bar brown: Event defined on current hierarchy leve|
0782 User defined folder level 1
08 @ |[o8:00-12.00. oc_sTanDBY ||| 08:00-18:00: 0C_STANDEY |[|08:00-18:00: 0C_STANDEY || 08:00-18:00: I)CASTANDBY 08:00-18:00: OC_STANDBY
09 %
0%
g
1292

13@ Hashed timeline:
/_ Event overridden at lower hierarchy level
142

Show overriding events...

15 @
16 @
) & |
18 @ |

Figure 131: Master Schedule Week View Example 2

The color of the timeline bar depends on the level of hierarchy on which the event is
defined. The color of the timeline bar corresponds with the color of the icons in the
navigation view (see Table 19).

Hierarchy Level Symbol in Timeline Bar Color
Navigation View

Master schedule level Sqé. Green

User defined folder level 1 &a Brown

User defined folder level 2 &a Red

User defined folder level 3 &2 Purple

Scheduler level x| Blue

Table 19: Schedule Hierarchy Levels

If an event is overridden by events defined on lower hierarchy levels, the corresponding part on
the timeline is hatched. You can right click on the hatched part and select Show overriding
events... to see the list of events which override the event at that time (see Figure 131).

If you have defined a default value for the schedule, it is displayed at the top of the week
view.

1 Day view
The left side of the day view shows a preview similar to the week view. The right part shows the

details of all defined events. Lower priority events are displayed to the left and higher priority
events are displayed further to the right and partly cover the lower priority events (see Figure

132).
Events with higher priority override events with lower priority. There are three priority
levels:

e Low

e Normal

e Override
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If two events have the same priority, the event on the lower hierarchy level overrides the
event on the higher hierarchy level.

VIEBG35 Occupancy/Meeting Rooms{Room 403

| Wednezday, October 17

00 OC_UNDCCUPIED oa: 10 0C_UWOCCUPIED

08 % ||0a:00-14.00 OC_STANDEY 08 @ ||08:00-18:00: Mesting_Standby
OC_STANDEY

] &= Mesting Rooms

g aenda' ‘workday (Mo-Fr)

17.00-12:00: OC_STANDEY

Figure 132: Master Schedule Day View

Event List

The event list displays the events defined in the master schedule (see Figure 133). Events of the
current hierarchy level can be edited. Events which are defined on higher hierarchy level are
greyed out and cannot be edited. To see events defined on lower hierarchy levels, activate
the checkbox Show events defined at lower hierarchy levels.

VIEBG 35 OccupancyfMeeting RoomsfRoom 403

[] show events defined at lower hierarchy levels

Event Mame Type Drate Pattern Frarn To Yalue Priority Hierarchy

Holiday Calendar  |Holiday_AT oC CUPIED |Crwerride | WIEI

Meeting_Standby | Calendar | workday (Mo-Fr) | 08:00 18:00 OC_STAMDBY Lo WIEBG3S Occupancy/Meeting Rooms

Skatus Meeting Weekly Wednesday 14:00  (17:00  OC_OCCUPIED Normal VIEBG3S Qccupancy/Meeting Rooms/Raom 403

Figure 133: Master Schedule Event List

i
'/ Calendar

Events can reference a calendar pattern which defines on which days the event will be
active. Each calendar pattern is a collection of date entries (see Figure 134). Calendar
patterns can be defined on any hierarchy level. If you define a calendar patterns at the level
of the master schedule folder, it will apply to all master schedules.

Calendar patterns of the current hierarchy level can be edited. Calendar patterns which are
defined on higher hierarchy levels are greyed out and cannot be edited. To see calendar
pattern defined on lower hierarchy levels, activate the checkbox Show calendar patterns
defined at lower hierarchy levels.

If you select a calendar pattern or a date entry, the corresponding days are highlighted in the
calendar pane on the left.
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Master Schedule Schedules
[[] Show calendar patterns defined at lower hierarchy levels

Mon Tue Wed Thu Frl Sat S Calendar Description Hierarchy
N S - = Workday (Mo-Fr) Schedules
1 3 4 5 & 7 -

a 1o 11 12 13 14 Weekly Maonday Schedules

15 BN 17 19 20 21 Weekly Tuesday Schedules
22 24 25 26 27 28

Weekly ‘Wednesday Schedules
Weekly Thursday Schedules
November 2012
Weekly Friday Schedules
Mon Tue Wed Thy 2 S:t S:n 4] ‘Weekend (Sa-5o0) Schedules
a 10 11 + Everyday (Mo-So) Schedules
16 17 18 + Holiday_aT Schedules
23 24 25
30 | 2
Date entry
Today:(10/18/2012 Calendar pattern

Days of selected calendar pattern
or date entry are marked in calendar

Figure 134: Master Schedule Calendar

Configure presets

Presets define the set of values which can be scheduled. Each master schedule has its own
presets.

1. Double click on a master schedule in the navigation view.
2. Click on the toolbar button Define presets.

3. Click on the Create button to add a new presets (see Figure 135).

I A
Edit Presets for Master Schedule VIEBG35 Occupancy E@Q
Preset
Create... Rename Delete
Datapoint Type Default Presst  OC_NUL OC_OCCUPIED  OC_UNOCCUFIED
cument_state multistate OC_UNOCCUFRIED 1] 1
4 1 ] 2
[ Cancel ] [ Save Changes ]
g oy

Figure 135: Preset Definition
4. For each preset, the following parameters can be changed:
e Name of the preset
e Color: The color is used to display the preset in week view and day view.
e Value

5. To set a default preset, right-click on the input field and select a preset from the context
menu. The default preset will be scheduled when no event is active.
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Note The buttons Rename and Delete become active if the name of a preset is selected in the
table header.

Add events
1. Double click on a schedule hierarchy level in the navigation view.

2. Right click anywhere in the week view, day view, or event list and select Add event...
from the context menu.

3. Figure 136 shows an example for the event definition dialog. The following parameters
can be configured:

o Name: Each event is given a name. The name has to be unique.
e Value: Select a preset.

e Priority: If two events are scheduled at the same time, the priority defines which
event takes precedence. The following priority levels are supported:

o Low: Lowest priority
o Normal
o Override: Highest priority

If two events have the same priority, the event defined on the lower hierarchy level
takes precedence.

e Start, End, Duration: Define start and end time of an event. At the end of an
event, the value is withdrawn. This means that the event with the next highest
priority can take over and set a different value. If there is no lower priority event,
the default preset will be sent out. If no default preset is defined, no value update
will be sent out.

o Event Type: The event type defines on which days an event will be active. The
following event types are supported:

o One-time: The event is active only on one specific date.

o Daily: The event is executed daily, starting at a specific date and ending
on another date or never.

o  Weekly: The event is active on a specific weekday (e.g. every Monday).

o Monthly: Monthly events are repeated every month or only every
odd/even month.

o Yearly: Yearly events are repeated every year.

o Calendar: The days on which the event is active is defined by a calendar
pattern.

o Special: The special event type is available for compatibility reasons.
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["New Event Definition ==X
Event
Name Status Meeting
Value  [OC_OCCUPIED - Priority
Ser: 1400 ~ End: 1700+  Duafion 3hous -

Event type
") One-time
%) Daily Recur every week on:
@) Weekly
_) Monthly
) Yearly
~) Calendar
) Special

[ coneel |

Figure 136: Event Definition

Add calendar patterns and date entries

1. Double click on a schedule hierarchy level in the navigation view. If you want to add a
calendar pattern which applies to all schedulers, select the master schedule folder.

2. Switch to the calendar view by clicking the corresponding button on the tool bar.

3. Right click anywhere in the calendar view and select Add calendar pattern... from the
context menu.

4. Specify a name for the new calendar pattern and click OK.

New Calendar Pattern

Calendar pattern name

Workday (Mo-Frl

o« ]

==
[ cancel |

Figure 137: New Calendar Pattern

5. Right click on the new calendar pattern and select Add date entry... from the context

menu.

6. The dialog is very similar to the lower part of the event definition dialog. You can
define One-time, Daily, Weekly, Monthly, Yearly, or Special date entries.
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r 1
atl Mew Calendar Date Entry [éj

Date pattem

One-time
Daily Recur every week on:

@ \leskly Wednesday -
Manthly
Yearly

Special

[ ok | [ cancel |

Figure 138: New Calendar Date Entry

7. To add additional date entries to the same calendar pattern, repeat Step 5 and 6.

Note Calendar patterns can be defined on any hierarchy level. A calendar pattern will be visible
only at the hierarchy level it was defined and in lower hierarchy levels.

It is possible to add date entries on different hierarchy levels. Date entries are visible only
in the hierarchy on which they were defined and below. In this way, a calendar pattern can
be composed of different date entries in different hierarchy levels.

Download master schedules

After you have configured the schedules in LWEB-900, you have to download them to the
LOYTEC devices. The schedules are executed decentralized in the devices to increases
reliability of the system.

1. The download to the LOYTEC devices is triggered by pressing one of the buttons
shown in Table 20.

Button | Description

_ﬂa Download schedulers in or below the currently selected hierarchy level.

ﬂ Download all schedulers.

Table 20: Schedule Download Buttons

2. The download dialog is shown in Figure 139. If the checkbox Process only modified
items is selected, only the schedulers which have been modified since the last
download will be downloaded. This is useful to speed up the download if you have a
large number of schedulers. If this checkbox is not active, all schedulers displayed in
the list below will be downloaded. This is useful to override any potential changes of
the schedulers on the devices.
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f ol Download Configuration l = S|
Unchecked items will not be processed
Download Device Schedule Status
TG si06 Vbt oang o Dowioiot ]
& LINX151-EG VIEBG35 Occupancy/Meeting Rooms/Room EO7 Download OK =
LINX151-DG VIEBG35 Occupancy/Office Rooms/04/Room 402 Download OK
LINX151-DG VIEBG35 Occupancy/Office Rooms/A04/Room 405 Download OK
LIN¥151-0G3 WIEBG35 Occupancy/Office Rooms/03/Room 302 Download OK
LIN¥151-0G3 VIEBG35 Occupancy/Office Rooms/03/Room 203 Download OK
LINX151-0G3 WVIEBG 35 Occupancy/Office Rooms/03/Room 305 Download OK
LINX1510G3 VIEBG35 Occupancy/Office Rooms/03/Room 306 In progress
LINX151-0G3 WIEBG35 Occupancy/Office Rooms/03/Room 301 Ready to download
LIN¥151-0G2 WIEBG35 Occupancy/Office Rooms/02/Room 206 Ready to download
LIN¥151-0G2 VIEBG35 Occupancy/Office Rooms/02/Room 202 Ready to download
LINX151-0G2 WVIEBG 35 Occupancy/Office Rooms/02/Room 201 Ready to download
LINX151-0G2 VIEBG35 Occupancy/Office Rooms/02/Room 205 Ready to download
LINX151-0G2 VIEBG35 Occupancy/Office Rooms/02/Room 203 Ready to download
LIN¥151-0G1 WIEBG35 Occupancy/Office Rooms/01/Room 105 Ready to download
LINX151-0G1 VIEBG35 Occupancy/Office Rooms/01/Room 106 Ready to download
LINX151-0G1 VIEBG35 Occupancy/Office Rooms/01/Room 101 Ready to download
LINX151-0GT VIEBG35 Occupancy/Office Rooms/01/Room 102 Ready to download
= -

Figure 139: Master Schedule Download

3. Press the Start download button.

Note

Events which are in the past and unused calendar patterns will not be downloaded to the
LOYTEC device to save resources.

Upload schedules from device

After a schedule has been downloaded by LWEB-900 to a LOYTEC device, it can be
changed locally on the device (e.g. using the Web Ul). LWEB-900 detects these changes
and marks changed schedulers with an asterisk. Changes are detected because LWEB-900
periodically polls the devices. The poll cycle is configured as part of the communication
profile (see Section 6.24).

LWEB-900 can upload local schedule changes only if they do not affect other schedulers.
This means that e.g. a change to the start or end time of an event, which was defined on the
scheduler level, can be uploaded. However, if an event is changed, which is defined on a
higher hierarchy level, it will not be uploaded because it might affect other schedulers.

1. The upload of schedules is trigged by pressing one of the buttons shown in Table 21.

Button Description

_‘iL Upload schedulers in or below the currently selected hierarchy level.
piTy Upload all schedulers.

Table 21: Schedule Upload Buttons

2. The upload dialog is shown in Figure 140. If the checkbox Process only modified
items is selected, only the schedulers which have been detected as modified will be
uploaded. This option is useful to speed up the process if you have a large nhumber of
schedulers. However, if schedulers have been changed since the last poll cycle of
LWEB-900, these changes will not be taken into account. If the checkbox is not active,
all schedulers displayed in the list below will be uploaded. Use this option to get the
most current scheduler configuration from the devices.
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Upload configuration

Unchecked items will not be processed [7] Process only modified items

Upload | Device Schedule Statuz N

WIEBG 35 O ccupancy/Meeting Flooms/Faam 205 Training _

WIEBG35 Oecupancy/Mesting Fooms/Foom 301

LIN=151-0G WIEBG 35 Occupancy/Meeting Fooms/Foom 403 B
LIN=151-DG WIEBG35 Occupancy/Office Rooms/04/Foom 402
LIN:151-DG WIEBG 35 Occupancy/Dffice Rooms/04/Room 405

LIN=151-0G3 WIEBG35 Occupancy/Office Rooms/03/Foom 302
LIN=151-0G3 WIEBG35 Oeccupancy/Office Roome/03/Foom 303
LIN151-0G3 WIEBG 35 Occupancy/Dffice Rooms/03/Room 305

LI ET G IERCAE 0 Wali P =} Fate¥i=l 06

Q!!II!IIH

Figure 140: Master Schedule Upload

If the changes cannot be uploaded into the master schedule configuration, an error will
be displayed as shown in Figure 141. In this example the preset values were changed
using the Web UI. Because the presets affect all other schedulers under the same master
schedule node, the modified presets will not be uploaded to the master schedule

configuration.

Upload configuration

Unchecked items will not be processed

Upload | Device Schedule Status A
O | LNx1s1-DG WIEBG35 OccupancydS pecial Rooms/Foom 401 Skipped
[0 | UNx151D6 WIEBG3S HYAC Reset/04 Skipped
[0 |LNx151-0G3 WIEBG S HYAC Reset/03 Skipped
[ |LINZ151-062 WIEBG IS HYAC Reset/02 Skipped
[ |UNx151-0G1 WIEBG3S HYAC Reset/01 Skipped
O |LNz151-DG WIEBG 35 Garbage Fan/GarbageFan [LINX151-DG) Skipped

E WIEBG 35 AHU OnDffAentilation_Contral [LI entilation] Upload failed: cannot import.
[0 LINg1204entilati... | *IEBG35 AHL NightPurge/Might_Purge [LINXT20%entiation] Skipped ]
v

Figure 141: Master Schedule Upload Error

To find out more about why the upload did not work, double click on the scheduler in
the upload dialog. The pop-up window shows on the left side the scheduler as
configured in LWEB-900 and on the right side the changes made on the device (see

Figure 142).
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[ Schedule comparison for Yentilation_Control

Master schedule events

Device schedule events

Event Mame Type Date Pattern From Ta
ikdap On workdap [MoF1)
Wentilation Holiday QfF Calendar Holiday &T o000 24:00
<

Event Name Statug Type Date Pattern From
Wentilation Workday On | Unchanged W

Wentilation Holiday Off Unchanged Calendar Holiday_AT 0000

< >

Master schedule calendar

Device schedule calendar

Calendar Description Hierarchy
[+ wiorkday (M Schedules

Calendar Status Description

! ‘Workdap... | Cannot import

I aster schedule presets

Device schedule presets

Datapoint Type On aff
[default preset]

autputl multistate 1 1]

D atapoint Type On [uli}
multistate 1 0

Figure 142: Schedule Comparison

Note

If you have a master schedule which contains only a single scheduler, define the events on
the scheduler level. This gives you the possibility to upload any local changes.

Print master scheduler view

Use the print button in the toolbar to print the currently displayed view of the master
scheduler. The print dialog allows adjusting the page margins and the scale factor.

Print of Master Schedule Hierarchical Level 1 ‘Office Rooms'.. [F]
Printer; [WDIAMOND\LASER OG3 ~| [preferences..|
Margins: [Inch v | Top:[07 3| Left:[oa7 Bottom: |0.17 Right [017 %

Scaling: ) Scale percent 100%

@ Fit to page
Print Preview

| o) (@
=
[ o
-
e e R e

Figure 143: Print Master Scheduler View
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6.15.3.2 Configure Master Schedule View

Create new master schedule

1. Right click on the master schedule folder and select New - New Master Schedule
from the context menu. If no master schedule folder exists yet, right click on the project
node instead. The master schedule folder is created automatically when creating the
first master schedule.

2. Enter a name and description for the new master schedule and click on OK.

3. The new master schedule is displayed in the navigation view. Double click the master
schedule to open the master schedule view.

Configure scheduler hierarchy

1. To add a hierarchy level select New hierarchical folder from the context menu. Each
hierarchy level can contain further hierarchy levels. Up to three nested hierarchy levels
can be created under the master schedule node. All events defined on a specific
hierarchy level affect all schedulers attached to the same or lower hierarchy levels.

2. To add schedulers to a hierarchy level select Add scheduler... from the context menu.
Device schedulers as well as LWEB-900 Server schedulers can be added. All
schedulers which are added under a master schedule node must be compatible. This
means that the number and type of the scheduled data points must be identical.

{8 Add Scheduler o] ===
Select the scheduler(s) to add:
Scheduler Outputs Device IP Address Device Name Item Path
~/LINX151-DG 7 Schedulers 3
V| Schedule nviHCoccSche  multistate 10.101.18.10 LINX151-DG CEAT08 Port.5cheduler.RI4
+| Schedule_nviHCoccSche multistate 10.101.18.10 LINX151-DG CEAT09 Port.Scheduler.RIG
¥ Schedule_nviHCoccSche  multistate 101011810 LINX151-DG CEAT09 Port.Scheduler.RI7
Schedule_nviHCoccSche  multistate 10.101.18.10 LINX151-DG CEA709 Port.Scheduler.RIB
Schedule_nviHCoccSche  multistate 10101.18.10 LINX151-DG CEAT709 Port.Scheduler.RI9
Schedule_nviHCoccSche  multistate 10.101.18.10 LINX151-DG CEA70Q Port.Scheduler.RI10
ResetHK multistate 10.101.18.10 LINX151-DG CEAT09 Port.Scheduler.RI10
~ LINX151-0G3 5 Scf
Schedule_nviHCoccSche  multistate 101011811 LINX151-0G3 CEA70Q Port.Scheduler.R14
Schedule_nviHCoccSche  multistate 10101.18.11 LINX151-0G3 CEAT09 Port.5cheduler.RI7
Schedule_nviHCoccSche  multistate 101011811 LINX151-0G3 CEAT08 Part.Scheduler.RIB
Schedule_nviHCoccSche  multistate 10101.18.11 LINX151-0G3 CEA709 Port.Scheduler.RI9
Schedule nviHCoccSche  multistate 101011811 LINX151-0G3 CEAT09 Port.Scheduler.RI10 T
@ Show only compatible schedulers Show all schedulers
Add Scheduler.. |
Figure 144: Add Scheduler
Note LWEB-900 takes over the presets from the first scheduler which is added to a master
schedule node. Presets can be edited any time.

Scheduler naming rules

Per default a new scheduler is displayed using the name of the scheduler data point. This

can be a problem if multiple schedulers have identical names. You can either rename the

scheduler in LWEB-900 or define a new naming rule which can include the path
information. To define a naming rule right click on a node in the master scheduler and select

Define Schedules Naming Rules from the context menu. Scheduler naming rules are
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inherited from a node to all lower hierarchy levels. Figure 145 shows an example naming
rule. Right click in the Schedule name format field to add placeholders as defined in Table
22.

MNaming rule for 'VIEBG27 Occupancy’ @

N

Inherited schedule format:
Schedule name format: [Device Name]/[PathParent(3)]/[Scheduler Name] Set default |

Resulting schedule format: [Device Name]/[PathParent(3)]/[Scheduler Name]

o) (Gt

Figure 145: Scheduler Naming Rules

Placeholder Description

[Scheduler Name] Name of the scheduler data point

[Device Name] Name of the device

[PathParent(n)] The path of the scheduler consists of a sequence of folders. The

[PathParent(n)] placeholder is replaced with the n-th folder
starting from the right.

[PathFolder(n)] The path of the scheduler consists of a sequence of folders. The
[PathFolder (n)] placeholder is replaced with the n-th folder
starting from the left.

Table 22: Placeholders for Scheduler Naming Rule

Scheduler and calendar limitations

Each LOYTEC device has only a limited amount of resources. LWEB-900 knows about
these limitations and checks every time a preset, event, or calendar pattern is added whether
there are enough resources available. Figure 146 shows an example error message which is
caused by adding too many presets.

LWEB-9200 Client

@ Capadity check failed: Too many presets in schedulefar schedule 'VIEEGSS Gatbage FanfearbageFan (LINX151-DGE)

Figure 146 Too Many Presets Defined

For CEA-709 devices, the number of available daily schedule, calendar patterns, etc. can be
configured in the configuration software. Open the menu Settings = Project Settings ...
and select the CEA709 AST tab as shown in Figure 147.
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Project Settings El

General || System Settings | Datapoint Naming Rules | CEA709 | CEATO9AST | BAChet | KNX | Info

Calendar [ Schedule Object Settings

Resources required by the current project: [¥]Enatle Calendar Object
Port 1: [¥]Enable Scheduler Objects
Alarm server: Yes [¥]Enable Remate AST Objects
Local calendar: es

v
Calendar patterns: 0 [V]Enable 45T vz

Tokal date entries: 0

Local schedulers: 13 Calendar Configuration
Daily schedules: 7
Timevalue entries: 0
Value templates: 0
Tokal value size: 4 bytes
Datapoint maps: 3

Nurmber of calendar patterns: | 5 (max. 25)
Tokal number of date entries: | 100 (max, 5000
Scheduler Configuration
Remote AST Objects: No
Mumber of local schedulers: | 15 {rax, 1003
Mumber of daily schedules: | 62 {max, 256)

Entries in Timealue table: | 128 (max, 5000

Mumber of value templates: | & (max. 255)
Diata size per value template: | & (max. 32)
Mazx. number of data point maps: | 16 (max. 64)

Auto-Set ] [ Set Defaults

AST Configuration Size: 49,760 Byte (max. 393 216 Byte)

Figure 147: Project Settings, CEA709 AST Tab
For the master schedule view, the following settings are relevant:

e Number of calendar patterns: Influences the number of calendar patterns which
can be created in a master schedule. However, there is no one-to-one mapping of
calendar patterns in a master schedule and in a device. Depending on the
configuration, LWEB-900 sometimes has to split a calendar pattern into multiple
calendar patterns before downloading it into the device.

e Total number of date entries: This parameter specifies the total number of date
entries for all calendar patterns on a device.

e Number of daily schedules: Defines how many events can be created.

e Entries in Time/Value table: Also limits the maximum number of events. Each
event consists of 2 time/value pairs.

o Number of value templates: Defines the maximum number of presets.

Note: Every change of the CEA709 AST settings changes the static network interface of the
device.
6.16 Trending

Trending refers to the ability to log values of data points over time. LWEB-900
distinguishes between two kinds of trend logs:

e Device trend log: The data points are logged by a LOYTEC device or a third-
party BACnet device. The LWEB-900 Server reads out the stored data periodically
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(e.g. once a day). This approach has the advantage, that data points are logged
even if the LWEB-900 server is offline. Moreover, the traffic between LWEB-900
server and LOYTEC devices is kept to a minimum.

e LWEB-900 Server trend log: The data points are logged directly by the
LWEB-900 server. This approach has the advantage that you do not need to
change the configuration of the LOYTEC device. However, the LWEB-900 Server
has to access the device much more frequently. Therefore, the LWEB-900 Server
trend log is recommended only for temporary trends.

Trend logs can be visualized using a chart view. One chart view can reference multiple
trend logs.

6.16.1 Trend Log Size Limitation

Even on a server with a large hard drive, the disk space is limited. Therefore, you need to
configure for how long the LWEB-900 Server keeps old trend log records.

Configure default values for log size limitations

1. Select Properties from the context menu of the project node in the navigation view and
switch to the Database Log Limitations tab.

2. The trend and alarm log size is limited by the following parameters (see Figure 148):
e Size limit: Trend and alarm logs are organized as ring buffers. As soon as the
maximum number of log items has been reached, new log entries will overwrite the

oldest entries.

e Duration limit: This parameter defines the maximum time span for which old data
is kept before deleting it from the database.
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Properties of Project 'LCampus’... @

Qutgoing mails | Incoming mails | Identification key | Database Log Limitations | Alarming | BACnet

Trend and alarm log

Size limnit: 100000 items

Duration limit: 78 Week '|
Event leg

Size limit: 100000 items

Duration limit: 78 Week '|

Ok | Cancall

Figure 148: Database Log Limitations

New trend logs are assigned the configured default values. These initial values can be
changed any time by editing the properties of an individual trend log.

6.16.2 Device Trend Logs

Device trend logs are part of the device’s data point configuration. Therefore, they are
created using the device configuration software. How to create device trend logs is outside
the scope of this document. Refer to the device specific manuals (see Table 6).

LWEB-900 automatically detects new records in trend logs of devices. Before the trend log
buffer on the device can overrun, LWEB-900 reads out the trend log data and stores it in the
LWEB-900 database on the PC. The trend log poll cycle is configured as part of the
communication profile (see Section 6.24). Thus, memory limitations on the devices can be
overcome.

All trend logs of a device are stored in the folder Trend logs below the device (see Figure
149). Double click on the trend log to open it.
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Navigation View n
= <& Network &
= @ pevices
= @ vie
= 8 G35
= €9 Lnx

= @ UNX151-DG
+ @ LINX151-0G3
+ @ LUNX151-0G2
+ @ LINX151-0G1
+ @ LINX151-EG
® @ LINX120-Production
= @ LINX120-Ventilation
+ @ Datapoints
@l Parameters
Wl Trend logs
D JCEA709 Port/Trend/Temperature_Trend
[E] /cea709 Port/Trend/Fan_Control_Trend
D JCEA709 Port/Trend/ServerTemp and State
[E] /cea709 Port/Trend/SupplyTempControl
[F] /cea709 Port/Trend/PreHeater
D JCEA709 Port/Trend/HeatRecovery
[&] /cea709 Port/Trend/NightPurge
[=] /cea709 Port/Trend/L108_Temp
[E5] /cea709 Port/Trend/supplyPressControl
[E] /ceaz09 port/Trend/ExtractPressControl
[5] /cea709 Port/Trend/Damper_Feedbacks
+ @l Alarm logs v

Device Trend Log

I ®

Figure 149: Device Trend Log

Edit device trend log properties
1. Right-click on a device trend log and select Properties from the context menu.
2. The properties dialog is opened (see Figure 150). You can only modify the Database

Log Limits (refer to Section 6.16.1) parameters. The other parameters are defined by
the device configuration and cannot be edited.

Properties of Device Trend Log '/BACnet Port/Trend/Trend_WhTot_OG3"... @

Properties | Datapoints

Commeon properties

MName: JBACnet Port/Trend/Trend_WhTot_OG3

Description:

Trend mode: | Interval Fill mode: | Ring Buffer State: © Enabled Disabled
Log Size Database Log Limitations

Log size: 1000 items Size limit: 100000 items

Log duration: | 5000 Minute Duration limit: 78

Log interval: |5 Minute

Align interval to the top of the hour

Offset by: 0 Second

Fill Level Notification

80 %
Trend Enable/Disable Datapoint

Figure 150: Device Trend Log Properties
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Note: It is possible to select multiple trend logs and select Properties from the context menu to
change the size limits. To find specific trend logs, select the object type Trend Log in the
advanced search (see Section 6.9).

6.16.3 LWEB-900 Server Trend Logs

Server trend logs can record one or multiple data points and operate in one of the following
modes:

e Interval Mode: In this mode a snapshot of all trended data points is logged
periodically.

e COV Mode: In this mode, each of the trended data points is logged separately if
and only if its value changes. For analog data points, a specific COV increment can
be configured.

e Trigger Mode: In this mode a snapshot of all trended data points is logged each
time a trigger condition fires. The trigger condition is applied to a trigger data
point.

Create a new server trend log

1. Right click on the folder System/Trending in the navigation view and select New >
New Trend Log from the context menu.

2. Enter a name and description for the new trend log.

Properties of Server Trend Log 'Trend nvoHCroomTemp'... @

Properties | Datapoints

Common properties

Narme: Trend nvoHCroomTemp

Description:  Trending of the datapoint 'nvoHCroomTemp’

Trend mode: | Change of Value (COV) v| Fill mode: | Ring Buffer - | State: @ Enabled Disabled

Log Size

Log size: 100000 items

Log duration: 78 Week v| ]ﬁl
Log interval: 5 Minute

Starting date and time:  10/19/2012 11:41 AM 7

Trend Enable/Disable Datapoint

=
Cancel |

Figure 151: LWEB-900 Server Trend Log Properties
3. Select the desired Trend mode.

4. If necessary, change the Log size and Log duration parameters (refer to Section
6.16.1).
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5. For trend logs of type Interval, select the Log interval.

6. Select Starting date and time. For trend logs of type Interval, LWEB-900 aligns the
log interval to this time.

7. The trending can be enabled/disabled by attaching an enable data point. This data point
should be of type binary. If the value of that enable data point is TRUE, the trend logs
data as defined by the trend mode. If the value of the enable is FALSE, trending is
disabled. If no enable data point is configured, the trend log is always enabled. Click
the ... button to select a data point.

8. Toremove the enable data point, click the Remove button.

9. Click OK to store the basic configuration of the trend. The new trend log appears in the
navigation view.

Configure trended data points

When an LWEB-900 Server trend log has been created, it needs to be configured, which
data points it shall log. This is done by attaching data points to the trend log. Only simple
data points can be attached for trending, i.e. analog, binary, or multi-state.

1. Right click on the LWEB-900 Server trend log and select Properties from the context
menu. The same dialog which appears when a new trend object is created is shown and
allows configuring the trend.

Note Of course, this step can also be done directly when the object is created.

2. Switch to the Datapoints tab.

Properties of Server Trend Log 'Trend nvoHCroomTemp'... @
Datapoints
Add... | Remove |
254 more datapoints can be added.
Datapoint COV Delta Type Path
mvoHCroomTemp 0 Value ../Network/Devices/VIE/BG35/LINX/LINX151-DG/Datapoints/CEAT09 Port/Datapoin
(L[} 3
Cancel |

Figure 152: LWEB-900 Server Trend Log Datapoints

3. Add data points to be trended. Click on Add... to open a data point selector window.
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4. Select the data points and click OK. For each of the attached data points, a line appears
in the list below the add button.

Note: Data points can also be attached to a trend by selecting a data point in the object list view
and dragging it onto a trend log.
Only OPC data points can be added to LWEB-900 Server trend logs. They are marked with
a small “O” in the top right corner of the data point symbol. To expose a data point via
OPC, the corresponding checkbox has to be activated in the device configuration software.
5. Data points can be removed from the trend by clicking Remove.
6. If COV mode was selected, the COV increment is displayed in the COV Delta column.
This value can be increased to generate less trend data.
7. If the trended value of the data point shall be aggregated over the log interval, select the
desired aggregation in the Type column. Available options are Min, Max, Avg.
Note To create multiple curves with min, average, and maximum values, add the same data point
three times and select the different aggregation types.
8.  When done with the data point setup, click OK to leave the dialog.
Configure trigger data points
In trigger mode, one or more trigger data points cause the generation of a snapshot
containing the values of the trended data points at the time instant the trigger is activated.
For a trend log, one or more trigger conditions can be defined.
1. Right-click on the LWEB-900 Server trend log and select Properties from the context
menu.
Note Of course, this step can also be done directly when the object is created.

2. Switch to the Triggers tab.
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7.

New Trend Log... @
Add... | Remove |
Datapoint Type Condition Path Manage Trigger Conditions
| totalActive  Value Update True('=0)  ../Metwork/Devices/VIE/BG35/LINX/LINX-151 KG AH MiTrue (=0) f
[C False (== 0)
[ Invalid
[ Offline
m »
Cancel |

Figure 153: Trend Log Trigger

Click the Add... button. A data point selection dialog opens.
Select one or more data points and click OK.
The triggers appear now in the list.

In the Manage Trigger Conditions you can refine the trigger condition depending on
the trigger data point class.

When done with the data point setup, click OK to leave the dialog.

Disable server trend logs

A server trend log can be temporarily disabled using the Disable Trend Log option in the
context menu. When the trend log is disabled, the LWEB-9S00 Server does not record the
attached data points. A disabled trend log can be enabled with the Enable Trend Log menu
entry.

6.16.4 Trend Log View

To view a trend log, double click on it in the navigation view or object list view.
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/" [ Trend nvoHCroomTemp % | hd
4 FS 2 EE R 3/20/2015 11:33 4 T BB ld < [1000000] 100 [ M | T
Sequence No. Record Type Timestamp TItem (Index) Value
458734 Real 3/20/2015 10:35:12 AM nvoHCroomTemp (0) 22.13 °C
458735 Real 3/20/2015 10:35:31 AM nvoHCroomTemp (0) 22.06 °C
458736 Real 3/20/2015 10:37:01 AM nvoHCroomTemp (0) 22.13 °C
458737 Real 3/20/2015 10:37:12 AM nvoHCroomTemp (0) 22.06 °C
458738 Real 3/20/2015 10:37:32 AM nvoHCroomTemp (0) 22.13 °C
458739 Real 3/20/2015 10:37:41 AM nveHCroomTemp (0) 22.06 °C
458740 Real 3/20/2015 10:39:11 AM nvoHCroomTemp (0) 22.13 °C
458741 Real 3/20/2015 10:39:22 AM nvoHCroomTemp (0) 22.06 °C
458742 Real 3/20/2015 10:50:14 AM nvoHCroomTemp (0) 22 °C
458743 Real 3/20/2015 10:50:24 AM nvoHCroomTemp (0) 22.06 °C
458744 Real 3/20/2015 10:51:35 AM nvoHCroomTemp (0) 22 °C
458745 Real 3/20/2015 10:51:45 AM nvoHCroomTemp (0) 22,06 °C
458746 Real 3/20/2015 10:51:55 AM nvoHCroomTemp (0) 22 *C B
458747 Real 3/20/2015 10:52:14 AM nveHCroomTemp (0) 22.06 °C
458748 Real 3/20/2015 10:52:54 AM nvoHCroomTemp (0) 22 °C =
458749 Real 3/20/2015 10:55:05 AM nvoHCroomTemp (0) 22.06 °C L
458750 Real 3/20/2015 10:55:15 AM nvoHCroomTemp (0) 22 °C
458751 Real 3/20/2015 11:07:08 AM nvoHCroomTemp (0) 21.94 °C
458752 Real 3/20/2015 11:07:18 AM nvoHCroomTemp (0) 22 °C .

Figure 154: Trend Log View

The contents of the trend log can be exported as a comma separated value list (CSV export).
The trend log view can be refreshed by hitting the [F5] function key or pressing the Refresh
value toolbar button. If the log contains a large number of entries, the log is split into
multiple pages and the buttons at the bottom can be used to navigate through the pages.
Alternatively, the Go to date button can be used to jump to a specific date and time.

Column Configuration

The columns of the trend log view can be customized. To add columns or to change the
column order, click on the Configure columns toolbar button.

The column configuration is stored for each trend log view separately. To change the
column configuration for the current trend log view only, deactivate the Apply to all ‘Log’
objects checkbox and click the Apply button. To save the configuration for all trend log
views, activate the checkbox and press the Apply button.
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Column

Description

Sequence No.

The log record sequence number. This is a monotonously
increasing number, which is unique for each log record.

Record Type

Data records:

e Bool

e Real

e Enum

e Unsigned
e Signed

e Null: This element is included if the logged data point has no
value.

System records:

e  Error: This element is included if a communication error has
occurred. The value of the error is technology-specific.

e  Purge: This element is included if a purge action is logged.
In this case, no value is logged.

e Log Enable: This element is included if a log enable (TRUE)
or log disable (FALSE) action is logged.

e  Time Change: This element is included, if a change in the
device’s clock has been logged. The integer value specifies
the number of seconds the clock was put forward or
backward.

Timestamp

The date/time of the log record.

Item (Index)

Name of logged data point and index.

Value

Logged value.

Value Type

Data type of the Value field.

Aggregation Mode

Value: No aggregation.

Min.: Minimum value during log interval.
Max.: Maximum value during log interval.
Avg.: Average value during log interval.

Path

Complete path of logged data point (if available).

Filter trend log

Table 23: Trend Log View Columns

To search for specific records in the trend log view, click on the Filter Log Data button in
the toolbar. The filter dialog allows you to combine multiple conditions with AND and OR
operators. The example in Figure 155 finds all data records of the data point
“nvoHCroomTemp” with a value less than 20.

Filter Log Datas... @

KX

4 7 AND, all must match 9F

I Record Type is Data Record
7 Ttem (Index} is nvoHCroomTemp (0)
7 Value < 20

Cancel |

Figure 155: Trend Log Filter
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Clear trend log

1. Click on the Clear Trend Log button in the toolbar.

2. Toclear all data, activate the checkbox Remove all data, else specify a date.

Clear Trend Log...

=]

Remaove all data

Cancel |

Clear data before: | 3/20/2015 11:36 AM

Figure 156: Clear Trend Log

Note

In case of a device trend log, only data in the LWEB-900 database is cleared. Data logged
by the device is left unchanged. You can clear the trend log data on the device using its web

ul.

Note

Clearing trend log data is recorded in the event log.

Edit trend log records

1. Select one or multiple trend log records and open the context menu

Note

Only data records, no system records can be edited.

2. The context menu allows to remove the selected records or to change the recorded

value.

Sequence No.

73005
73007
73008
73009
73010
73011
73012
73013
73014
73015
73018
73017
73018

Timestamp

10/18(2012 7:30:13 AM
10/18/2012 7:35:13 AM
10/18(2012 7:40:13 AM
10/18/2012 7:45:13 AM
10/18(2012 7:50:13 AM
10/18/2012 7:55:13 AM
10/18(2012 8:00:13 AM
10/18/2012 8:05:13 AM
10/18(2012 8:10:13 AM
10/18/2012 8:15:13 AM
10/18/2012 8:20:13 AM
10/18(2012 8:25:13 AM
10/18/2012 8:30:13 AM

Item (Index)

mvoHCroomTemp (0)
nvoHCroomTemp (0)
mvoHCroomTemp (0)
nvoHCroomTemp (0)
mvoHCroomTemp (0)
mvoHCroomTemp {0}
mvoHCroomTemp (0)
mvoHCroomTemp (0}
nvoHCroomTemp (0)
mvoHCroomTemp (0}
nvoHCroomTemp (0)
nvoHCroomTemp (0)
nvoHCroomTemp (0)

Valus Type

24.38 *C  Double
2413 °C  Double
23.69 *C  Double

MHELEEHELE

NASLEREEDE
S8 S5S85S888

Double
Double
Double
Double
Double
Double
Double
Integar
Double
Double

3K Delete selacted recards
@ Edit selected record values...

Figure 157: Edit Trend Log Records

Edit Selected Record Values...

Value:

22

Comment: | Corrected value manually while sensor was replaced,

Ok | Cancell

Figure 158: Edit Trend Log Record
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Note Editing trend log records is recorded in the event log.

Print trend log

Use the print button in the toolbar to print the trend log. You can print all trend log records
or only data logged during a configurable time interval. The print dialog allows adjusting
the page margins and the font size.

6.16.5 Trend Chart View

One or multiple trend logs are visualized using a chart view. Figure 159 shows the chart
icon in the navigation view. Double click on the icon to open the chart view (see Figure

160).

J ! |a Radiator Trend % |

Navigation View o
= |4 LCampus

= & VIE

+

Weather

[ BG35

= @ u

% [ He ChartView

# 3 sB
® G SE
= & EN

L- Electric Power
L- Heat Power
.i,: Electric Energy Meters

3«‘ Heat Energy Meters

Figure 159: Chart View Icon
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Create a new chart view

Figure 160: Chart View

1. Right click on a folder in the navigation view and select New = New Chart View
from the context menu. A trend chart can be created in the root folder (the project
node), in the home folder of a user, or in any user defined folder.

2. Enter a name and description for the new chart view.
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Properties of Trend Chart View '03 Room Temperature'...

=]

Properties | Datapoints | Limit Lines

Commeon properties
Mame: }DB Room Temperature
Description:  Trend chart of temperature for all rooms on third floor
Line Width: 1 pixel Flags: [C] Draw grid

] Display the description in the view
X Axis Properties Colors
Label: Time Flags: Tick marks Labels: - 2 ‘
Time span: 7 d - | / Page Scale labels Horizontal grid: | [ ~ ‘
Date format:  %m/3%d Reset| Vertical grid: @‘
Time format:  %:H:%M Reset| secondiond: @‘

Auds: -
¥ Axis Properties Container: L1~
Label: Temp (°C) Flags: [¥] Tick marks Background: b
Range: 13 - 30 Scale labels Reset to default colors ‘
[E] ¥-Scaling
fabellz [ Y-Autoscale
Range 2: |0 00 [C] Second. Scale
Cancel_

Figure 161: Chart View Properties

Line Width: Sets the line width for all curves drawn in this trend control.

Draw grid: This option enables a grid which allows easier readout of the displayed
data. The checkbox defines the initial state of the grid when you open the chart view.
You can enable/disable the grid any time using the corresponding toolbar button.

Display description in the view: If this option is enabled, the description of the chart
view is displayed as title of the chart.

Configure the X Axis Properties:

Label: Text displayed as label for the x-axis.

Time Span: Select a suitable time span which is displayed initially when you open
the chart view. You can zoom in and zoom out any time using the corresponding
toolbar buttons of the char view.

Date Format: Format string used to display date labels on the time axis. Date
labels are shown at midnight of each day which has a label drawn. If the user
zooms out further, date labels will be shown only for every other day, every start of
the week, or every month, as space allows.

Time Format: Format string used to display time labels on the time axis. Time
labels are displayed only when there is more than one label for one day. Otherwise,
time labels will not be used.

Tick marks: Enables drawing of tick marks for the time axis.

Scale labels: Enables drawing of scale labels.

Configure the Y Axis Properties:
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o Label: Text displayed as label for the primary y-axis.

e Range: Value range for the primary value axis drawn on the left end of the trend
graph. This is the default range for the standard zoom setting and may be changed
during runtime when the option Y-Scaling is enabled.

e Label 2: Text displayed as label for the secondary y-axis.

e Range 2: Value range for the secondary value axis. If enabled, the secondary scale
is drawn on the right end of the graph.

e Tick Marks: Enables drawing of tick marks for the value axis.

e Scale Labels: Enables drawing of scale labels. Note that scale labels should
always be enabled for controls which have the Y-Scaling option set.

e Y-Scaling: Enables navigation buttons for the value axis.

e Y-Autoscale: The range of the Y-axis automatically scales to the displayed values.

e Second. Scale: Activates the secondary Y-axis.

8. Configure the chart view Colors:

Color Name Description

Labels Labels of the value scale (x-axis) and the time scale (y-axis).

Horizontal Grid Horizontal grid lines (if the grid is enabled).

Vertical Grid Vertical primary grid lines (if the grid is enabled).

Second. Grid Vertical secondary grid lines (if the grid is enabled).

Axis Tick marks and axis for value and time.

Container Background of the graph area, which is the rectangular area
spawned by the value and time axis.

Background Color of the background outside the graph.

Table 24: Colors of Trend Chart View

9. Click OK to store the basic configuration of the chart view. The new chart view
appears in the navigation view.

Attach trend logs

When a chart view has been created, it needs to be configured, which trend logs it shall
display. This is done by attaching trend logs to the chart view. Device trend logs as well as
LWEB-900 Server trend logs can be attached.

1. Right-click on the chart view and select Properties from the context menu. The same
dialog which appears when a new char view is created is shown and allows configuring

the chart view.

Note

Of course, this step can also be done directly when the object is created.

2. Switch to the Datapoints tab.
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Properties of Trend Chart View '03 Room Temperature'... @
Datapoints | Limit Lines
Neo more datapoints can be added.
Datapoint Name Color Y Axis Interpolation Scale factor Path
I:‘ Trend_nveHCroomTemp w/Network
2 nveHCroomTemp Room 301 E‘ First Linear 1 MNetwork
I:‘ Trend_nveHCroomTemp w/Network
2 nveHCroomTemp Room 302 E‘ First Linear 1 MNetwork
I:‘ Trend_nveHCroomTemp w/Network
2 nveHCroomTemp Room 303 E‘ First Linear 1 MNetwork
U Trend_nveHCroomTemp w/Network
- nvoHCroomTemp Room 204 E‘ First Linear 1 MNetwork
Ll Trend_nveHCroomTemp w/Network
= rvoHCroomTemp Room 305 E‘ First Linear 1 /Metwork
[£] Trend_nveHCroemTemp w/Network
= rvoHCroomTemp Room 306 E‘ First Linear 1 /Metwork
rl Trend_nveHCroomTemp w/Network
- rvoHCroomTemp Room 307 [0} E‘ First Linear 1 /Metwork
I:‘ Trend_nveHCroomTemp w/Network
=% nvoHCroomTemp Room 308 [C] E‘ First Linear 1 Metwork
n C
Cancel ‘

Figure 162: Chart View Datapoints

3. Click on Add... to add a trend log to the chart view. A trend log selector window is

opened.

4. Select the trend log and click OK. The trend log and the logged data point(s) appear in
the list below the add button.

5. Trend logs can be removed from the chart view by clicking Remove.

6. For each logged data point the following parameters can be configured:

Name: Name displayed in the chart view legend. If you leave this field empty,
the data point name will be displayed per default.

Color: Color used to draw the trend curve.

Y-AXxis: Select First to display the data point on the primary y-axis or Second
to display the data point on the secondary y-axis.

Interpolation: If you select None, the current value will be drawn
horizontally until the next recorded value is available, causing the trend graph
to show a vertical step to the new value. This setting is suitable to record
binary or multi state values like window state or room occupancy. Selecting
Linear will draw straight lines between the recorded values, which is suitable
for temperatures or other analog values which do not represent a small set of
discrete values.

Scale Factor: The data records are multiplied with this factor before
displaying them. Example: To convert Wh into kWh enter the value 0.001.
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7. When done with the data point setup, click OK to leave the dialog.
Define limit lines

A limit line draws a value as a horizontal line across the entire graph. The value can either
be constant or fetched from a data point.

1. Right-click on the chart view and select Properties from the context menu. The same
dialog which appears when a new char view is created is shown and allows configuring
the chart view.

Note Of course, this step can also be done directly when the object is created.
2. Switch to the Limit Lines tab.
Properties of Trend Chart View 'Chart View Trend Server CPU Load'... =]
Limit Lines
[Add Datapoint.. ] [AddaConstant Value.. | [ Remove
9 more datapoints can be added.
Datapoint Name Color Y Axis Value Path
(- |
Ok | Cancel |
Figure 163: Chart View Limit Lines

3. To add a constant value limit line, click on the Add a Constant Value... button. The
limit line appears in the list.

4. To add a limit line based on a data point value, click on the Add Datapoint button. A
data point selector window is opened. Select the data point and click OK. The limit line
appears in the list.

5. Limit lines can be removed from the chart view by clicking Remove.

6. For limit lines the following parameter can be configured:

e Color: Color used to draw the limit line.
e Y-Axis: Select First to display the limit line on the primary y-axis or Second
to display the limit line on the secondary y-axis.
e Value: Value displayed for constant value limit lines.
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7. When done with the data point setup, click OK to leave the dialog.

Shortcut to create a new trend log and chart view

A shortcut to creating a LWEB-900 Server trend log and a corresponding chart view is to
select a data point in the object list view, right click on it and choose Show the Datapoint
in a new Chart View (see Figure 164) . The trend log is created with default settings in the
folder System/Trending and the chart view is placed in the home directory of the user (see

Figure 165).

b HC X
o 141 | 2

e

JCRpe

[0l LCampus » Network » Devices » VIE » BG35 » LINX » LINX151-DG » Datapoints » CEA70S Port » Datapoints » RI1 » HC

Name

b =2 nvoHCangHold

b ,_,"‘ nvoHCfanCmd
=2 nvoHCeffectSpt
& nviHCmanHtgCmd
ﬁ nvoHCeffocc

Uo

o

= nvoHChvacMode

I ,_,D nvoHClouver

I @ mviHClouver

b ‘D nviHClouverFb

b =2 nvoHClouverFb
& nviHCcoollnlet
& nviHCcoolOutlet
== mvoHCcoolInlet
== nvoHCcoolOutlet
+2 nvoHCoccManCmd

LYY ey

Figure 164: Create Chart View Directly From Data Point

Type

DP User Output
DF User Output
DP Analeg Output
DF Analog Input

DP Multistate Output
El Show Alarms
i:l Show Events
=% Show the Datapaint in a new Chart View

57 show in Object List View
E@I Show in new Object List View

&y Access rights...

ialeg TAp
DP Analeg Input

DP Analog Output
DP Analeg Output

DP Multistate Output

NO e Mt

Identification Key (IK)
VIEBG350401HCRCTODGENDOOPSWOOSTADS
VIEBG350401HCRCTOORCUOOFANOOCMDOD
VIEBG350401HCRCTODGENDOSPODOSTADL
VIEBG350401HCRCTODGENDOPSWOOCMDO0
VIEBG350401HCRCTODGENDOSEOODSTADD

BG350401HCRCTOOGENDOPSWODSTAOL
BG350401HCRCTOORCUROLOUOOCMDO0
k BG350401HCRCTOOFCUOOLOUOOCMDOD
BG350401HCRCTO0RCUCOLOUDOCMFOD
BG350401HCRCTOORCUCOLOUDOCMFOD
BG350401HCRCTO0FCUCOSETOIVALOD
VIEBG350401HCRCTOOFCUCGOSETO2VALDD
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Figure 165: LWEB-900 Trend Log and Chart View Created in Home Directory

Print Trend Chart

Use the print button in the toolbar to print the trend chart. The print dialog allows adjusting

the page margins and the scale factor.

A

~
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6.17Reporting

LWEB-900 can create reports based on trend logs. Reports can be used, for example, to
document the energy consumption in a building. Figure 166 shows an example report.

Energy Consumption
2004 -8
150

100

Enargy [WAh]
[9.] dweay

'lnl!..l"n il

Avg Temp I KG OG WM 0G3 M 0G2 0G1 WM EG

'

25

20

Energy Consumption

Energy [kWh]
W OG2: 857,62 (37.13 %)
W EG: 53474 (22.38 %)
W OG3: 525.41 (2253 %)
DG: 286.13 (11.39 %)
0G1: 142.00 (8.08 %)
N KG: 0.00 (0.00 %)

Figure 166: Example Report

6.17.1 Report View

A report is displayed in the navigation view and in the object list view with a special icon
(see Figure 167). Each time a report is triggered, for example on the first day of each
month, the generated data is stored as child object of the report. Double-clicking on the
report data opens the report view with the selected data. If you double-click on the report
itself, the report view opens with the latest generated data. The report view includes a
toolbar that provides navigation, search, and print functionality. The report can be exported
to an Excel, PDF, or Word file.

=] Navigation View >4
4 |3 LCampus :
4 [ VIE
Weather
4 [ BG35
& u
& HC
i SB
&3 VE
4 G EN
L- Electric Power

mn

%3 Electric Energy Meters
';B Heat Energy Meters
{5 Electric Power Report Month

: Report
E“ Electric Energy Compare Month
B Blectric Energy Report Month
4 L_'—-l Heating Energy Report Month

[ﬂ Heating Energy Report Month_2014-02-14_11-12-27

hﬂ Heating Energy Report Month_2014-02-06_12-18-26 Generated

iEl Heating Energy Report Month_2014-02-01_04-00-23 Report Data

ﬁl Heating Energy Report Month_2013-12-13_12-12-15

[ Heating Energy Report Month_2013-12-13_12-09-44 .

Figure 167: Reports in Navigation View
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6.17.2 Configure Reports

Create a new report

Right click on a folder in the navigation view and select New = New Report from the
context menu. A report can be created in the root folder (the project node), in the home
folder of the user, or in any user defined folder.

Define report properties

When creating a new report, the report properties dialog (see Figure 168) is opened. To
change the properties of an existing report, right click on the report and select Properties
from the context menu.

& BG35 Electric Energy Report Month Properties... x

Jf] LCampus * Energy P BG35 P BG35 Electric Energy Report Month »

Properties | Datalogs Parameters

Common properties

Name: BG35 Electric Energy Report Month

Description: Electric energy consumption for LOYTEC office BG35

Report type:

Report template: | Stacked Column Chart v1 (in Built-in Report Templates) @

Report Schedule
® Periodic report | Monthly Day of month: | 1 at | 4:00 AM E,, v|

Triggered report by datapoint

Manual report

Report Distribution
Report file format: | PDF

Report action: +| E-mail report | Configure

Report file location

Base folder: [Project Folder]\ManagedFiles\Report Default
Report folder: [Report Name]\[Year] Default
Report filename: [Report Name]_[Report Time] Default
Date & time format: | 3%Y-%m-%d_%H-%M-%S Default

Report limitation

Max reports: |0 Store for period of | 0 Day

Cancel

Figure 168: Report Properties

1. Enter a name and a description for the report.

2. Select a report type: Select M&V Report (measurement and verification) if you want
to quantifying savings delivered by an energy conservation measure. For all other
reports, select Data Report.

3. Select a report template from the drop-down list. Depending on the report type,
different templates are available. The report template defines how the data from the
trend logs is presented. Refer to section 6.17.4 for details.

4. Configure the report schedule: The report schedule defines when LWEB-900 generates
a report. LWEB-900 offers the following options:
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Periodic report: The report is generated automatically each day, week, month, or
year.

Triggered report by datapoint: The report is generated if the attached data point
changes to a value other than zero. This feature is useful to e.g. generate a report
when an alarm occurs.

Manual report: The report is generated only when the user triggers it manually.

5. Configure how the generated report will be distributed. The report can be generated in
PDF, Excel, or Word format. If the E-mail report checkbox is active, the report will be
distributed via e-mail. A prerequisite to sending e-mails is the configuration of the
outgoing e-mail server as described in Section 6.18. The following parameters need to
be specified for e-mail distribution:

E-mail to: Select the e-mail addresses which should receive the generated reports.

Note

The list of available e-mail adresses contains all users for which an e-mail address has
been specified (see Section 6.27). If you want to send a report to an e-mail address which
does not belong to an LWEB-900 user, you can add this e-mail address in the project
properties: Select Properties from the context menu of the project node in the navigation
view and switch to the Outgoing mails tab.

E-mail subject: The e-mail subject can contain the place holders described in
Table 25. To add a place holder, use the right mouse button and select the place
holder from the context menu.

E-mail body: The body can contain the same place holders as the e-mail subject.

6. Configure the folder and file name for the generated report:

Base folder: Base folder for all generated report files.

Report folder: Subfolder for generated report files. The report folder can contain
the place holders described in Table 26. To add a place holder, use the right mouse
button and select the place holder from the context menu.

Report filename: The report filename can contain the place holders described in
Table 25. To add a place holder, use the right mouse button and select the place
holder from the context menu.

Date & time format: The date and time format can contain the format specifier
described in Table 27. To add a format specifier, use the right mouse button and
select the format specifier from the context menu.

7. Configure how many generated reports the LWEB-900 Server stores:

Max. reports: If a value different from 0 is specified, the LWEB-900 Server will
delete the oldest report when this number is exceeded.

Store for a period of: If a value different from 0 is specified, the LWEB-900
Server deletes reports which have been generated before the specified period.
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Place holder Description
ReportName Name of the Report
ReportType Type of the report:

e Periodic: Report was generated based on a periodic schedule
e  Triggered: Report was triggered by a data point

e  Manual: Report was generated by manual request

TriggerName

The value of this place holder depends on the trigger type:

e  Periodic: “System”

e  Triggered: Name of the data point which triggered the report
e  Manual: Name of the user who requested the report

ReportTime

Date and time when the report was generated

Reportindex

The report index starts with 1 and is incremented for each
generated report

Table 25: Place Holders for E-Mail Subject, E-Mail Body, and Report File Name

Place holder Description
ReportName Name of the Report
ReportType Type of the report:

e Periodic: Report was generated based on a periodic schedule
e  Trigger: Report was triggered by a data point
e  Manual: Report was generated by manual request

TriggerName

The value of this place holder depends on the trigger type:
e  Periodic: “System”
e  Triggered: Name of the data point which triggered the report

e  Manual: Name of the user who requested the report

Year

Year when the report was generated

Month

Month when the report was generated

able 26: Place Holders for Report Folder

Format Specifier Description
%Y Year

%m Month

%d Day

%H Hour

%M Minute

%S Second

Table 27: Format Specifiers for Date and Time

Define report data for data reports

Figure 169 shows the Datalogs tab of the report properties dialog. This dialog allows you to
configure the data source for your report. Depending on the report template, you can have
one or multiple data groups. The template “Stacked Column Chart®, for example, has the

following two data groups:
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Group 1: All trend logs in group 1 are displayed on the primary y-axis as stacked
column chart. Typically trend logs which represent energy meters are added to
group 1.

Group 2: All trend logs in group 2 are displayed on the secondary y-axis as line
chart. Group 2 can be used to display data which influences the energy
consumption reported by group 1 (e.g. outside temperature, solar irradiation).

Properties of Report 'Electric Energy Report Month'... @

- Datalogs | Parameters

Time Period

@ From | Relative v| to start of current | Menth | 1 month(s) age at | 12:00 AM % "|
To Relative v| to start of current | Month ~ | 0 month(s) age at | 12:00 AM %"|

Identical to

Step Interval
@ Setto 1 Day v|

Identical to

) Mone

Please add trend log items

(Ada.. |
Datalog item Report legend Color Aggregation Mode

[7% Trend_kG_wh
-° miWhTot KG [E‘ Delta, Max counter value: 0

[7% Trend_EG_Wh
- nviwhTot EG [E‘ Delta, Max counter value: 0 4

|_.‘ﬁ TrendWattHours |
‘0 mviWhTot 0G1 - il ‘ Delta, Max counter value: 0

B TrendWattHours
‘o miWhTot 0G2 [E‘ Delta, Max counter value: 0

E‘i TrendWattHours
- nviwhTot 0G3 [E‘ Delta, Max counter value: 0 .

nm 2

Cancel |

Figure 169: Report Properties, Datalogs Tab

For each data group the following information needs to be configured:

1.

Define the time period: All data records with a timestamp inside the time period will be
selected for the report. You have to specify a start date (From) and an end date (To).
Both can be absolute or relative:

Absolute: An absolute date and time is independent of the time when the report is
generated.
Example: 1.1.2014 at 12:00 AM

Relative: If you want to create a periodic report or a triggered report, the time
period should be relative to the time when the report is generated.
Example: Relative to start of current month, 1 month ago at 12:00 AM

If the report template has multiple data groups, you can link the time periods of the
different groups by using the Identical to option. For example, after you have defined
the time period for group 1, you can select Identical to Group 1 for the time period of
group 2.
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Define step interval: The step interval defines the resolution of the report. All data
during the step interval will be aggregated. The aggregation algorithm can be
configured for each data point separately (see Table 28).

Example: To report the daily energy consumption, set the step interval to 1 day and the
aggregation mode to “Delta”.

Click on Add... to attach a trend log to the report. A trend log selector window is
opened.

Select the trend log and click OK. The trend log and the logged data point(s) appear in
the list below the add button.

Trend logs can be removed from the chart view by clicking Remove.
For each logged data point the following parameters can be configured:

o Report legend: Name displayed in the report. If you leave this field empty, the
data point name will be displayed per default.

e Color: Color used to display the logged data point in the report.

e Aggregation Mode: The aggregation mode defines how a value for the step
interval is calculated (see Table 28).

e Scale Factor: Each calculated value is multiplied with the scale factor.
Example: To convert Wh to kWh, enter a scale factor of 0.001.

Aggregation Mode Description

Average Average value during the step interval

First value First value in the step interval

Last value Last value in the step interval

Min value Minimum value in the step interval

Max value Maximum value in the step interval

Sum Sum of all values in the step interval

Delta Calculate the difference between the last value of the current step

interval and the last value of the previous step interval. This
aggregation mode is used for energy counters. To take a
wraparound of the energy counter into account, specify the
parameter Max counter value

On counter Counts how often the value changed from zero to non-zero during
the step interval.

Off counter Counts how often the value changed from non-zero to zero during
the step interval.

Pulse counter Count how many occurrences of the following sequence is
detected during the step interval: change from zero, to non-zero
and then change back to zero.

Running time Time during which the value is non-zero
Down time Time during which the value is zero
Availability RunningTime/(RunningTime+DownTime) in percent

Table 28: Aggregation Mode

Define report data for M&V report

The M&V (Measurement and Verification) report calculates a model of the energy
consumption based on the data collected during a baseline period. This model estimates
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how the energy consumption depends on one or more independent variables (e.g. outside air
temperature). To quantify the impact of an energy conservation measure, the actual energy
consumption after the measure is compared to the consumption predicted by the model.

The configuration of an M&YV report is similar to a data report. On the M&V Model tab,
the following parameters can be configured:

e Baseline Period: Period before the energy conservation measure which is used to
calculate the model

e Reporting Period: Period after the energy conservation measure

e Step Interval: The step interval defines the resolution of the report. All data
during the step interval will be aggregated.

o M&V Parameters: The confidence level describes how good the model fits the
measured data during the baseline period. If the confidence level is too low, the
model cannot be used to predict the energy consumption. If you activate the
checkbox Correct predicted negative values, all negative values calculated by
the model are corrected to zero.

ﬂ Heating_MV Properties... x

5 LCampus » Energy » BG35 » Heating MV *

Properties | M&V Model 'Data Trends Parameters

M8V Periods

Baseline Period

From |Absolute = |[10/1/2017 at | 1200 AM (3~
To | Absolute ~ |[3/3172018 fia) lat | 12:00 am 1+

Reporting Period

From |Absolute = | [10/1/2018 at | 1200 AM (3~
To | Absolute ~ |[3/31/2019 fia) lat | 12:00 am 1+

Step Interval

1 Week

M& Parameters

Minimum Confidence Level (R-Squared) value to reach: |68 %

| Correct predicted negative values

Cancel

Figure 170: M&V Model Properties

The Data Trends tab allows adding a trend log for the energy consumption and one or
multiple trend logs for independent variables (e.g. outdoor air temperature).
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Properties M&V Model Data Trends Parameters

Select the dependent variable (i.e: Energy consumption,...)

Datalogltem Legend Color
B Trend_FBH
- Nrg Nrg I -

Select the independent variables (i.e: Temperature,...)

Add...
Datalogltem Legend Color
Eoi Trend_nviCdTemp
-o nviOdTemp nviOdTe... -

% Lcampus » Energy » BG35 ¥ Heating MV *

AggregationMode

Delta, Max counter value: 0

AggregationMode Scale
Average 1
Cancel

Figure 171: M&V Data Trends

Configure report template specific parameters

Figure 172 shows the Parameters tab of the report properties dialog. This dialog allows
configuring report template specific parameters. Each report template can be customized
using parameters. The parameters for the different built-in report templates are described in

Section 6.17.4.
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Properties of Report "Electric Energy Report Month'... @

Datalogs | Parameters

Please define values for all parameters of the report.

Parameter Value

Chart title Energy Consumption

Group 1 name Energy [kWh]

Group 1 decimal digits 2

Group 2 name I} Temp [*C]

Group 2 decimal digits 2

Show stacked column chart

Show pie chart

Show value table

Show statistics

Image file (*,jpg/™.png) loytec_logo.jpg o
Select logo position [Top-Leﬁ: - |

Cancel |

Figure 172: Report Properties, Parameters Tab

6.17.3 Trigger a report manually

To trigger a report manually, right-click on the report and select Generate report from the
context menu. When you trigger the report generation manually, you can override the
standard values for time period and step interval. The default values are determined by the
report properties (see Figure 173). Set the checkbox Send E-mail if you want to send the

report to the configured e-mail addresses.

Manual Report Period @

Group 1 | Group 2

Time Period

@ From |Relative - | to start of current [ Menth ~ | 1 month(s) age at | 12:00 AM % - |
To Relative v| to start of current | Month + | 0 month(s) age at | 12:00 AM %"|

Identical to
Step Interval
@ Setto 1 Day =
Identical to
~) None

[7] Send E-mail Cancel

Figure 173: Trigger Report Manually
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6.17.4 Report Templates

Reports are based on report templates which are displayed in the Library/Report
Templates folder. Standard report templates are provided by LOYEC.

[ In@ LCampus P Library * Report Templates » Built-in Report Templates E
MName Type Description
i E.‘. Compare v1 Report Template  Compare two sets of trend logs during different time periods
l [‘I‘I Line Chart v1 Report Template  Line chart for variable number of trend logs
| I [‘I‘I Stacked Column Chartvl Report Template Stacked column chart and line chart for variable number of trend logs
; I [I‘I Energy Signature v1 Report Template  Energy consumption vs heating degree days
E.“| Generic vl Report Template  Versatile generic report template

Figure 174: Built-In Report Templates

The following sections describe the standard report templates provided by LOYTEC. For
information on how to create your own custom user report templates refer to Section 8.5.

Stacked Column Chart

The stacked column chart template contains two data groups. If the second data group is
used, the time period and the step interval for group 2 should be set identical to group 1.

The stacked column chart contains the following report items:

e Header: The report header displays the report name, description, the time period
for group 1, the date and time when the report was created, and the page number.

e Column Chart: All trend logs in group 1 are displayed on the primary y-axis as

stacked column chart. All trend logs in group 2 are displayed on the secondary y-
axis as line chart.

Energy Consumption

200 g
150

100+

) Ii }
l“l!_.' " (T ||||| B

Energy [kKvh]

[9.] dway

5 10 15 20 25

Ayg Temp N KG DG M O0cG: B 0G2 C0G1 WM EG
Figure 175: Stacked Column Chart, Column Chart

e Pie Chart: The pie chart is displayed only if more than one trend logs are added to
group 1. It displays the sum of values for each trend log.
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Energy Consumption

Energy [kWh]

Il OG2: 86762 (37.13 %)
B EG: 53474 (22.88 %)
Il OG3 526.41 (22.53 %)
DG: 26613 (11.39 %)
0G1: 142.00 (8.08 %)
I KG: 0.00 (0.00 %)

Figure 176: Stacked Column Chart, Pie Chart

e Step table: The step table contains the same information as the line chart in tabular
form. Each row contains the aggregated data for the corresponding step interval.
The minimum and maximum values are highlighted in bold.

e  Statistics table: The statistics table provides a summary of the report data.

The following parameters can be configured for the stacked column chart template:

Parameter

Description

Chart title

Title displayed in the chart

Group 1 name

Text used for the primary y-axis in the chart and as table header in
the step and statistics tables

Group 1 decimal digits

Number of decimal digits used to display values of group 1

Group 2 name

Text used for the secondary y-axis in the chart and as table header
in the step and statistics tables

Group 2 decimal digits

Number of decimal digits used to display values of group 2

Show stacked column
chart

This checkbox defines if the stacked column chart is displayed or
not

Show pie chart

This checkbox defines if the pie chart is displayed or not.

Show step table

This checkbox defines if the step table is displayed or not.

Show statistics

This checkbox defines if the statistics table is displayed or not.

Image file (*.jpg/*.png)

The report can be customized with a custom bitmap

Select logo position

This parameter defines the position of the image file in the report

Table 29: Parameters of Report Template Stacked Column Chart

Line Chart
The line chart contains the following report items:

e Header: The report header displays the report name, description, the time period,
the date and time when the report was created, and the page number.

e Line Charts: Depending on the time period, the data of the attached trend logs is
displayed in one or multiple line charts. The following screenshot shows an
example of the electric power for the time period of one month. Each line chart
shows one complete week starting with Monday. Therefore, data from
corresponding weekdays is displayed above each other.
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Power

Power W]

Power (W]

T i SA R AV W N

2132014 1200 A

2802014 12:00 AM 21772014 1200 AM 2902014 12:00 AM
M 2/6/2014 12,00 AM 2812014 1200 AM

472014 12.00 AM

Power W]

Power W]

Power W]

Figure 177: Line Chart Template, Chart

e  Step table: The step table displays the same information as the line chart in tabular
form. Each row contains the aggregated data for the corresponding step interval.
The minimum and maximum values are highlighted in bold.

e  Statistics table: The statistics table provides a summary of the report data.

The following parameters can be configured for the line chart template:

Parameter Description

Chart title Title displayed in the chart

Y-Axis label Text used for the y-axis in the chart

Decimal digits Number of decimal digits used to display values in the step table
and statistics table

Show chart This checkbox defines if the line chart is displayed or not

Show step table This checkbox defines if the step table is displayed or not.

Show statistics This checkbox defines if the statistics table is displayed or not.

Image file (*.jpg/*.png) The report can be customized with a custom bitmap

Select logo position This parameter defines the position of the image file in the report

Table 30: Parameters of Report Template Line Chart
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Compare

This report template is intended to compare two groups of trend logs during different time
periods. It can be used to e.g. compare the energy consumption in the current time period
with a baseline. It is possible to add multiple trend logs to each data group. The report
template compares the total of group 1 will the total of group 2. Additionally, each pair of
trend logs is compared separately.

The compare report template contains the following report items:

e Header: The report header displays the report name, description, the time periods
for group 1 and for group 2, the date and time when the report was created, and the
page number.

e Gauge: The gauge displays the difference between the sum of all data in group 1
and group 2 in percent.

Figure 178: Compare Template, Gauge

e Summary table: This table compares each pair of trend logs (trend log n in group 1
and trend log n in group 2). For each pair of trend logs the following information is
displayed: sum of values for trend log in group 1, sum of values for trend log in
group 2, absolute delta, and delta in percent.

e Line chart: This chart displays a pair of trend logs (trend log n in group 1 and trend
log n in group 2) over time. The x-axis labels display the timestamp of group 1.
Data from group 2 is displayed with a time offset so that both data lines start at the
same x-axis position.

Total

200

1NN

504

Energy [kKh]

2 9 16 23 2

—— Current Baseline

Figure 179: Compare Template, Chart

e Step table: The step table displays the same information as the line chart in tabular
form. Each row contains the aggregated data for the corresponding step interval.

The following parameters can be configured for the compare template:
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Parameter Description
Y-Axis label Text used for the y-axis in the chart

Group 1 name

Name for data in group 1

Group 2 name

Name for data in group 2

Unit

Unit displayed in chart view and in tables

Decimal digits

Number of decimal digits used to display values in the tables

Show compare gauge

This checkbox defines if the compare gauge is displayed

Show summary table

This checkbox defines if the summary table is displayed

Show total line chart

This checkbox defines if the line chart is displayed for the total of
all trend logs

Show total step table

This checkbox defines if the step table is displayed for the total of
all trend logs

Show separate line charts

This checkbox defines if the line chart is displayed for each pair of
trend logs

Show separate step tables

This checkbox defines if the step table is displayed for each pair of
trend logs

Image file (*.jpg/*.png)

The report can be customized with a custom bitmap

Select logo position

This parameter defines the position of the image file in the report

Table 31: Parameters of Report Template Compare

Energy Signature

The energy signature report gives a quick overview of the energy performance of a building.
It shows the correlation between energy consumption and heating degree days. Heating
degree days (HDD) are calculated from the outside temperature and are a measure of how
much the outside air temperature was below a certain base temperature.

1400
1200 4
1000 H
8004
600+
400
200
0 e
-200

Energy [kivh]

Energy Consumption 0G2

= 062

» Linear Regression:
-a=-22.38
-b=228
- r=0.9675

200.00 400.00
HDD 20412 [C)

Figure 180: Energy Signature

The heating degree days are calculated using the following formula:

HDDrindoorrtease = Y. If (TOutdoor < TBase, TIndoor —TOutdoor, 0)

TIndoor: Average room temperature

TBase: Outside temperature below which the building needs heating

TOutdoor: Outdoor temperature

The values TIndoor and TOutdoor are parameters for the calculation, the values TOutdoor

are the measured values.
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The energy signature report performs a simple linear regression and shows the following

parameters:

Energy Consumption = a + b*HDD

a: Energy consumption for HDD=0

b: Slope

r: The product-moment correlation coefficient r is a measure of the linear dependence
between the energy consumption and heating degree days. The value 1 is total positive
correlation, 0 is no correlation, and —1 is total negative correlation.

The energy signature report template contains two data groups. Group 1 contains the energy
meter data. Figure 181 shows an example configuration. If multiple energy meter trend logs
are added, a separate chart is displayed for each energy meter. Group 2 contains the trend
log for the outside temperature (see Figure 182). The step interval for Group 2 has to be set
to 1 day for calculation of the heating degree days.

Properties of Report 'Energy Signature'...

- Datalogs | Parameters

Time Period

@ From | Relative %to start of current | Month + | 12 month(s) age at | 12:00 AM %"|
To Relative ¥ | to start of current [Menth ~ | 0 month(s) age at | 12:00 AM %"|

Identical to

Step Interval
@ Setto 1

Identical to

) None

Please add trend log items

Month +

Catalog item Report legend Color Aggregation Mode j~ |
[T Trend_KG_Wh
-0 mviWhTot KG [E‘ Delta, Max counter value: 0
[7® Trend_EG_wh
¢° nviwhTot EG [E‘ Delta, Max counter value: 0 i
m TrendWattHours |
& nviWhTot 0G1 [E‘ Delta, Max counter value: 0
B TrendWattHours
‘0 mviWhTot 0G2 [E‘ Delta, Max counter value: 0 L
|:“| TrendWattHours
‘0 nviwhTot 0G3 [E‘ Delta, Max counter value: 0

Cancel |

Figure 181: Energy Signature Report, Group 1 Configuration
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Properties of Report 'Energy Signature'... @

Properties | Datalogs | Parameters

Group 1 || Group 2 |

Time Period

From

To

! None

¥ @ Identical to | Group 'Group 1* '|

Step Interval
@ Setto 1 Day "
) Identical to | Group 'Group 1

Please add trend log items

Add... |
Datalog item Report legend Color Aggregation Mode Scale factor Path
|‘ﬂ Trend_Temperature -« Net
- Temperature Temperature - | Average 1 Net
m 2
Cancel |

Figure 182: Energy Signature Report, Group 2 Configuration

The following parameters can be configured for the energy signature template:

Parameter

Description

Chart title

Text used for the chart title

Group 1 name

Label displayed on y axis of chart and for table header

Group 2 name

Label displayed on x axis of chart and for table header

Group 1 decimal digits

Number of decimal digits used to display values of group 1
(energy consumption)

Group 2 decimal digits

Number of decimal digits used to display values of group 2
(outside temperature)

Base Temperature

The base temperature of a building is the temperature below which
that building needs heating

Indoor Temperature

Average indoor temperature

Show total chart

This checkbox defines if the compare gauge is displayed

Show separate charts

This checkbox defines if the line chart is displayed for the total of
all trend logs

Show step table

This checkbox defines if the summary table is displayed

Show statistics

This checkbox defines if the step table is displayed for the total of
all trend logs

Image file (*.jpg/*.png)

The report can be customized with a custom bitmap

Select logo position

This parameter defines the position of the image file in the report

Table 32: Parameters of Energy Signature Report Template
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Generic

The generic report template contains one data group. It allows specifying what charts and
tables are used to display data. The following parameters can be configured for the generic
report template:

Parameter Description

Chart title Text used for the chart title

Y-Axis label Text used for the y-axis in the chart

Decimal digits Number of decimal digits used to display values in the step table

and statistics table

Show line chart

This checkbox defines if the line chart is displayed or not

Show stacked column

This checkbox defines if the stacked column chart is displayed or
not

Show pie chart

This checkbox defines if the pie chart is displayed or not

Show vertical bar

This checkbox defines if the vertical bar chart is displayed or not

Show horizontal bar

This checkbox defines if the horizontal bar chart is displayed or
not

Show scatter chart

This checkbox defines if the scatter chart is displayed or not

Show step table

This checkbox defines if the step table is displayed or not.

Show statistics

This checkbox defines if the statistics table is displayed or not.

Image file (*.jpg/*.png)

The report can be customized with a custom bitmap

Select logo position

This parameter defines the position of the image file in the report

Table 33: Parameters of Generic Report Template

M&V Report Line Chart
The M&YV report line chart contains the following report items:

e Header: The report header displays the report name, description, the baseline and
reporting time period, the date and time when the report was created, and the page
number.

e M&V analysis: The report displays the energy saving achieved by the conservation
measure. It displays the measured consumption during the reporting period and
compares it to the prediction by the model. If the value Model Baseline Fit is low,
the model cannot accurately predict the energy consumption. Check if an
independent variable needs to be added to the report.

Measurement and Verification

Achieved Savings: 13 % 1,378 kWh
Measured consumption: 11,022 kWh
Computed consumption: 12,399 kWh

88 % ‘/

Figure 183: M&V Analysis

Model Baseline Fit:
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e Baseline period chart: The line chart shows the energy consumption measured
during the baseline period as well as the approximation by the model. This chart
visualizes how well the model fits the baseline data.

Baseline period

— Nrg ‘Computed Nrg'
1010 A
808 S \ )

_ 60 A _\\_/M\u/ﬁ/ N\ /\

5 am e ” WV A\
202 P

(I ~
01102017 01.11.2017 01.12.2017 01.01.2018 01022018 01.03.2018

Figure 184: Baseline Period Chart

e Reporting period chart: The line chart shows the energy consumption measured
during the reporting period as well as the prediction by the model. This chart
shows the effect of the energy conservation measure.

Reporting period
1010 4

808 //\
. £06 4 / \/ ‘-\_/_*‘_ ny k\‘_\
® e 7 \\_\/\

—
2021 /’\‘ P
0

01102018 01112018 01422018 01012019 010220019  01.032019
Figure 185: Reporting Period Chart

e Original Data: These line charts display the measured data on which the analysis is
based.

e Step table: The step table displays the same information as the line charts in tabular
form. Each row contains the aggregated data for the corresponding step interval.
The minimum and maximum values are highlighted in bold.

e  Statistics table: The statistics table provides a summary of the report data.

The following parameters can be configured for the M&V report:
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Parameter Description
Chart title Title displayed in the report
Y-Axis label Text used for the primary y-axis in the charts
Decimal digits Number of decimal digits used to display values
Unit Engineering unit for the consumption
Show chart This checkbox defines if the line charts are displayed or not

Show step table

This checkbox defines if the step table is displayed or not.

Show statistics

This checkbox defines if the statistics table is displayed or not.

Invert columns and rows

This checkbox inverts columns and rows for the step table. This
can make sense, if there are more independent variables than step
intervals

Show analysis of variance
(ANOVA table)

If this checkbox is enabled, detailed statistics of the model are
displayed

Difference text

Text label used in the report to display the energy savings

Measured value text

Text label used in the report to display the measured energy
consumption for the report period

Computed value text

Text label used in the report to display the energy consumption
calculated by the model for the report period

Image file (*.jpg/*.png)

The report can be customized with a custom bitmap

Select logo position

This parameter defines the position of the image file in the report

Table 34: Parameters of Report Template M&V Report Line Chart

6.18 E-Mail Notification

The LWEB-900 Server can send e-mail notification in case of an alarm (see Section 6.14.3)
or if a report is generated (see Section 6.17). The prerequisite to sending e-mails is the
configuration of the outgoing e-mail server. Select Properties from the context menu of the
project node in the navigation view and open the Outgoing mails tab.
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Properties of Database 'german’... =]
Outgoing mails | Incoming mails | Identification key | Database Log Limitations.
E-mail address:  lweb200@office.loytec.com
SMTP server: lweb900.office.loytec.com
Port number: 25 Default |
Use secure connection (S5L)
Username: lweb900
Password: [ITTITTY
Test SMTP server |

E-Mail addresses: Name E-Mail address

x admin admin@Iweb900.com Test|

#H  johndoe jehn.doe@Ilweb300.com Test|

T+

Cancel |

Figure 186: Configure Outgoing Mails

e E-mail address: Enter the e-mail address of the LWEB-900 server’s e-mail
account.

e  SMPT server: SMTP server of your Internet provider.
e Port number: Typically, the SMTP server port can be left at 25.
e User secure connection (SSL): Enable secure socket layer.

e Username and Password: If the provider’s SMTP server requires authentication,
specify the user name and password.

e E-Mail addresses: The list automatically contains all users for which an e-mail
address has been specified (see Section 6.27). If you want to add e-mail addresses
which do not belong to LWEB-900 users, you can add them explicitly to the list by
pressing the plus icon.

6.19Event View

The event view helps you to keep track of what is going on in LWEB-900. It can be opened
by selecting Show Events from the context menu of a folder. An example is shown in
Figure 187.
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Breadcrumb navigation bar to set event path

['2] Event View (admin) X

- |4 2 10/22/201% 2:55 PM

# LCampus » Home » admin »

Timestamp

[T

= Configuration Events «

Type

Event filter

Object

(&1

Object Type

Description

1417 10/3/2012 1:26:43 PM

1944  10/11/2012 8:50:40 PM
1986 10/12/2012 9:25:38 PM
2012 10/15/2012 1:10:17 PM
2013  10/15/2012 2:01:24 PM
2043 10/16/2012 12:06:15 PM
2044 10/16/2012 12:22:18 PM
2045 10/16/2012 12:41:19 PM
2136 10/19/2012 11:41:43 AM

Configuration
Configuration
Configuration
Configuration
Configuration
Configuration
Configuration
Configuration
Configuration

Created
Object Created

Device Fault

Alarm Notifier Add new alarm notifier
Object Created Watch ‘Watch view Add new watch view
Object Created AHU Alarms Alarm view Add new alarm view
Object Created Device Faults Alarm view Add new alarm view
Object Modified Device Fault Alarm Notifier Modify alarm notifier properties
Object Created Log Device Faults File Alarm Receiver Add new file alarm receiver
Object Modified Device Fault Alarm Notifier Modify alarm notifier properties
Object Modified Device Fault Alarm Notifier Modify alarm notifier properties
Object Created Trend nvoHCroomTemp Server Trend Log Add new server trend log

Object Created

Chart View Trend nvoHCroomTemp  Trend chart view

Add new trend chart view

2137 10/15/2012 11:41:53 AM Configuration

Event path

K 4 b M

Figure 187: Event View

Each event is associated with an LWEB-900 object. LWEB-900 objects are organized
hierarchically and can be explored using the navigation view and the object list view. The
event view displays only events related to objects which are inside the path set in the
breadcrumb navigation bar. To see all events, select the top folder. Select a specific folder
to see only events which are associated with objects inside this folder.

Event filter

The event filter lets you drill down to the specific events you want to see. The event view
offers a number of predefined filters described in Table 35 or you can use the powerful

custom filter.

Column

Description

All Events

Display all events.

Alarm Events

Display alarm events only.

Configuration Events

Display configuration events only. Configuration events include
the creation and deletion of objects and the modification of their
properties.

Set Value Events

Display events which change the value of an object. This includes
modification of a data point value, modification of schedulers
(scheduler events, calendar patterns, date entries), and
modification of trend logs (edit trend log records, clear trend log)
done by LWEB-900 users.

Device Management
Events

Display events related to device management. This includes the
upload and download of files from/to the device.

User Management Events

Display user management events. This includes login and logout
events, configuration of users and groups, and setting access
rights.

System Events

System events are generated by the LWEB-900 Server if an
LWEB-900 project is started or stopped, a project backup or

restore operation is executed, or if an error occurs.

Table 35: Predefined Event Filters

Figure 188 shows an example of a custom filter definition. As you can see, the custom filter
allows to combine multiple conditions with AND and OR operators.
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Custom Event Filter... @

4 7 AND, all must match 9F
® I Category is User Management
x 4 [iF CR, any can match '=|']='
® T Type is Login
b 4 7 Type is Logout

Cancel |

Figure 188: Custom Filter

Column Configuration

The columns of the event view can be customized. To add columns or to change the column
order, click on the Configure columns toolbar button.

The column configuration is stored for each event view separately. To change the column
configuration for the current event view only, deactivate the Apply to all ‘Event view’
objects checkbox and click the Apply button. To save the configuration for all event views,
activate the checkbox and press the Apply button.
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Column Description
Timestamp Date and time when the event occurred.
Category Event main category:

e  Alarm: Alarm events.
e  Set Value: Object value changed.

e Configuration: Object created, deleted, or properties
modified.

e User Management: User management related events.

e  System: System events like project start/stop, project
backup/restore, and error events.

e  Device Management: Upload and download of files from/to

the device.

Type Type of event inside the main category.

Description Description of the event.

Object Name of the object associated with the event.

Object Type Type of the object associated with the event.

Object Identification Key Identification key of the object associated with the event. Section
6.8 describes how to assign identification keys to data points.

Path Path of the object.

User If the event was triggered by a user, this field contains the user
name.

Access Level User access level required to trigger the event.

Comment For some events (e.g. disable alarms, edit trend log records), the

user can enter a comment.

Item (Index) Some objects contain sub items (e.g. a graphical view object has
data point items in its data point interface, a trend log has attached
data points). If such a sub item is affected by the event, the Item
(Index) field contains its name.

Item Identification Key Identification key of the sub item associated with the event.
Section 6.8 describes how to assign identification keys to data
points.

Item Path Path of the sub item.

Value New value of the object after the event.

Old Value Old value of the object before the event.

State In case of an alarm event, this field contains the alarm state:

e  Active, not acknowledged
e  Active, acknowledged

. Inactive, not acknowledged
e Inactive acknowledged

Priority In case of an alarm event, this field contains the priority.

Alarm Time Date and time when the alarm occurred.

Clear Time Date and time when the alarm condition was cleared. If the alarm
is still active, this field is empty.

Ack. Time Data and time when the alarm was acknowledged. If the alarm has
not yet been acknowledged, this field is empty.

XAID On a LOYTEC device, each alarm is uniquely identified by the
XAID. The XAID is used in the acknowledgement to identify the
alarm.

Table 36: Event View Columns
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Save event view

If you regularly need to filter for certain events, it might be useful to save your event view:
click the Save event view button, enter the view name and its optional description. A new
event view with the current path and filter settings is created in your home directory. The
next time you want access the event view, just double click it, and you will see the most
current events matching your path and filter.

Navigation View q
= |J LCampus
# U VIE
# [£3] schedules Event view
=
= & admin
& watch
ﬂ Device Backup Events
* L@ operator
+ |4 System
+ <L Network

Figure 189: Event View Icon

Print event view

Use the print button in the toolbar to print the event view. You can print all event records or
only events logged during a configurable time interval. The print dialog allows adjusting the
page margins and the font size.

Event log size limitation

Even on a server with a large hard drive, the disk space is limited. Therefore, you need to
configure for how long the LWEB-900 Server keeps old events.

1. Select Properties from the context menu of the project node in the navigation view and
switch to the Database Log Limitations tab.

2. The event log size is limited by the following parameters:
e Size limit: The event log is organized as a ring buffer. As soon as the maximum
number of log items has been reached, new log entries will overwrite the oldest

entries.

e Duration limit: This parameter defines the maximum time span for which old data
is kept before deleting it from the database.

6.20Global Connections

Global connections are an easy way to connect data points from different LOYTEC devices.
The data is transferred over an IP-based network. Global connections are especially useful
to distribute certain global data (e.g. weather station data, wind alarms, global on/off) in a
system.

To configure such communication, all devices need to be member of a CEA-852 channel.
The configuration of the CEA-852 channel is done by adding devices to a configuration
server using the web Ul. Refer to device specific manuals for more details.
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Figure 190: CEA-852 Channel List Setup

Create a global connection

1. Use your right mouse button to click on the Global connections folder in the
navigation view and select New = New Global Connection from the context menu.

Note You can organize global connections in sub folders. To create a sub folder, right click on
the Global connections folder and select New = New Folder from the context menu.

Navigation View o
= J LCampus

+ [ VIE

i3 Schedules

+ L% Home

H L System Global connections folder
:

+ U8 Devices
# =} Communication Parameters
= [l Global connections

L3l Weather
L3l Room Status

User defined sub-folder

Figure 191: Global Connections Folder

2. Define a name and description for the global connection. The name is required to be
unique.

Version 3.0 LOYTEC electronics GmbH



LWEB-900 User Manual

174

LOYTEC

Properties of Global Connection "WindSpeed'...

Properties | Datapoints |

Commeon properties

Name: [ windspeed

Description:

Communication properties

N
Min. send time (s): l:l

Figure 192: Global Connection Properties

3. Define timing parameters for the global connection:

Max Send Time: This timing parameter of the global connection specifies a
time in seconds, in which a value update is transmitted into the connection,
even if the value has not changed. This is typically used for heartbeat

functions.

Min Send Time: This timing parameter of the global connection specifies a
time in seconds, for which transmissions will be delayed after sending out a
value into the connection. This setting can be used to limit the transmission

rate to the connection.

4. Switch to the Datapoints tab

Properties of Global Connection "WindSpeed'...

Properties Datapoints

Datapaint Direction Type
..o/ Network/ Devices/VIE/BG35/LINX/LINX151-DG/ Datapoints/CEATOS Porty  Send Analog
.../ Network/Devices/VIE/BG35/LINX/LINX151-0G3/Datapoints/CEA7DS Por  Receive Analog
.../ Network) Devices/VIE/BG35/LVIS/LVIS-301/Datapoints/CEATOD PortfLoc  Receive Analog
../ Netviork{ Devices/VIE/BG35/LVIS/LVIS-302/ Datapoints/CEA709 PortfLoc  Receive Analog
o[ Network/ Devices/VIE/BG35/LVIS/LVIS-303/Datapoints/CEA709 PortfLoc  Receive Analog
.../ Network)/ Devices/VIE/BG35/LVIS/LVIS-305/Datapoints/CEATOD Port/Loc  Receive Analog
o[ Network/ Devices/VIE/BG35/LVIS/LVIS-306/Datapoints/CEA709 PortfLoc  Receive Analog
< >

Figure 193: Global Connection Datapoints

5. Add data points to the global connection. Click on Add... to open a data point selector
window.

6. Select the data points and click OK. For each of the attached data points, a line appears
in the list below the add button.

7. Data points can be removed from the global connection by clicking Remove.
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8. As a default, output data points will be added with the direcction Send, input data
points with the direction Receive. Change the direction by modifying Send or Receive.

9.  When done with the global connection setup, click OK to leave the dialog. The global
connection is displayed in the navigation view. All datapoints which are member of the
connection are displayed in the object list view.

(=] Navigation View -1 = wi X s
4 0 Leampus {111t 141 | 2 -0 R
3 VIE
& wi oI LCampus » Network * Global connections » Weather » WindSpeed v
Schedules
R Home Name Direction =~ Referenced “2
(i Library 38 nvoWindSpeed  Send ./ Network/Devices/VIE/BG3S/LINX/LINX1 51-DG/Datapoints/CEAT09 Port/D
G System 4z nviWindSpeed  Receive /Network/Devices/VIE/BG35/LDALI/LDAIT-OG3/Datopoints/CEAT09 DALI Channel 1/D: =
4 <l Network =
@ Deices «@ nviWindSpeed  Receive fNetwork/Devices/VIE/BG35/LDAL/L DALI-OG3/Datapoints/CEA700 DAL Channel 2/D:
-} Communication Parameters «@ miWindSpeed  Receive .sfNetwork/Devices/VIE/BG35/L DAL/ DALI-OG3/Datopoints/CEA709 DAL Channel 3/D:
4[4 Global connections 4@ nviWindSpeed  Receive ./Network/Devices/VTE/BG35/L DAL/ DALI-OG3/Datapoints/CEAT09 DALI Channel 4/D.
4 [l Weather =
 Windspeed «f viWWindSpesd  Receive fNetwork/D VIE/BG35/LINX/LINX151-DG/Datapoints/CEATOS Port/D:
»F OdTemp 45 nviWindSpeed  Receive /Network/Devices/VIE/BGIS/LINX/LINX151-EG/Datapoints/CEA703 Port/D:
»f” OdHumid 48 niWindSpeed  Receive Network/Devices/VIE/BG35/LINX/LINX151-OG1/Datapoints/CEA700 Port/Datapeints/General
o Sunlux
¥ Sunfle 5 viW¥indSpeed  Receive fNetwork/Devices/VIE/BG35/LINX/LINX151-0G2/Datopoints/CEA709 Port/Datapoints/General,
5 Sunhzi miWindSpeed  Receive /Network/Devices/VIE/BG3S/LINX/INX151-0G3/Datapoints/CEAT09 Port/Datapoints/General
P
ERan A aemaenin e i AME/rE3SANAS VIS 101 rteeenints [ EATON Deert et AV (B oot o AN AS e =
[l Other

Figure 194: Global Connections in Object List View

Download global connections

After the connections have been created in LWEB-900, the LOYTEC devices need to be
configured accordingly. This is done by downloading the connection information to the
devices.

1. Use your right mouse button to click on the Global connections folder in the
navigation view and select Download Global Connections from the context menu.

2. Select the devices to which the global connection information should be downloaded.
Per default only devices for which the global connnection configruation changed since
the last download are selected. You can change the selection by activating/deactivating
the checkboxes beside the devices (see Figure 195).

Download Global Connections =

Device Status To Download
LINX151-0G3  Locally modified
LINX151-0G2 ]
LINX151-0G1 E
LINX151-EG ]
LDALI-0G3 |
LDALI-OG2 [

Cancel |

Figure 195: Download Global Connections
3. Click on the Download button
Upload global connections

If global connections have been configured using a different tool (e.g. device configuration
software), those existing global connections can be uploaded into LWEB-900:
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Use your right mouse button to click on the Global connections folder in the
navigation view and select Upload Global Connections from the context menu.

The existing global connections of all devices are checked and the current status is
displayed. You can select from which devices you want to upload the global
connections and import them into LWEB-900.

6.21File Objects

LWEB-900 allows you to store files on the server and to link them to other objects or to

alarms. File objects can be added below the folder Library/Files. Files can be organized in

user defined folders.

=] Navigation View -
4 | test

LF Favorites
I ! Master schedules
b L§ Home
4 |gp Library
v g Report Templates
I [w@ Graphical View Templates
! [w@ Parameter View Templates
4 [ng Files
b (@ Alarm Procedures
,
T LINX_LGATE-User-Manual
) L-VIS_User_Manual_ENG
b [g& System
b ol Network

Figure 196: File Objects

File objects support the following types of links:

e Direct link: The file object can be linked directly to any other object in the
navigation view. The file object appears as related object in the context menu of
the linked object.

e Object filter: The file object can be linked to multiple other objects in the
navigation view by specifying an object filter condition. The file object appears as
related object in the context menu of any object which passes the filter condition.

o Alarm filter: The file object can be linked to alarms by specifying an alarm filter
condition. The file object appears as related object in the context menu of any
alarm in the alarm view which passes the filter condition.

Create new file object

1.

Right click on a folder in the navigation view and select New = New File from the
context menu. A file object can be created in Library/Files folder or any user defined
subfolder.

Enter a name, description, and select a file by clicking on the browse button.

After clicking the OK button, the new file object is created and displayed in the
navigation view.
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Link file object using a direct link
1. Rightclick on the file object and select Properties from the context menu.
2. Click on the New Link... icon.

3. Give the link a name, select the Link Type “Direct Link to Object” and press on the
Browse button to select the object to which you want to link.

4. You can create multiple links for a file object.

New Link.. =]

MNarme: Direct Link to Object

Link Type: | Direct Link to Object ¥ |

Objectst _/Network/Devices/LVIS AD ol

Ok ‘ Cancell

Figure 197: Create Direct Link

Note An alternative way to create a direct link is to drag the file object and drop it on the object
to which you want to link it.
Link file object using an object filter
1. Right click on the file object and select Properties from the context menu.
2. Click on the New Link... icon.
3. Give the link a Name, select the Link Type “Link Filter to Object” and define a filter
condition. You can combine multiple parameters using AND, OR, and NOT operators.
New Link... =]
Mame: L-INX[%evices
Link Type: |Link Filter to Objects '|
Filter: 4 7 AND, all must match 9F
— I Type is Device
— 7 Name contains L[l\)d
Cancel |
Figure 198: Create Link Using Object Filter
Link file object using an alarm filter
1. Right click on the file object and select Properties from the context menu.
2. Click on the New Link... icon.
3. Give the link a Name, select the Link Type “Link Filter to Alarm” and define a filter
condition. You can combine multiple parameters using AND, OR, and NOT operators.
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New Link... =]

MName: Air Flow Alarm

Link Type: |Link Filter to Alarms ~ |

Filter:

4 7 AND, all must match =

— d Type is Cff-normal

— r Description contains | Air F|CM4

Cancel |

Figure 199: Create Link Using Alarm Filter
Edit file object
1. Right click on the file object and select Download for editing from the context menu.
2. Edit the local version of the file

3. Right click on the file object and select Upload new version from the context menu.

6.22Device Management View

The device management view provides functionality to upgrade the firmware of multiple
LOYTEC devices in parallel. It checks periodically if a new firmware has been published
on the LOYTEC web site and informs the user if an update is available.

Using the device management view, the configuration and parameterization of LOYTEC
devices can be managed. In a typical installation multiple devices have the same data point
configuration but are parameterized differently. LWEB-900 can assign configuration and
parameter files to devices and download them in parallel. Furthermore, LWEB-900 can
manage program (logi.CAD) files.

The backup feature allows defining regular backup schedules for LOYTEC devices. It is
also possible to backup selected devices on request.

To open the device management view, right click on the Network/Devices folder in the
navigation view and select Open in Device Management View (see Figure 200).
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Tab selection Current hierarchy level
[ Linx < =
Overview Firrnvvare file | Configuration file \ Program file Bdckup / Restore
[ Download all files I [ Uplaad all fles ]
Network/Devices/VIE/fBG35/LINX
Device IP address Type P/ LIOB Pw/ Conlfiguration ;:mmeler Program file ;ﬁ::c'i
LINX151-DG 101011810 | LINX151 A v v v v v
LINX151-0G3 10101181 LIN®-151 i v v v v v
LINX151-0G1 10.101.18.13 LINx-151 v v v v v v
LINX151-EG 10101.18.14 LINX-151 v ? v v v -
LINX120-Production  10.101.18.161 LINX-120 v 3 v v~ v v
LINX120Ventilation  10.101.18.216  LINX-120 v 3 v v v v
LINX120-Cistern 10101.18.218 | LINX-120 v 3 v v v -
Device list .
Properties view
< >
Firmware file v | Select new firmware file )
Type LIN%-120, LIN%-121, LIN%-150, LIN%-151, LINX-220, L...
Latest version in database 4.6.4 - 2012-10-09 09:32:25
Version in database for this device 4.6.4 - 2012-10-09 09:32:25
Version on device 4.6.4 - 2012-10-09 09:32:25
LIOB Firmware(s) v [ Select new LIOB firmware files [ Check for new LIOB devices ]
Bus 1. Device 1 W~ Status: online
Type LIOB-102
Name LICB, BG3S5 0G2 LIOB1
Latest version in database 2.2.1-2012-07-31 12:48:04
Version in database for this dev... 2.2.1- 2012-07-31 12:48:04 A

Figure 200: Device Management View

Current hierarchy level:

The device management view is linked to the navigation view. The selected folder in the
navigation view determines which devices are displayed. If you select the Network/Devices
folder, you see all devices in the project. If you select a sub-folder all devices in or below
this folder are displayed.

Device list:

The device list displays all devices which are in or below the currently selected folder in the
navigation view. Each line in the device list describes one device. If a line is displayed in
red, the LWEB-900 Server cannot communicate with the device.

The first three columns in the device list always show the device name, IP address, and
device type. The remaining columns are depending on the selected tab. By clicking on the
column header, the list can be sorted. It is possible to filter the list to display only a certain
device type by right-clicking on the Type column header as shown in Figure 201.
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o LAD o e Parameter

Device IP addiess Ty
Al devices
LIN=151-DG 10.101.18.10 LI
LINX-100/101/200/201/110/111/210/211
LIN=<151-0G3 101011811 LIF| L01/E00/Z0NLTOIEL Z10) QJ
L | IMN:151-0G2 1010116812 LIN| LN 120l 2l 220/ o0 oL
LIN=151-0G1 101011813 LI e
LIM=151-EG 101011814 LI B

Lwitch/LIP
LGATE-900/950/951
LDALI-3E1013E102/3E104/ME201 [ME202 [ME204

LIN-120-Production | 1010118161 |LI
LIMN=120Ventilation | 1010118218 |LI
LINx120-Cistern inmaieze (U

SRR

LWIS-3E100

L¥IS-3E112/3E115

LWIS-MEZ00

LYIS-MEZ12{ME215
LIOB-450/451/452/453/430/451/432 /483

Figure 201: Filter Device List

One or multiple devices can be selected in the list view. The buttons above the device list
(e.g. Download all files, Upload all files) execute actions on all selected devices.
Additional actions are available in the context menu of the selected devices.

Property view

The property view displays the properties of the device(s) selected in the device list. Which
properties are displayed depends on the selected tab.

Tab selection
Each tab provides different information about the devices. The following tabs are available:

e Overview: On the overview tab you can see the complete status of the devices at
one glance. It combines the most important information of the Firmware file,
Configuration file, and Program file tabs.

e Firmware file: This tab allows upgrading the firmware of LOYTEC devices
including L-1IOB devices attached to programmable controllers. A detailed
description is given in Section 6.22.2.

e Configuration file: This tab allows managing configuration and parameter files.
Refer to Section 6.22.3 for a detailed description.

e Program file: This tab is used to manage logi.CAD files for programmable
controllers. See Section 6.22.4 for more information.

e Backup/Restore: This tab is used to backup and restore LOYTEC devices. It is
also possible to define periodic backup schedules. The backup and restore features
are described in Section 6.22.6

6.22.1 Device Overview

Figure 202 shows the overview tab which displays the status of LOYTEC devices at one
glance. On this tab you can see if the device firmware, L-1OB firmware, configuration file,
parameter file, program file, and LWEB-800/802 projects are up-to-date. The following
sections describe each of those configuration elements in detail.

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 181 LOYTEC
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Overview | Firrare file Configuration file Pragram file Backup / Restore
[ Dowrlaad al fles | [ Uplaad sl files |

Device IP address Tupe P LIOB Pt Configuration ::i":rameter Frogram file IB;\U’\i?ckzjt
LIN<151-06G 101011810 | LINX-151 P v v v v v
LIN=151-0G3 AURIRERY LIMX-151 ﬂfu v v v v v
OO 11151062 e Ieer e e e e |
LINK151-0G1 10011813 LINK-151 v v v v v v
LIN=151-EG 10011814 LIMK-151 v ? v v v
LIM120-Production | 1010118161 | LINX-120 v ‘ v v v v
LINX120%entilation 1010118216 |LINX120 |~ '} v v v v
LIM=120-Cistern 100118218 |LINK-120 v ' v v v
< >
Firmware file v | Select new firmware file s’
Type LINY-120, LIMZ-121, LIN%-150, LIN%-151, LINZ-220, L...
Latest version in database 4.6,4 - 2012-10-09 09:32:25
¥Yersion in database for this device 4.6,4 - 2012-10-09 09:32:25
Version on device 4.6,4 - 2012-10-09 09:32:25
LIOB Firmware(s) v [ Select new LIOB firmware Files Check Far new LIOE devices
Bus 1, Device 1 W~ Status: onling
Type LICB-102
Name LIOE, BG3S OG2 LIOEL
Latest version in database 2.2.1 - 2012-07-31 12:48:04
Yersion in database for this dev._.. 2.2,1 - 2012-07-31 12:45:04 b

Figure 202: Overview Tab

The columns of the device list are described in Table 37. The property view contains
detailed information about the selected device(s). This information is described in the
following sections (see Table 38).

Column Description

Device Name of the device as configured in LWEB-900 navigation view.

IP address IP address of the device.

Type Device type (e.g. LINX-120).

FW Status of device firmware. Refer to Table 40 for a list of possible
status symbols.

L-10B FW Status of L-10B firmware. Refer to Table 40 for a list of possible

status symbols.

Configuration

Status of configuration file. Refer to Table 44 for a list of
possible status symbols.

Parameter file

Status of parameter file. Refer to Table 44 for a list of possible
status symbols.

Program file

Status of program file. Refer to Table 47 for a list of possible
status symbols.

L-Web project

Status of LWEB-800/802 projects. Refer to Table 49 for a list of
possible status symbols.

Location

Location of the device in the tree view using the format
Devices/<folder>/...

Table 37: Device List on Overview Tab
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Property View Header Description
Firmware file Refer to Section 6.22.2

L-10B firmware(s)

Refer to Section 6.22.2

Configuration file

Refer to Section 6.22.3

Parameter file

Refer to Section 6.22.3

Program file

Refer to Section 6.22.4

LWEB-800/802 projects

Refer to Section 6.22.5

Table 38: Property View on Overview Tab

6.22.2 Firmware Update

A special tab is available to manage the firmware as shown in Figure 203. Some devices
(LINX-12x, LINX-22x, LINX-15x, and LINX-11x) can be extended by attaching one or
multiple 1/0 modules (L-10B devices). The device management view allows upgrading the
firmware of the base device and of the attached L-10B devices.

[ L x

Owerview Firmware file | Configuration file

Al

Program file Backup / Restare

[ Download device firmware ]

MNetwork/Devices/VIEJBG35/LINX

[ Download LIOB firmware files ]

LIN-151-0G1 10101.1813 LIN:-151 4E.4 2012-10-09 03.32.25 v v
LIN-151-EG 10101.1814 LIM:-151 4E4 2012-10-09 03.3225 v ?
> -Praduction 1010118181 _-
LIN=1204entilation 101018216 | LINA-120 464 2012-10:03 033225 v .
LIN=120-Cistern 1010118218 | LIN<-120 4684 2012-10-03 03.32.25 v 3
v
< >

Firmware file
Type
Latest version in database
Version in database for this device

Version on device

v | Select new firmware file

LIN=-120, LINS-121, LINX-150, LINS-151, LIMNX-220, LINS. ..
46,4 - 2012-10-09 09:32:25
4.6.4 - 2012-10-09 09:32:25
4.6.4 - 2012-10-09 09:32:25

Latest version in database
Yersion in database for this dev_..

VYersion on device

LIOB Firmware(s) . [ Select new LIOB Firmware Files Check for new LIOE devices
Bus 1. Device 1 3 Status: online
Type LICE-100
Name » LICB-PROD1

2.2.1 - 2012-07-31 12:43:04
2.2.1 - 2012-07-31 12:43:04
2.1.0-2011-10-31 09:20:33

Figure 203: Firmware File Tab

The columns of the device list are described in Table 39. The status of the firmware (up-to-
date, new on web, etc.) is visualized in the column FW status. If L-IOB devices are
attached to the base device, the column L-IOB FW status displays the summary status of
the connected L-1OB devices. The status of device firmware and L-IOB firmware is
visualized using the symbols described in Table 40.
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Column Description

Device Name of the device as configured in LWEB-900 navigation view.

IP address IP address of the device.

Type Device type (e.g. LINX-120).

Version in LWEB-900 Firmware version assigned to the device.

Build date in LWEB-900 Build date of the firmware assigned to the device.

FW status Status of device firmware. Refer to Table 40 for a list of possible
status symbols.

L-IOB FW Status Status of L-10B firmware. Refer to Table 40 for a list of possible
status symbols.

Location Location of the device in the tree view using the format
Devices/<folder>/...

Table 39: Device List on Firmware Tab

Symbol Name Description

v Up-to-date The firmware of the device is up to date.

@EU New on web There is a new firmware version available on the LOYTEC
web site.

' Download The firmware version assigned to the device is newer than

the firmware which is currently installed on the device. The
firmware needs to be downloaded to the device.

ﬁiu New on device The firmware in the device is newer than the firmware in
the database. This happens if the firmware of the device is
updated with a different tool or if a new device is added to
the database and no firmware is assigned yet.

".'I‘.lNEU New in database There is a new firmware version available in the database
which is not yet assigned to the device. You should
consider assigning the new firmware version to the device.

E File missing This is an error state. The device is assigned a firmware file
which no longer exists on the server.

Status symbols for L-10OB firmware only

2 Undefined This status symbol is only used for the L-IOB firmware in
) the device list. It is displayed if there are multiple L-10B
devices connected to the L-INX device and the L-10B
firmware status is not the same for all attached devices.

M5, Not available This status symbol is displayed if the device does not
support L-IOB devices.

- No L-1OB devices This status symbol is displayed if no L-IOB devices are
attached to the L-INX device.

Table 40: Firmware Status

The property view contains detailed information about the selected device(s). Table 41
describes the information displayed in the Firmware file section of the property view. A
new firmware can be assigned to the selected device(s) by clicking on the button Select new
firmware file.
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6.22.2.1

Line Description

Type List of device types which are supported by the firmware file.

Latest version in database Version and timestamp of the newest firmware file in the
database which fits the selected device.

Version in database for Version and timestamp of the firmware file which is assigned to

this device the device.

Version on device Version and timestamp of the firmware installed on the device.

Table 41: Device Firmware Properties

If the device supports L-IOB devices, the property view contains a L-IOB firmware
section. This section displays a list of all connected L-10B devices. For each L-10B device,
the information described in Table 42 is displayed.

A new L-IOB firmware can be assigned by clicking on the button Select new L-10B
firmware files. The same L-10B firmware file will be assigned to all connected L-IOB
devices which are compatible with this firmware. Before downloading a new L-IOB
firmware, it is recommended to click on the button Check for new L-1OB devices. This
ensures that all L-IOB devices (even devices which are not yet configured) are detected.

Line Description

Bus X, Device y This line displays the firmware status symbol for the individual
L-10B device (refer to Table 40) and live status of the device
(e.g. online, offline, not detected, etc.). The last contact
timestamp informs the user when this information has been
updated by LWEB-900.

Name Name of the L-1OB bus and of the L-10OB device in the format
<L-10B bus name>, <L-1OB device name>.

Latest version in database Version and timestamp of the newest L-10B firmware file in the

database.
Version in database for Version and timestamp of the L-10B firmware file which is
this device assigned to the device.
Version on device Version and timestamp of the firmware installed on the L-10B
device.

Table 42: L-1OB Firmware Properties

Upgrade Device Firmware

Firmware updates can be done either in the Overview tab or in the Firmware file tab.

Upgrading the device firmware is done in two steps: First a new firmware has to be assigned
to the devices. Different device types require different firmware files. This means that you
need to assign a different firmware file to e.g. an LVIS-3E100 device or a LINX-100
device. In a second step the firmware is downloaded to the devices. This can be done in
parallel for all devices independent of the device type.

Assign new device firmware

1. In the device list, select one or more devices which you want to upgrade. All selected
devices have to belong to the same product family. To select all devices of a product
family, right click on a device and choose Select devices with compatible firmware

from the context menu.

2. Click on the Select new firmware file button in the property view.
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Note: An alternative method is to choose Select firmware file from the context menu in the list
view.

3. The Select Firmware dialog opens as shown in Figure 204. The dialog displays a list
of compatible firmware files available in the LWEB-900 database. If the desired
firmware version is already available in the list, select it and press OK. You can either
import a new firmware file from the hard disk or check if a new firmware is available
on the LOYTEC web site:

e Hard disk: If you have the firmware file available on your hard disk, click on the
Import new file... button, which opens a file selection dialog.

e LOYTEC web-site: You can download the newest released firmware directly
from the LOYTEC web-site by clicking on the Check for new version on
LOYTEC web-site... button. If a new firmware version is available, LWEB-900
downloads it from the web-site and displays the Readme file.

4. Repeat the previous steps for other devices which require a different firmware file.

P\ Select Finmware

Please select a file in the list or click on Import new file

File name ersion Build date Original path Usze
lins_124_15%_22%_lgate_950_4 & 3.dl 4E6.3 2012-09-21 14:.54:48 vy, loptec. com 1
lirs_12w_15w_22%_|gate_950_4_E 4.d| 464 2012-10-09 09:32:25 vy, loptec. canm 7

[Eheck far mew wersion on LOYTEC web-site ] [ oK ] [ Cancel

Figure 204: Select Firmware Dialog

Download device firmware file

1. In the device list, select all devices. Press the button Download device firmware on
the top of the Firmware file tab.

Note: An alternative method is to choose Download device firmware from the context menu in
the list view.

2. The Download firmware file dialog opens as shown in Figure 205. This dialog
displays a list of devices and the firmware files which will be downloaded. To start the
download, press the Start download button.

3. During the download, the Status column is updated with current information.
LWEB-900 first checks if the firmware in the devices is already up-to-date. If this is the
case, the status “Up-to-date” is displayed and the firmware will not be downloaded.
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P Download firmware file

Device Type File type: File Statuz
L415-408 - 10.101.18.115 LWIS-3E100 Firrmware 4.410- 20120928 123258
L415-403 - 10.701.18.111 LWIS-3E100 Firrmware 4.410- 20120928 123258
L415-405 - 10.701.18.714 LWIS-3E100 Firrmnware 4.410- 20120928 123258
L415-402 - 10.701.18.113 LWIS-3E100 Firmnware 4.410- 20120928 123258
L5401 - 10.701.18.112 LWIS-3E100 Firmnware 4.410- 20120928 123258

Start download Abort

Figure 205: Download Firmware File Dialog

6.22.2.2 Upgrade L-IOB Firmware
Upgrading the L-IOB firmware is very similar to upgrading the device firmware described
in the previous section.
Assign new L-IOB firmware
1. Inthe device list, select one or more L-INX devices with attached L-10B devices.
2. Click on the button Check for new L-1OB devices. This ensures that all L-IOB
devices (even devices which are not yet configured) are detected.
3. Click on the Select new L-10B firmware files button in the property view.
Note: An alternative method is to choose Select L-1OB firmware files from the context menu in

the list view.

4.

The Select Firmware dialog opens as shown in Figure 206. The dialog displays a list
of available L-10B firmware files. The list is split into separate sections for L-10OB
devices which require different firmware files. If the desired L-1OB firmware version is
already available in the list, select it and press OK. You can either import a new L-10OB
firmware file from the hard disk or check if a new firmware is available on the
LOYTEC web site:

e Hard disk: If you have the L-10B firmware file available on your hard disk, click
on the Import new file... button, which opens a file selection dialog.

e LOYTEC web-site: You can download the newest released firmware directly
from the LOYTEC web-site by clicking on the Check for new version on
LOYTEC web-site... button. If a new L-IOB firmware version is available,
LWEB-900 downloads it from the web-site and displays the Readme file.

The selected firmware is assigned to all L-IOB devices which are attached to the
selected L-INX device(s).
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P\ selectManagedFileForm_ForManagedFileType. LiobFinmware

Please select LIOE firmware in the list or click an Import news file

File name “ersion Buid date Original path Use
LIOB-100A101/102/103/150/151/152/4153/154

) liob_10x_152_2 2 1.dl 221 2012.07-31 12:48:04 wal laytec. com 8

@ liob_104_15+_2_2_0.dl 220 20120712 07:48:09 [localhost]T:pri_products\LIOB\firmwa... | 0
LIOB-450/451/452/453/480/481/482/483

0 liab_ 18 _4ws_2_2_2.dI 222 2012-0913 09:37:50 [localhast]T:Ypri_products\LIOB-ASCMi.. 0

[ Import new fle.. ] [ Remove file ] [ Rename file ] [Chack for new wversion on LOYTEC wab-sile.] [ oK. ] [ Cancel ]

Figure 206: Select Firmware for L-10B Devices Dialog

Download L-IOB firmware file

1. Inthe device list, select all devices. Press the button Download L-10B firmware files
on the top of the Firmware file tab.

Note:

An alternative method is to choose Download L-10B firmware files from the context menu
in the list view.

2. The Download L-1OB firmware files dialog opens as shown in Figure 207. This
dialog displays a list of L-INX devices and the L-IOB firmware files which will be
downloaded. To start the download press the Start download button.

3. During the download, the Status column is updated with current information.

LWEB-900 downloads the L-IOB firmware to the L-INX device and then tells the
L-INX device to upgrade the attached L-IOB devices with this firmware.

P Download|LIOB firmwares files @
Device Type File type: File Statuz
LINA151-0G1 - 10101.18.13 | LIN=-151 LIOB Firmware LIOB firmware liob_10x_15%_2 2 1.d ...
LINA151-0G2 - 10.101.18.12 | LIN=-151 LIOB Firmware LIOB firmware liob_10x_15%_2_2_1.dl ...
LINA151-0G3 - 101011811 | LIN<-151 LIOB Firmware LIOB firmware liob_10x_15x_2 2 1.d ...
LINA151-DG - 101011810 | LIN<-151 LIOB Firmware LIOB firmware liob_10x_15x_2 2 1.d ...

Start download Lhart

Figure 207: Download L-1OB Firmware File Dialog
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6.22.3 Device Configuration

A special tab is available to manage the configuration of LOYTEC devices as shown in
Figure 208. The configuration of a LOYTEC device is defined by the following two files:

e Configuration file: The configuration file defines the data points on the device
(e.g. user registers, CEA-709 network variables, BACnet server objects and client
mappings, M-Bus registers, Modbus registers, etc.). The configuration file is
created by the configuration software of the device.

e Parameter file: In the configuration file some data points are marked as
parameters. The parameter file defines the values of these parameters. Not all
LOYTEC devices have a parameter file.

[ Linx % =
Owerview Firmware file Configuration file ‘ Program file Backup / Restore
[ Download configuration ] [ Download parameter fle ] [ Upload configuration ] [ Upload parameter file ]
Network/Devices/VIE/BG35/LINX
Dievice IP address Tupe Canfiguration Config. date sElOa?L[llsg Parameter file E:{:mew fic H:jgﬁ::l o
LIN120-Cistern | 10.101.18.218 | LINX-120 [LIMX120-Cistern... | 2011-01-24 12:0. v [LIM120-Cigtern... | 2012-10-2314:3.. v
LIM<120Produ... | 1010118161 |LINN-120 | [LIN<120-Produc, “ [LINX120-Produc... | 2012 “
LIN=120%entl. | 1010118216 | LINR-120 [LIM1204Ventilat... | 2012-06-19 D v [LINX1204entiat... | 2012-10-2314:2... v
» LMA151-DG 10101810 LIM<-151 [LIM<151-DGE_20... | 2012-06-11 16:4... v [LIN151-DGE_20... | 2012-10-21 10:4... v
LIN:151-EG 101011814 LIM<-151 [LIMA151-EG_20... | 2012-0312 115 v [LIMN15T-EG_20... | 2012-10-23 141 v’
LIN:151-0G1 10101813 LIM3-151 [LIMX151-DG1_2... | 2012-06-08 14:0 v [LINX151-0G1_2.. | 20121009132 v
LIN151-0G2 10101812 LINK-151 [LINM151-0G2_2... | 2012-06-08 14:0.. iV [LINx151-0G2_2... | 2012-10-10 0&:0... IV 4
< | >

Configuration file
Configuration name
File date in database

File date on device

v | Select new Configuration File

LIM=120-PRODUCTION
2011-07-29 17:28:23
2011-07-29 17128123

Parameter file
File name
File date in databage

File date on device

v Select new parameter File

[LIN%1Z0-Production_20121023_163521]_params.xml
2012-10-23 1410034
2012-10-25 1410034

LWEB-800 Frojects
Project 1
File name

File date in database

File date on device

[ Select new LWEE-800 project files l

S8

[LIM%120-Production_20120611_095549]_Production. lweb
2011-07-29 15:28:42 - 17.84 kB
2011-07-29 15:28:42 - 17.84 kB

Figure 208: Configuration File Tab

The columns of the device list are described in Table 43. The status of the configuration file
(up-to-date, download, etc.) is visualized in the column Config. status. If the device
supports a parameter file, the column Parameter file status displays the status of the
parameter file. The status of configuration and parameter file is visualized using the
symbols described in Table 44.
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Column Description
Device Name of the device as configured in LWEB-900 navigation view.
IP address IP address of the device.
Type Device type (e.g. LINX-120).

Configuration

File name of the configuration file assigned to the device.

Config. date

Modification date of the configuration file assigned to the device.

Config. Status

Status of configuration file. Refer to Table 44 for a list of
possible status symbols.

Parameter file

File name of the parameter file assigned to the device.

Parameter file date

Modification date of the parameter file assigned to the device.

Parameter file status

Status of parameter file. Refer to Table 44 for a list of possible
status symbols.

Location

Location of the device in the tree view using the format
Devices/<folder>/...

Table 43: Device List on Configuration File Tab

Symbol

Name

Description

Up-to-date

The configuration/parameter file on the device is up to
date. This is the case if the configuration/parameter file on
the device is identical to the file assigned to the device in
the database.

Download

A new configuration/parameter file has been assigned to
the device but has not yet been downloaded. The
configuration/parameter file needs to be downloaded to the
device.

ﬂEU

New on device

The configuration/parameter file has changed on the device
since the last download.

Configuration file: The “New on device” symbol is
displayed if the configuration is updated with a different
tool (e.g. the device configuration software) or if a new
device is added to the database and no configuration is
assigned yet.

Parameter file: The parameter file will change during
normal operation of the device whenever the value of a
parameter is modified using e.g. the Web Ul of the device
or by sending an update via the fieldbus interface.

E File missing This is an error state. The device is assigned a
configuration/parameter file which no longer exists on the
server.

M8 Not available This status symbol is displayed if the device does not
support a configuration/parameter file.

- No file This status symbol is displayed if the device is not

configured/has no parameter file.

Table 44: Configuration/Parameter File Status

The property view contains detailed information about the selected device(s). Table 45
describes the information displayed in the Configuration file and Parameter file sections
of the property view. A new configuration can be assigned to the selected device(s) by
clicking on the button Select new configuration file. A new parameter file is assigned by
clicking on the button Select new parameter file.
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Line

Description

Configuration Name/File
name

Name of the configuration/parameter file

Configuration file: Name given to the configuration in the
configuration software. This name is different from the file name.

Parameter file: File name of the parameter file

File date in database

Timestamp of the configuration/parameter file which is assigned

to the device.

File date on device

Timestamp of the configuration/parameter file installed on the

device.

Table 45: Configuration File and Parameter File Properties

6.22.3.1 Upload a configuration file
To upload the current configuration file from one or more devices perform the following
steps:
1. In the device list, select one or more devices for which you want to upload the
configuration file.
2. Press the button Upload configuration on the top of the Configuration file tab.
Note: An alternative method is to choose Upload configuration from the context menu in the list

view.

3. The Upload configuration file dialog opens as shown in Figure 209. This dialog
displays a list of devices and the configuration files which will be uploaded. To start
the upload, press the Start upload button.

4. During the upload, the Status column is updated with current information. The
uploaded configuration files get default names. Default names for configuration files
have the following format:

[<device name>_<date>_<time>]_config.zml

The configuration file name can be changed in the Select Configuration File dialog

(see Section 6.22.7).

FA Uploading configuration file

Start uplaad

Device Type File type Status
LIN<151-EG - 10.101.18.14 LINA-151 Configuration
LIN¥151-0G1 - 10.101.18.13 LINA-151 Configuration
LIN%151-0G2 - 10.101.18.12 LINA-151 Configuration
LIN¥151-0G3 - 10.101.18.11 LINA-151 Configuration
LIN¥151-DG - 10.101.18.10 LINA-151 Configuration

Aot

Cloze

Figure 209: Upload Configuration File Dialog
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6.22.3.2 Assign a configuration file
To assign a new configuration file to one or more devices, perform the following steps:
1. In the device list, select one or more devices to which you want to assign the same
configuration. To select all devices which have identical configuration assigned, right-

click on a device and choose Select devices with identical configuration from the
context menu.

2. Click on the Select new configuration file button in the property view.

Note: An alternative method is to choose Select configuration file from the context menu in the
list view.

3. The Select configuration dialog opens as shown in Figure 210. The dialog displays a
list of compatible configuration files available in the LWEB-900 database. If the
desired configuration file is already available in the list, select it and press OK.

To get a configuration file into LWEB-900 you have two possibilities:

o Upload the configuration from a device as described in Section 6.22.3.1.

Note: Uploading a configuration file from one device and then assigning this configuration to
multiple other devices is a quick way to copy the configuration of a device to other devices.

e If you have the configuration file available on your hard disk, click on the Import
new file... button which opens a file selection dialog.

Note: Configuration files can be exported from the device configuration software.

FA Select Configuration file

Fleaze zelect a fie in the list or click on Import new file

File name Config. name Date Original path Use
roam_contral_config.zml Laoytec Foom Ca... | 2012:06-11 16:47:19 5
[LIME-151 AHU_20121019_170200]_config.zml Unnamed Project | 2012-10-19 17:00:38 LIM-151 aHU 1

Fiemove file Fiename file [ oK ] [ Cancel ]

Figure 210: Select Configuration Dialog

6.22.3.3 Downloading a configuration file
To download a configuration file to one or more devices, perform the following steps:
1. In the device list, select the devices to which you want to download the assigned

configuration. Press the button Download configuration on the top of the
Configuration file tab.
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Note: An alternative method is to choose Download Configuration from the context menu in the
list view.
2. The Download configuration file dialog opens. This dialog displays a list of devices
and the configuration files which will be downloaded. To start the download, press the
Start download button.
6.22.3.4 Parameter files
Parameter files can be uploaded, assigned, and downloaded in the same way as
configuration files (see Section 6.22.3.1, 6.22.3.2, and 6.22.3.3).
6.22.4 Program Files
The LOYTEC LINX-11x, LINX-21x, LINX-12x, LINX-15x, LROC-100, and LIOB-48x
device families are programmable controllers. Those devices contain a program file which
is created using the logi.CAD software supplied by LOYTEC. A special tab is available to
manage program files as shown in Figure 211.
[ Limx X s
Overview H Firrnweare file ” Configuration file | Program file | Backup / Festors |
[ Download progran file ] [ Upload pragram file ]
Network/Devices/VIEJBG3hLINK
Device IP address Type Program file Server timestamp Er?:s?:mp Status —
LIN<151-DG 10011810 LIMK-151 [LIM151-DG_20120611... | 2012-05-25 08:41:08 | 201 2-05-25 08:4... v
L | IN:151-0G3 10.101.18.11 LIM-151 [LIN=151-0 190, | 20 714 |2 -1 i i
LIN<151-0G2 10011812 LIMF-151 [LIN=151-0G2_2012061... | 2012-06-12 06:53:46 | 2012-06-12 06:5... v 7
LIMx151-0G1 10011813 LIMK-151 [LIM=151-0G1_2012091... | 2012-06-1815:00:45 | 20120618 15:0... v
LIN<151EG 10.101.18.14 LIM=-151 [LIM=151-EG_20120919_... | 20120912 07:33:23 | 20120912 07:3.. v
LIM120-Product... | 1010118161 LIMx-120 [LIM:151-Production_201... | 2011-08-1011:26:06 | 2011-08-1011:2.. v
LINx1204entilati.. | 10.1001.18.216 LIMz=-120 [LIMk1 20 entilation_201... | 2011-10-14 08:53:25 | 2011-10-14 08:5... V.
< 1l ¥
Program file v Select new program file
File name [LIN®151-0653_20120905_111439]_pragram.so
File date in databaze 2012-07-02 09:17:14
File date on device 2012-07-02 09:17:14
Figure 211: Program File Tab
The columns of the device list are described in Table 46. The status of the program file (up-
to-date, download, etc.) is displayed in the column Status. The status of the program file is
visualized using the symbols described in Table 47.
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Column Description
Device Name of the device as configured in LWEB-900 navigation view.
IP address IP address of the device.
Type Device type (e.g. LINX-120).
Program file File name of the program file assigned to the device.

6.224.1

Server timestamp

Modification date of the program file assigned to the device.

Device timestamp

Modification date of the program file installed on device.

Status Status of program file. Refer to Table 47 for a list of possible
status symbols.
Location Location of the device in the tree view using the format
Devices/<folder>/...
Table 46: Device List on Program File Tab
Symbol Name Description
v Up-to-date The program file on the device is up-to-date. This is the
case if the program file on the device is identical to the file
assigned to the device in the database.
' Download A new program file has been assigned to the device but has

not yet been downloaded. The program file needs to be
downloaded to the device.

ﬂEU

New on device

The program file has changed on the device since the last
download. The “New on device” symbol is displayed if the
program is updated with a different tool (e.g. the device
configuration software).

E File missing This is an error state. The device is assigned a program file
which no longer exists on the server.

MR Not available This status symbol is displayed if the device does not
support a program file.

- No file This status symbol is displayed if the device has no

program file.

Table 47: Program File Status

The property view contains detailed information about the selected device(s). Table 48
describes the information displayed in the Program file sections of the property view. A
new program file can be assigned to the selected device(s) by clicking on the button Select
new program file.

Line

Description

File name

File name of the program file.

File date in database

Timestamp of the program file which is assigned to the device.

File date on device

Modification date of the program file on the device.

Upload a program file

Table 48: Program File Properties

To upload the current program file from one or more devices perform the following steps:
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1.

2.

In the device list, select one or more devices for which you want to upload the program
file.

Press the button Upload program file on the top of the Program file tab.

Note: An alternative method is to choose Upload program file from the context menu in the list
view.

3. The Upload program file dialog opens as shown in Figure 212. This dialog displays a
list of devices and the program files which will be uploaded. To start the upload, press
the Start upload button.

4. During the upload, the Status column is updated with current information. The
uploaded program files get default names. Default names for program files have the
following format:

[<device name>_<date>_<time>]_program.so
The program file name can be changed in the Select Program File dialog (see Section
6.22.7).
FA Upload| program file
Device Type File type Status
LIM<1581-EG - 101011814 LINK-151 Frogram
LIMF151-0G1 - 10.101.18.13 LINK-151 Frogram
LIMF151-0G2 - 10.101.18.12 LINK-151 Frogram
LIMF151-0G3 - 101011811 LINK-151 Frogram
LIM=151-D0G - 10.101.18.10 LIMA-151 Frogram
Figure 212: Upload Program File Dialog
6.22.4.2 Assign a program file

To assign a new program file to one or more devices perform the following steps:

1. In the device list, select one or more devices to which you want to assign the same
program file. To select all devices which have identical program files assigned, right-
click on a device and choose Select devices with identical program from the context
menu.

2. Click on the Select new program file button in the property view.

Note: An alternative method is to choose Select program file from the context menu in the list
view.

3. The Select program dialog opens as shown in Figure 213. The dialog displays a list of

program files available in the LWEB-900 database. If the desired program file is
already available in the list, select it and press OK.

To get a program file into LWEB-900 you have two possibilities:
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e Upload the program from a device as described in Section 6.22.3.1.

Note: Uploading a program file from one device and then assigning this program to multiple
other devices is a quick way to copy the program of a device to other devices.

e If you have the program file available on your hard disk, click on the Import new
file... button, which opens a file selection dialog.

Note: The program file can be exported from the L-INX Configurator by pressing the Restore to
Disk button on the LogiCAD Files tab.

P Select Program file

Plzase select a filz in the list or click on Impart new file

File name Date Original path Use
[LIMX151-DG_20120611_095758]_program.so 2012-06-11 09:57.58 LIN=151-D& 1
[LIMN=151-Praduction_20120515_133512]_pragram so 2012051513351 LIM=151-Praduction 1
[LIMA151-0G3_20120905_111439]_program.so 2012-09-05 11:14:38 LIN<151-0G3 1
[LIMA1 204 entilation_20120611_095605]_progiam.so 2012-06-11 09:56:05 LIMz<120-4 entilation 1
[LIMX151-0G1_20120914_090439]_program.so 2012-09-14 09:04:28 LIN=151-0G1 1
[LIMA151-0G2_20120615_153134]_program.so 2012-06-15 15:31:34 LIN=151-0G2 1
[LIMA151-EG_20120919_135232]_program.so 2012091913523 LIN<151-EG 1
[LIMX120-Cistermn_20121023_163417]_program.so 2011-02-1015:56:13 LIMx<120-Cigtem 1

o [ o

Figure 213: Select Program File Dialog

6.22.4.3 Downloading a program file

To download a program file to one or more devices perform the following steps:

1. In the device list, select the devices to which you want to download the assigned
program. Press the button Download program file on the top of the Program file tab.

Note: An alternative method is to choose Download program file from the context menu in the
list view.

2. The Download program file dialog opens. This dialog displays a list of devices and
the program files which will be downloaded. To start the download, press the Start
download button.

6.22.5 LWEB-800/802 files

The device families LINX-10x, LINX-20x, LINX-12x, LINX-15x can contain
LWEB-800/802 projects for visualization. They can be managed on the overview tab.

The status of the LWEB-800/802 projects is visualized in the column L-Web project using
the symbols described in Table 49. Note that multiple projects can be stored on a single
device.
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Symbol Name Description
v Up-to-date The LWEB-800/802 projects on the device are up-to-date
Download The LWEB-800/802 projects assigned to the device do not

$

exist on the device or are newer than the corresponding
versions on the device. The LWEB-800/802 projects needs
to be downloaded to the device.

ﬁEU

New on device

The LWEB-800/802 projects on the device are newer than
the projects in the database. This happens if the
LWEB-800/802 projects are updated with a different tool.

File missing

This is an error state. The device is assigned a
LWEB-800/802 project, but the file no longer exists on the
Server.

Undefined

This status symbol is displayed if there are multiple
LWEB-800/802 projects on the same device and the status
is not the same for all projects.

NAA

Not available

This status symbol is displayed if the device does not
support LWEB-800/802 projects.

No
LWEB-800/802
project devices

This status symbol is displayed if the device supports
LWEB-800/802 projects, but no project is stored on the
device.

Table 49: LWEB-800/802 Status

The property view contains detailed information about the selected device(s). Table 50
describes the information displayed in the LWEB-800 projects section of the property
view. New LWEB-800/802 projects can be assigned to the selected device(s) by clicking on
the button Select new LWEB-800 project files.

Line

Description

File name

File name of LWEB-800/802 project.

File date in database

Timestamp of the LWEB-800/802 file which is assigned to the
device.

File date on device

Modification date of the LWEB-800/802 file on the device.

Table 50: LWEB-800/802 Project Properties

6.22.5.1 Upload LWEB-800/802 projects
To upload the LWEB-800/802 projects stored on one or more devices perform the

following steps:

1. In the device list, select one or more devices for which you want to upload the

LWEB-800/802 project files.

2. Choose Upload LWEB-800 projects from the context menu in the list view of the
Overview tab.

3. The Upload LWEB-800 projects dialog opens as shown in Figure 214. This dialog
displays a list of devices and the LWEB-800/802 projects which will be uploaded. To
start the upload, press the Start upload button.

4. During the upload the Status column is updated with current information. Uploaded
LWEB-800/802 files get a prefix containing the name of the device and the upload

timestamp:
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[<device  name>_<date> <time>] <LWEB-800  project file  name>.lweb
or
[<device name>_<date> <time>] <LWEB-802 project file name>.lweb?2

This prefix is internal to LWEB-900. When downloading a LWEB-800/802 project to a
device the prefix is removed and the file gets the original name.

The LWEB-800/802 file name can be changed in the Select L-Web projects dialog
(see Section 6.22.7).

FAUpload LWEB-800 projects

Device Type File type Status
LIN<151-EG - 10.101.18.14 LIMNK-151 L'WEB-B00 projects
LIN¥151-0G1 - 10.101.18.13 LIMNK-151 L'WEB-B00 projects
LIN¥151-0G2 - 10.101.18.12 LIMNK-151 L'WEB-B00 projects
LIN¥151-0G3 - 10.101.18.11 LIN¥-151 L'WEB-B00 projects
LIN¥151-DG - 10.101.18.10 LIN¥-151 L'WEB-B00 projects

Figure 214: Upload LWEB-800 Projects Dialog

6.22.5.2 Assign LWEB-800/802 projects
To assign LWEB-800/802 projects to one or more devices perform the following steps:
1. In the device list, select one or more devices to which you want to assign the same

LWEB-800/802 project files. Usually you will assign a certain LWEB-800/802 project

only to a single device.

2. Click on the Select new LWEB-800 project files button in the property view.

Note: An alternative method is to choose Select LWEB-800 project files from the context menu in
the list view.
3. The Select L-Web projects dialog opens as shown in Figure 215. The dialog displays

a list of LWEB-800/802 projects available in LWEB-900. Use the checkboxes to

assign LWEB-800/802 projects to the device(s) and press OK.

To get LWEB-800/802 projects into LWEB-900 you have two possibilities:

e Upload the program from a device as described in Section 6.22.5.1.

e If you have the LWEB-800/802 project file (extension .lweb or .Ilweb2) available
on your hard disk, click on the Import new file... button, which opens a file
selection dialog.

Note: The LWEB-800/802 project file can be exported from the L-INX Configurator by pressing

the Export... button on the L-Web Projects tab.
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P Select LWEB-800 projeci(s)

Please select the L-web project files of your choice in the list or click on Import new file

File name Date Original path Use
[/ [LIN1 20-Production_20120611_095549]_ Production. lweb 2011-07-2915:28:42 LIMNz120-Production 1
[LIMX<151-0G3_20120905_111441] RoomControl_wo_occ.lweb2  2012-05-23 14:01:59 LIN<151-0G3 1
[LINX151-DG3_20120905_111443] RoomControl web2 2012-07-16 09:33:23 LIN=151-0G3 1
] [LIN=1 20-entilation_20120914_030805] AHU_BG35.lweb 2012-06-01 10:13:32 LIN=<1204entilation 1
[ [LIME1 20 enilation_20120914_090608] AHU hueb 2012-05-21 11:38:46 LIN<120-entilation 1
] [LIN%1 20-entilation_20120914_030809]_ServerClima.lweb 2011-08-12 07:41:13 LIMz=<1204 entilation 1
] [LIMNs-151 wisb_20121011_122118]_project] . hweh 2012-10-11 09:41:47 LIN=-151 twieb 1

.

Figure 215: Select LWEB-800 Projects Dialog

6.22.5.3 Downloading LWEB-800/802 projects
To download LWEB-800/802 projects to one or more devices perform the following steps:
1. In the device list, select the devices to which you want to download the assigned

LWEB-800/802 projects. Select Download LWEB-800 projects from the context
menu in the list view of the Overview tab.

2. The Download LWEB-800 projects dialog opens. This dialog displays a list of
devices and the LWEB-800/802 project files which will be downloaded. To start the
download press the Start download button.

6.22.6 Backup and Restore

Figure 216 shows the Backup/Restore tab. Using this tab, you can perform manual
backups, define backup schedules, and restore LOYTEC devices.

[l 8635 x =
Owerview Firrmware file Configuration file Program file | Backup / Restore |
[ Backup selected devices ] [ Restore selected devices ]
Network/Device s MEBG35
Device IP address Type Last backup Device status Location o]
(O Litox1510G 10.101.18.10 2012:10-16 20:01:48 ok |Devi 1
LIN<151-0G3 10101.18.11 LIN=-151 2012-10-16 20:01:43 Ok DevicesAYIE/BGIB/LINA
LIN<151-0G2 101011812 LIN=-151 20121016 20:01:31 Ok DevicesAYIE/BGIB/LINA
LIN:151-0G1 10101.18.13 LINx-151 20121016 20:01:33 Ok DevicesAYIE/BGIB/LING o
[ Mew backup schedule ]
Active | Mame Falder Type Date Time Mext backup Last backup
» VIEBG3S Devices/VIE/BGIS Weekly Tuesday 20:00 2012-10-23 20:,,, | 2012-10-16 20:0...

Figure 216: Backup/Restore Tab

6.22.6.1 Manual Backup

To backup one or more devices manually perform the following steps:
1. Inthe device list select the devices which you want to backup.

2. Press the button Backup selected devices.
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6.22.6.2

3. Enter a backup description and press Continue. The description helps you later to
identify a certain backup.

4. The Backup devices dialog opens (see Figure 217). To start the process, press the
Start backup button. During the backup the Status column is updated with current

information.

F Backup devices

Device Type File type Status
LIN<151-EG - 10.101.18.14 LIN=-151 Backup
LIN¥151-0G1 -10101.18.13 LIN=-151 Backup
LIN¥151-0G2-10101.18.12 LIN=-151 Backup
LIN¥151-0G3 - 101011811 LIN=-151 Backup
LIN¥151-DG - 10.101.18.10 LINx-151 Backup

Backup Schedules

Figure 217: Backup Devices Dialog

The lower part of the Backup/Restore tab (see Figure 218) allows to define backup
schedules. Table 51 describes the columns of this table.

Ackive | Mame Folder Type Date Time Mexk backup Last backup
» |VEBG35  |DevicesfVIE/BG3S  |Weeky |Tuesday  |2000  2012-10-3020:00:00 |2012-10-23 20:00:07
Figure 218: Backup Schedules Table
Column Description
Active This checkbox allows to activate/deactivate a backup schedule.
Name User defined name for backup schedule.
Folder The backup schedule contains all devices inside this folder.
Type Type of schedule: Daily, Weekly, Monthly, or Yearly.
Date Configured backup date.
Daily: Empty
Weekly: Weekday
Monthly: Day in month
Yearly: Date
Time Configured backup time.
Next backup Date and time when the backup schedule will be executed next.
Last backup Date and time when the backup schedule was executed last.

Table 51: Backup Schedule Properties
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Create a new backup schedule:

1. In the navigation view select a folder. The device list displays all devices below the
selected hierarchy level. These devices will be included in the backup schedule.
Because the backup schedule references a hierarchy level (folder) and not individual
devices, devices which are added later below this level will be included in the backup
automatically.

2. Click on the New backup schedule button.

3. Configure the name in the Edit backup schedule dialog (see Figure 219) and select
when the backup will be executed.

FA Edit backup schedule @

Backup name

description Device backup for YDevicesAVIE/ABG IS

M ake backup every

O Day (@) Week O Month O Year
Backupdate | Tuesday b Backup time 20,00 :

Murnber of stored backups |30

Figure 219: Edit Backup Schedule

Edit Backup Schedule
1. Select a backup schedule.

2. Right click and select Edit selected backup schedule from the context menu, or
double click on the selected backup schedule.

3. Change the schedule settings in the Edit backup schedule dialog (see Figure 219)
Remove Backup schedule
1. Select a backup schedule.

2. Right click and select Delete selected backup schedule from the context menu.

6.22.6.3 Restore

Perform the following steps to restore one or more devices from a backup:

1. Select the devices you want to restore in the device list

2. Click on the button Restore selected devices.

3. The Restore devices dialog (see Figure 220 and Table 52) allows selecting the backups
which will be restored. Per default the latest backup is selected for each device. You
can select a different backup using one of the following methods:

e  Select specific backup: Select a single device and right-click on the date column.

A context menu appears which allows you to select one of the available backups
for the selected device.
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o  Select backup before a certain date: Select multiple devices, right-click on the date
column and select Backup before date.... The following dialog allows you to
specify a date.

e  Select latest backup: Select multiple devices, right-click on the date column, and
select Latest backup.

4. Press the button Restore devices.
5. The Restore backup files dialog opens (see Figure 221). To start the restore process,

press the Start download button. During the restore operation, the Status column is
updated with current information.

P\ Restore devices |Z|@@

Device Mo of backups Date Diezcription Backup ~
LINX151-DG - 10.101.18.10 2 2012-10-23 20:01:36 | Device backup for YDevices/VIE/BG 35 Automatic
LIN%151-EG -10.101.18.14 2 2012-10:23 20:01:17 | Device backup far YDevices/VIE/BG3E Automatic
LIN<151-0G1 -10.101.18.13 2 20M210-23 20:01:35 | Device backup for '/Devices/VIE/BG 35 Automatic
LIN®151-0G2 - 10.101.1812 2 2012-10-23 20:01:34 | Device backup for YDevices/\VIE/BG 35 Automatic
LINX151-0G3 - 101011811 2 2012-10-23 20:01:36 | Device backup for YDevices/VIE/BG 35 Automatic
LwIS-301 - 1010118116 1 2012-10-23 20:02:48 | Device backup far YDevices/VIE/BG IS Automatic
LWIS-302 - 10101.18.117 1 2012-10-23 20:02:34 | Device backup for '/Devices/VIE/BG 35 Automatic
LwI5-303-10.101.18.118 1 2012-10-23 20:04:23 | Device backup for YDevices/\VIE/BG 35 Automatic
LwI5-305-10101.78.119 1 2012-10-2320:0212 | Device backup for YDevices/VIE/BG3E Automatic

OO Lvis-305 - 1010118120 20121023 200421 | Device backup for DevicasVIE/BG
LWIS-401 -10101.18.112 1 2M2-10-23 20:01:25 | Device backup for '/Devices/VIE/BG 35 Automatic
Lw15-402 - 10101718113 1 2012-10-23 20:01:34 | Device backup for YDevices/VIE/BG 3T Automatic
LWIS-4023-10101.18.111 1 20M2-10-23 20:02:30 Device backup for '/DevicesV¥IE/BG IS Autarnatic
LwIS-405-10101.18.114 1 2012-10:2320:01:20 | Device backup far YDevices/VIE/BGIS Automatic
LwI5-408 -10.101.18.115 1 2012-10-23 2000213 | Device backup for YDevices/\VIE/BG 35 Automatic

B
Figure 220: Restore Devices Dialog

Column Description

Device Name and IP address of the device.

No of backups Number of available backups for this device.

Date Date of the currently selected backup.

Description

Description of the currently selected backup.

Backup

Type of the currently selected backup:

e  Manual: The currently selected backup was created
manually.

e  Automatic: The currently selected backup was created by a
backup schedule.

Table 52: Columns of Restore Device Dialog
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FA Restore backup file |:|@®

Device Type File type File hame Status ~

14/15-305 - 10.101.18.119 L%I5-3E100 Backup Backup from 2012-10-23 20:03:12

14/15-303 - 10.101.18.118 L%I5-3E100 Backup B ackup from 2012-10-23 20:04:23

1415-302 - 10101.18.117 L%I5-3E100 Backup B ackup from 2012-10-23 20:02:34

1415-301 -10.101.18.116 LI5-3E700 Backup Backup from 2012-10-23 20:02:48

14/15-408 -10101.18.115 L4I5-3E700 Backup Backup from 2012-10-23 20:0213

14/15-403 - 1010118111 L4I5-3E100 Backup Backup from 2012-10-23 20:02:30

14/15-405 - 10101.18.114 LWIS-3E100 Backup Backup from 2012-10-23 20:01:20

14/15-402 -10101.18.113 L+I5-3E100 Backup Backup from 2012-10-23 20:01:34

14/15-401 -10101.18.112 L%I5-3E100 Backup Backup from 2012-10-23 20:01:25

LINR1 204entilstion - 10.101.18.216 LIN=-120 Backup B ackup from 2012-10-23 20:01:14

LIM2120-Production - 10.101.18.161 LIMz=-120 Backup Backup from 2012-10-23 20:01:06

LINATE1-EG - 101011814 LIMx-151 Backup Backup from 2012-10-23 20:01:17

LINA151-0GT -10.101.1813 LIMx-151 Backup B ackup from 2012-10-23 20:01:35

LINX¥151-0G2 - 10.101.18.12 LIM=-151 Backup Backup from 2012-10-23 20:01:34

LIN¥151-0G3 - 101011811 LIM-151 Backup Backup from 2012-10-23 20:01:36

LIM151-DG - 10.101.18.10 LIMs-151 Backup Backup from 2012-10-23 20:01:36
5

Figure 221: Restore Backup Files Dialog

6.22.7 File Selection Dialog

The dialog to assign a file to a device looks similar for all devices types. Figure 222 shows
the Select Firmware dialog as an example. All dialogs have the following columns in
common:

e File name

e Original path: Files are uploaded from an LWEB-900 client to the LWEB-900
server. The original path shows where the file was originally stored:

[localhost]<path>
The file was stored on the same PC where the LWEB-900 server is running in the
specified path.

[<IP address or host name>]<path>
The file was stored on the PC with the specified IP address in the specified path.

<device name>
File was uploaded from the specified device.

www.loytec.com
File was downloaded from the LOYTEC homepage (for firmware files only).

e  Use: This number indicates how many devices the file is assigned to. A file can be
deleted only if the use count is 0.
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FA Select Firmware |:||E|E|

Please select a file in the list or click on Import new file

File name ersion Build date Original path Usze
lire_124_154_22%_Igate_950_4 & 3.d 4E.3 2012-09-21 14:54:48 wiy. |oytec. com 1

lires_124_ 154 224 |gate 950_4 & 4.d| 464 202-10-09 09:32:25 vy, loytec. cam 7

[Eheck for mew wersion on LOYTEC web-site.] [ aK ] [ Cancel

Figure 222: File Selection Dialog
The dialog allows the following actions:

o Import new file: Import a new file from the hard disk. If a file with the same name
already exists in the database, you have the option to overwrite or to rename the
existing file.

o Remove file: A file can be removed only if it is not assigned to any device (use
count must be zero).

e Rename file: Existing files can be renamed. The new name must be unique.

e Check for new version on LOYTEC web-site: This action applies only to
firmware files. LWEB-900 checks if a new firmware version has been published on
the LOYTEC web site. If this is the case, LWEB-900 can download the new
firmware and assign it to the selected device.

6.22.8 Manage Files

The manage files dialog displays all files which have been imported into the master device
manager or uploaded from LOYTEC devices. The dialog is opened by pressing the
Manage files button on the Overview tab.

U8 test b Netzwerk » Gerate -

Overview Firmware file Corfigurstion file Frogram file Backup / Restors |

Downlozd sl fles Upload all files ‘

Figure 223: Open Manage Files Dialog

The list of files can be filtered using the checkboxes on the top (see Figure 224).

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 204 LOYTEC

@@ Manage Files =3
V| Firmware Configurations Parameters LWEB-800/802 Projects Programs Backups
File Type Device Type File Size File Name Use o
Firmware LDALI-3E101/3E... | 2.855 MB Idali_10¢_2_1_1.d 2
Firmware LDALI-3E101/3E... | 2.864 MB ldali_10x_3_1_2dl 8
Fimware LDALI-ME204/E... | 2.102 MB Idali_20¢_3_1_0.d 1
Fimware LINX-120/121/2... | 9.857 MB liroe_12x_1%¢_22x_lgate_950_4_6_3.d| o L
Fimware LINX-120/121/2... |9.857 MB liroe_12_15x¢_22x¢ _lgate_950_4_6_4.d 0 3
Firmware LINX12012172... | 10.077 MB liroe_12¢_1%¢_22x_|gate_9%¢_4_8_0.di o
Firmware LINX-120/121/2... | 10,087 MB liroe_12¢_1%¢_22«_lgate_95¢_4_8_3.dl 0
Fimware LINX-120/121/2... |10.093 MB liroe_12¢_15¢_22«_|gate_95¢_4_8_4.dI 0
Fimware LINX-120/121/2... | 10,096 MB liroe_12x¢_1%¢_22x_lgate_9%c_4_8_5.dI o
Fimnware LINX-120/121/2... | 10.803 MB liroe_12_15¢_22¢_lgate_95_4_9_0.dl 1
Fimware LINX-120/121/2... | 10.805 MB liroe_12¢_15¢_22«_|gate_9%x_4_9_2.dI 3
Firmware LINX-120/121/2... | 10.808 MB liroe_12x_1%¢_22x_lgate_9%c_4_3_3.dl 6
L-IOB Firmware LIOB-100101/1... |674.572 KB liob_10x_15x_2_2_0dl o
L-OB Firmware LIOB-100/101/1... |674.581 KB liob_10¢_15¢_2 2 1dl o
L-I0B Firmware: LIOB-100/101/1 695413 KB liob_10¢_15¢_4_8_3.dl 0
LB Firmware: LIOB-100/101/1... | 658.853 KB liob_10¢_15x_4_9_0.dl 0
L-IOB Firmware LIOB-100/101/1 653961 KB liob_10_15¢_4_5_2.dl 1 -
W Remove unused files.. ‘ ‘ Rename file. | | Clese
33 managed files, size: 197.38 MB, 14 unused, size: 74.21 MB

Figure 224: Manage Files Dialog
The dialog allows the following actions:
o Import new file: Import a new file from the hard disk. If a file with the same name
already exists in the database, you have the option to overwrite or to rename the

existing file.

o Remove file: A file can be removed only if it is not assigned to any device (use
count must be zero).

e Remove unused file: Only files which appear in the list above (filter is applied)
and which have a use count of 0 are removed.

o Rename file: Existing files can be renamed. The new name must be unique.

6.23Perspectives

Views are organized in the application window in an arrangement called a perspective. You
can create and customize your own perspectives by arranging views in the layout that best
suits your working style for specific tasks.

Save perspective
Perspective selection
New perspective

|
e - PR 38 50 25

Reset Perspective

Delete Perspective

Figure 225: Perspectives Toolbar

Create a new perspective
1. Open the relevant views and arrange them on your screen in the way it suits you best.
2. Press on the New perspective toolbar button.

3. Define a name and description for the perspective.
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Description: Heating/Cooling overview

Initial Configuration: () From default perspective
OFrnm current perspective

Figure 226: New Perspective
4. Select the initial perspective configuration:

e From current perspective: The new perspective is based on your current view
arrangement. This is the default.

e From default perspective: The new perspective is based on your default
perspective. The default perspective is defined for each user in the user
management dialog (see Section 6.27).

5. Click OK to save the perspective. The perspective is created in your home directory. It
is now available in the perspective selection drop-down list.

Save and reset perspectives

After you have created a new perspective, you will open new views and change the
arrangement of existing views. Your current layout is automatically saved when you log out.
Therefore, when you start the LWEB-900 client, you will find it in the same state as when
you left it. To return to the initial layout of your perspective, click on the Reset Perspective
toolbar button. To override the initial layout with your current layout, click on the Save
Perspective toolbar button.

Make perspective available to other users

When you create a new perspective, it is stored in the Perspectives folder of your home
directory. Objects in your home directory cannot be accessed by other users. To make a
perspective available to other users, drag it to the System/Perspectives folder (see Figure
227). Per default all user have access to this folder and its contents. You can change the
access rights as described in Section 6.28. The perspective selection drop-down box shows
all perspectives to which you have at least Read access. To save a perspective, you need to
have Configure access.

l

E Navigation View r é Perspektiven
4 [ English I 14| 2 -0(P|a
4 [ Home

L& admin [#% English *» Home * operator * Perspektiven w4

4 [ operator
|$ Watch

[ Perspektiven ﬂr_'-_ll

Name Type Description

@ Library o=
4 [ System =hC

L )
N N Dé move to Perspectives |
L# Alarming g

L# System Registers
g User Registers
[ Scheduler
[ Trending

2 Network

Figure 227: Make Perspective Available to Other Users

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 206 LOYTEC

6.24Device Communication Profiles

Communication profiles define how LWEB-900 accesses LOYTEC devices and video
cameras. When adding a new device, the communication profile is assigned to the device
(see Section 6.5 and Section 6.30.1). In the object list view the communication profiles can
be expanded to see all devices which are member of the profile (see Figure 228). You can
use drag-and-drop to re-assign a device from one communication profile to another. There
are two types of communication profiles:

o Web-Service communication profile: This profile is used to define the
communication between LWEB-900 Server and LOYTEC device.

e Video communication profile: This profile is used to define the communication
between LWEB-900 Server and video cameras.

L1l

?j Communication Parameters X

[l 141 | 2 LR G
,"";, LCampus » Network » Communication Parameters w
Name Type Description ~
:ﬂ: WAN Weh Service Communication Profile  IP Device communication profile for Wide Area Network
4 () LN ‘Web Service Communication Profile  IP Device communication prafile for Local Area Metwork
B8 LINX151-DG Device
B LINX151-0G3 Device
& LINX151-0G2 Device
B3 LINX151-0G1 Device
B8 LINX151-EG Device

8 LINX120-Production  Device
B8 LINX120-Ventilation  Device

B LvIS-401 Device
W LvIS-402 Device
W LvIs-405 Device
W LvIs-403 Device
@ LvIs-408 Device
& Lvis-301 Device
@ LvIs-302 Device
W Lvis-303 Device
W Lvis-305 Device
@ LvIs-306 Device
8 Lvs-zo1 Device P
- B

Figure 228: Communication Parameters Folder

Create a new web-service communication profile

1. Right click on the folder Network/Communication Parameters and select New 2>
New Web Service Communication Profile from the context menu.

2. Define name and description for the communication profile.

3. Default profile: If this checkbox is set, this profile is assigned to new LOYTEC
devices per default.
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Properties of Web Service Communication Profile 'LAN'... @

Commen properties

MName: LAN

Description: IP Device co”n[%unicat on profile for Local Area Network

Max. parallel file transfers: g

Paolling OPC properties

Data access mode: ) Polling @ Delayed response

Pall cycle: 2 Second
Wait time: 30 Second ~ |
Hold time: 1 Second ~ |

Palling BACnet Properties

Poll cycle: 2 Second v|

Paolling status properties

Interval: 10 Minute ~ |

Starting date and time: 5/15/2012 12:00 AM "M

Paolling trend and alarm properties

Interval: 1 Day - |
=)

Starting date and time: 10/1/2012 6:30 PM

Cancel |

Figure 229: Device Communication Profile

Define the maximum number of parallel file transfers: Files need to be transferred
to/from a device for firmware upgrades, backup, restore, parameter download/upload,
global connections download/upload, etc. To limit the traffic on the network the
number of concurrent file transfer can be limited by this setting.

Define OPC communication parameters: The LWEB-900 Server uses the OPC
XML-DA communication standard to access data points on LOYTEC devices. The
standard defines two data access modes:

e Polling: The data points are polled periodically using the interval defined by Poll
cycle.

o Delayed response: Delayed response is a more efficient alternative to polling. In
this mode, a LOYTEC device delays the poll response until one of the requested
data points has changed. The parameter Hold time specifies the minimum time the
LOYTEC holds off until it responds. Set this value based on the maximum update
rate needed. The parameter Wait time instructs the LOYTEC device to wait the
specified duration after the hold time is reached before responding even if no data
points have changed.

Define BACnet communication parameters: The LWEB-900 Server uses COV
subscriptions to access properties of BACnet objects. If a device does not support COV
subscriptions, the properties are read periodically using the poll cycle parameter.

Define status polling properties: The LWEB-900 Server monitors all LOYTEC devices
to detect if a device is not responding or if the configuration has changed. A web
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service is used to check LOYTEC devices and a BACnet service is used for devices of
other manufacturers. The Polling status properties define how often the device is
checked.

Define trend and alarm log polling properties: These settings specify how often device
trend and alarm logs are read from the device. This poll cycle has to be configured so
that LWEB-900 reads out the data before the device runs out of memory and overwrites
old data. Usually the devices have enough memory to store log data for several days.
Therefore, it is sufficient to read out log data once a day. A web service is used to
access LOYTEC devices and a BACnet service is used for devices of other
manufacturers.

Note:

Using the Starting date and time parameter, you can define at what times a poll cycle is
started.

Create a new video communication profile

1.

Right click on the folder Network/Communication Parameters and select New 2>
New Video Communication Profile from the context menu.

Define name and description for the communication profile.

Default profile: If this checkbox is set, this profile is assigned to new video devices per
default.

Define status polling properties: The LWEB-900 Server monitors all video devices to
detect if a camera is not responding. The Polling status properties define how often
the device is checked.

New Video Communication Profile... - 0 x
Common pfﬂpEﬁlES
Name: Video 1 Hour
Description: | poll video device status every hour
Default profile
Polling status properties
Interval: 1 Heour
Cancel

Figure 230: Video Communication Profile

6.25System Registers

The LWEB-900 server provides internal information as system registers in the folder
System/System Registers. These registers can be used in a graphical view or added to a
watch view.
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Folder System/System Registers

Name

Description

Server Version

Version of LWEB-900 Server and build date

Server Time

Server Time (UTC) in seconds since January 1, 1970 00:00:00

Server TZ Offset

Server time zone offset in seconds, positive east of GMT

Server CPU Load

CPU load in % of PC hosting the LWEB-900 Server

Server Free Memory

Free RAM in MBytes of PC hosting the LWEB-900 Server

Project Status

XML description of the contents of the LWEB-900 project

OPC Server Statistics

XML description of the OPX XML-DA server statistics

Unit System

Current unit system

LWEB-900 Server CPU
Load

CPU load of LWEB-900 Server process in %

LWEB-900 Server

Memory usage of LWEB-900 Server process in MBytes

Memory Usage

Folder System/System Registers/Alarm

Name Description

Active Unack Alarm Total number of active unacknowledged alarms
Count

Active Ack Alarm Count Total number of active acknowledged alarms
Inactive Unack Alarm Total number of inactive unacknowledged alarms
Count

Disabled Alarm Count Total number of disabled alarms

Table 53: LWEB-900 System Registers

6.26 Offline Mode

The LWEB-900 Server can be set into offline mode. In this mode there is no
communication with the devices. Therefore, no current data point values can be displayed in
graphical view, watch view, and object list view. No alarms are displayed in the alarm view.
The trend chart view, trend log view, and alarm log view display only data which has
already been stored in the database before switching to offline mode.

In offline mode all functionalities which require communication with the device are
disabled (upload/download device configuration and parameters, refresh data point values,
device backup, firmware update, etc.).

Switch to offline mode

1. Press on the Set Project Offline toolbar button.
#*

2. The LWEB-900 client status bar indicates the project is now in offline mode.

L5 | 4 objects

Switch to online mode

1. Press on the Set Project Online toolbar button.
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2. The LWEB-900 client status bar indicates the project is now in online mode.

||=l 4 | 4 objects

6.27User Management

When the LWEB-900 client is started, a login is required. There is a default admin user
(user name: “admin”, password: “loytec4u”) who has full access rights. New users can be
created in the user management dialog. Users can be assigned to user groups. User groups
are the basis to define detailed access rights on objects.

User management

Logout

I AT (=
Edit personal information

Figure 231: User Management Toolbar

LWEB-900 supports two types of user authentication:

e LWEB-900 Authentication: The user name and password are stored in the LWEB-
900 data base. The LWEB-900 Server performs the authentication.

e Windows Authentication: The LWEB-900 Server is connected to an Active
Directory server which performs the authentication.

Crate a new LWEB-900 authenticated user
1. Click on the User Management toolbar button.
2. Toadd a new user, click on the New user button.

3. Select the radio button LWEB-900 Authentication.
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User Management @

Users | User Groups

User properties

User Authentication: @ LWEB-200 Authentication Windows Authentication
Username: johndoe

Access lavel: Configure A |

Password: sssssss

Confirm password: ssssens

Full name: John DDE‘

Description:

E-mail address: John.doe@loytec.com

Auto logout time: 0 Minute ~ |

Default perspective: [ =

Show objects on which the user has no read access
[ Can switch between normal and kiosk mode
[T 1s the default user

Save user | Cancel |

Figure 232: New LWEB-900 Authenticated User

4. Specify the user properties:

e User name: Login name.

e Access level: This drop-down box defines the default access rights of the user. It is
used to define a role for a user. The following access levels are defined:

o

No access: The user cannot log-in. This setting is used to temporarily
disable a user.

Read: The user can start the LWEB-900 client, but he is not allowed to
modify anything. He can monitor data points in watch views, graphical
views, etc., but he is not allowed to change the values of the data points.
He can see the current parameter values in a parameter view, but he is not
allowed to set the parameters. The user is notified about alarms, but he
does not have the right to acknowledge them. Master schedules can be
viewed but not modified. The user is allowed to open chart and trend log
views, but he cannot edit trend log records.

Read/Write: The user is allowed to change data point values using e.g.
watch views and graphical views. He can modify and download
parameters using parameter views. The events and calendars of a master
schedule can be configured. The user is allowed to acknowledge and
disable alarms. He can edit trend log records.

Configure: In addition to access level Read/Write, the user is allowed to
create/edit/remove objects in the navigation view. The user is not allowed
to open the user management dialog or change access rights.
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o Full Control: The user has unrestricted access. He is allowed to
create/edit/remove users and groups and can define detailed access rights
on objects.

e Password: Password for login.

e Password confirmation: Enter password a second time for confirmation.
e Full name: Optional input field for full user name.

e  Description: Optional input filed for user description.

e E-Mail address: Optional input field for user e-mail address. If an e-mail address
is specified, an alarm receiver is created automatically for the user (see also
Section 6.14.3).

e Auto logout time: If the user performs no activity for the specified amount of
time, he is automatically logged out. Set this value to zero to disable the auto
logout function.

o Default perspective: This drop-down box configures the perspective which is
loaded when the user logs in for the first time.

e Show objects on which the user has no read access: If this checkbox is enabled,
the user sees objects (e.g. folders) to which he has no read access. They are
displayed with a lock icon. If this option is disabled, those objects are not visible in
the navigation and object list view.

e Can switch between normal and kiosk mode: If this checkbox is enabled, the
user can switch between normal and kiosk mode using the keyboard combination
Ctrl+Enter or the File menu.

e |s the default user: The default user has no password and no auto-logout. If no
username and password is specified in the login-in dialog, the LWEB-900 client
logs in the default user. If a standard user logs out (auto-logout or manual logout),
the default user is automatically logged in. Only the admin user can define/remove
the default user.

e Is a multi-site user: When the project is configured for Multi-Site and this
checkbox is enabled, then the user information is replicated in the different other
projects configured for Multi-Site and for which project connections exist in the
current project (see Section 6.31).

Note: The admin user is a special user with the following properties:
e  The user name of the admin user cannot be changed .
The admin user has access level Full Control and this cannot be changed.
The admin user cannot be assigned to groups.
Access rights do not apply to the admin user.
The admin user cannot be the default user.

Create a new Windows authenticated user
1. Click on the User Management toolbar button.
2. To add a new user, click on the New user button.

3. Select the radio button Windows Authentication.
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4. Click on the Browse icon beside the Usename. The following dialog allows you to
search for users and groups in the Active Directory.

Select an User or Group @

Type of object: User Group
Search path: office.loytec.com

Enter a name: 3rr‘sAc'niné | |
Ok | Cancall

Figure 233: New Windows Authenticated User

Note:

LWEB-900 allows adding a whole Windows group as a Windows authenticated user. This
way it is possible to define the access rights for members of the Windows group in
LWEB-900 and manage the user in Active Directory.

Create a new user group
1. Click on the User Management toolbar button and switch to the User Groups tab.

2. Toadd a new group, click on the New group button.

User Management @

Users | User Groups

Group name Description

Group properties
Group name: operator group
Description:

Group members

Available users Group members

johndoe
operator

Save group | Cancel |

Figure 234: User Groups

3. Specify a group name. The description is optional.

4. Define the group members: The list on the left side of the dialog displays the available
users; the list on the right displays the group members. To add a user to the group,
select the user in the left list and click on the -> button. To remove a user from the
group, select the user on the right side and press the <- button.
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Edit personal information

Each user can change his full name, description, e-mail address, and password by clicking
on the Edit personal information toolbar button.

Edit Personal Information \é‘
Full name: lohn Doe
Description:

E-mail address: john.doe@example.com

Password: Change Password ‘
Ok | Cancel |

Figure 235: Edit Personal Information

6.28Access Rights

The global access level specified for each user defines the default access rights. These
default access rights can be further refined by defining access rights to the individual
objects in the navigation tree. The effective access rights can never exceed the user access
level.

LWEB-900 uses access control lists (ACL) to define which operations a user can perform
on a certain object (e.g. folders, data points, visualization view, parameter view, trend
charts). Figure 236 shows the default access control list for objects outside the user’s home
directory.

Access rights... =
You have the access right "Full control” on object VIE'.

GroupfUsar Access rights Inherited From
Everyons Allow Full control  LCampus

Access rights

Group/Usar:

Access level:

[#]tnherit permissions from parent

[ Replacs all child explicit permissions by inherited permissions

Close

Figure 236: Default Access Control List

The access control contains only a single entry: Allow full control to everyone. This ACL
entry is inherited from the parent object. Because full control is the highest access level, the
effective access level for a specific user is determined by the access level settings in the user
management dialog.
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Change access right of an object

1.

Right-click on an object (e.g. folder) in the navigation or object list view and select
Access rights from the context menu.

Access rights... )
“You have the access right "Full control” on object ‘Devices'.
Group/User Access rights Inherited From
operator group Allow Write <Not Inherited>
admin group Allow Full contral LCampus/Network

Access rights

Group/Usar: | |

Access level: | |

[“]inherit parmissions from parent

[ Replace all child explicit permissions by inherited permissions

Close

Figure 237: Edit Access Rights

Per default an object inherits the access rights from its parent. To remove the inherited
permissions, clear the checkbox Inherit permissions from parent.

To add a new ACL entry, click on the button New permission entry. Because the
permission entry is created specifically for this object, this type of entry is called an
explicit permission entry.

Access rights

Group/Usear: |ch1 ndos hd |

-1

Save Cancel

Figure 238: New Permission Entry

Select the Group/User for which the permission entry applies. Everyone is a special
group which contains all users.

Specify the Access Level (see Table 54). Deny permissions take precedence over allow
permissions.

To remove an ACL entry, select it and click Delete. Inherited permission entries cannot
be deleted. Disable the Inherit permissions from parent checkbox instead.

To edit an ACL entry, select it and click Edit. Inherited permission entries cannot be
edited.

If you want to apply the access level settings to all child objects, click on the button
Replace all child explicit permissions by inherited permissions.
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Access Level

Description

Allow Read

The user is allowed to see the value of the object (e.g. data point
value, parameter value).

Allow Write In addition to the permissions granted by Allow Read, the user is

allowed to change the value of the object (e.g. data point value,
parameter value).

Allow Configure In addition to the permissions granted by Allow Read, the user is

allowed to change the configuration of the object (e.g. change
graphical view, add object in folder).

Allow Full Control In addition to the permissions granted by Allow Configure, the

user is allowed to edit the access rights of the object.

Deny Full Control The user is denied to change the access rights of the object.

Deny Configure In addition to the permissions denied by Deny Full Control, the

user is denied to change the configuration of the object (e.g.
change graphical view, add object in folder).

Deny Write In addition to the permissions denied by Deny Configure, the

user is denied to change the value of the object (e.g. data point
value, parameter value).

Deny Read In addition to the permissions denied by Deny Write, the user is

denied to see the value of the object (e.g. data point value,
parameter value).

Table 54: Access Levels

Algorithm to determine effective access rights

LWEB-900 uses the following algorithm to determine if a user is allowed to perform a
certain action on an object:

1.

If the action is not allowed due to the access level set in the user management dialog
(see Section 6.27), the algorithm stops and the action is denied.

If the ACL of the object contains an explicit Deny entry for the requested action, the
algorithm stops and the action is denied.

If the ACL of the object contains an explicit Allow entry for the requested action, the
algorithm stops and the action is allowed.

If the ACL of the object contains a Deny entry inherited from the parent object, the
algorithm stops and the action is denied.

If the ACL of the object contains an Allow entry inherited from the parent object, the
algorithm stops and the action is allowed.

Step 4 and 5 are repeated for entries inherited from the next higher hierarchy level until
the top level is reached.

If the evaluation has made it to the top of the tree and the action does not have an
Allow or Deny permission, the action is denied.

Note:

It is possible to deny a user read access to a folder but allow him access to lower-down
objects. For example, you can setup the access rights to allow Write access to the folder
Network/Devices, but deny access to the folder Network. In this case, the user cannot use
the navigation and object list view to browse the data points on the devices. However, the
user can use a graphical view to modify the referenced data points.

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 217 LOYTEC

6.29L-Studio Projects

LWEB-900 can import the following data from L-Studio projects:
e LOYTEC devices and their data point configuration: Because the devices are
engineered using L-Studio, LWEB-900 does not allow modifying them with the
device configuration software.

e Global connections: Global connections are configured in L-Studio. LWEB-900
displays them but does not allow changing them.

e Graphical views: Graphical views can be imported to a user folder. For graphical
views imported from L-Studio, no data point interface is displayed and they cannot
be modified in LWEB-900.

Add L-Studio Project

1. Build the project in L-Studio. The compilation generates the configuration files of the
devices and the graphical views.

2. In LWEB-900, select the folder Network/Devices or a subfolder and choose New =>
New L-Studio Project from the context menu.

3. Inthe New L-Studio Project dialog (see Figure 239) enter the following data:

e Name: User defined name which will be displayed in the navigation view.

e Description: Optional description of the L-Studio project.

e L-Studio project file: Select the solution file (.sIn) of the L-Studio project.

e Global graphical views: Select the destination folder for global graphical views.
Global graphical views can display information from multiple devices. If this field
is left empty, global graphical views are not imported as server graphical views.

e Device graphical views: Select the destination folder for device graphical views.
Device graphical views are created in L-Studio for each device instance from the

device CAT (Composite Automation Type). If this field is left empty, device
graphical views are not imported as server graphical views.

MNew L-Studio Project @

MName:

Description:

L-Studio project file:

VAV_LStudio

Varialbe Air Volume System

NAVAVLIOB_ASC_VAV.sin

Global Graphical view folder: | ../Graphical Views

Device Graphical view folder: ../Graphical Views

LR
JORp
Cancel |

Figure 239: Add L-Studio Project

4. The imported devices are displayed in the navigation view and you have access to all

data points.

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 218 LOYTEC

4 b Network
4 "9 Deyices
4§ vav_LStudio
&8 VAVbuilding_TestBuilding_Building
4% Floord
4% Floorl
4 9 Floorz
] VAVbuilding_TestBuilding_Floor2_VAVareal VAVareaManager
4 I VAVbuilding_TestBuilding_Floor2_VAVareal VAVboxl
¢ [ Datapoints
[ LIOB Parameters
v [ Trend logs
& Alarm logs
[ Graphical Views
i VAVbuilding_TestBuilding_Floor2_VAVareal _VAVbox2
i VAVbuilding_TestBuilding_Floor2_VAVareal VAVbox3
] VAVbuilding_TestBuilding_Floor2_VAVarea2 VAVareaManager
I VAVbuilding_TestBuilding_Floor2_VAVarea2 VAVboxl
i VAVbuilding_TestBuilding_Floor2_VAVfloorManager

Figure 240: Navigation View after L-Studio Import
Update L-Studio Project

If you have changed your L-Studio project and compiled it, then the project needs to be
updated in LWEB-900.

1. In LWEB-900, select the L-Studio project and choose Update L-Studio Project from
the context menu.

Note

The Update L-Studio project context menu item is displayed only if LWEB-900 finds the L-
Studio solution file. If the menu item is missing, select Properties from the context menu
and check the file path.

2. The L-Studio Project Update View displays the changes in the L-Studio project.
Select Update project to import the new files.

L-5tudio Project Updates View @
27 devices in L-Studio project, 4 new devices, 22 updated, 0 removed
56 Graphical views, 0 new, 0 updated
Difference found L-Studio value LWEB-200 value
» | VAVbuilding_TestBuilding_Building (LROC100) 192.168.5.15 Updated 2 changes B
Config file updated System.VAVbuilding_TestBuilding_Build  3/17/2015 7:23:34 PM
New LWEB praoject file System.VAVbuilding_TestBuilding_Build -
+ | VAVbuilding_TestBuilding_Floorl_VAVareal VAVareaManager (LROC100) 192.168.5.18 Updated 2 changes
Config filz updated System.VAVbuilding_TestBuilding_Floor  3/17/2015 7:23:35 PM
New LWEE project file System.VAVbuilding_TestBuilding_Floor -
# | VAVbuilding_TestBuilding_Floorl VAVareal VAVbox1 (LROC100) 192.168.5.22 Updated 5 changes
Config file updated System.VAVbuilding_TestBuilding_Floor  3/19/2015 8:43:24 AM
New LWEB project file System.VAVbuilding_TestBuilding_Floor -
New LWEB project file System.VAVbuilding_TestBuilding_Floor -
New LWEE project file System.VAVbuilding_TestBuilding_Floor -
New LWEB project file LwebOverview.lweb2 1/8/2015 95558, - -
[ Update project ] [ Cancel update

Figure 241: L-Studio Project Update
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6.30Video Integration

LWEB-900 supports the integration of Vivotek and third party cameras supporting the
ONVIF protocol.

Note Make sure that all camera have the latest firmware installed.

6.30.1 Add Cameras

Camera objects can be added in in the folder Network/Devices. To manage a large number
of devices, they can be grouped in subfolders.

Add camera using network scan

LWEB-900 Server supports an online network scan on the local subnet. During this scan,
the LWEB-900 server searches for IP cameras and detects their properties.

1. Select the folder Network/Devices or a subfolder and choose New->Discover
Cameras from the context menu. This opens the camera discovery dialog as shown in

Figure 242.
Camera Discovery x
Discover Cameras...

Registering IP Address Port Manufacturer Model

= Not in project: © device(s)
Not in project 192.168.2.191 80 VIVOTEK FD8366-V
Not in project 192.168.2.54 80 VIVOTEK FD8166A-S
Not in project 192.168.2.95 80 AXIS P5624-E-Mkll
Not in project 192.168.3.191 80 VIVOTEK SD9363-EHL
Not in project 192.168.3.192 80 VIVOTEK FE8180
Net in project 192.168.3.193 80 VIVOTEK SC8131

~ Already in project: 5 device(s)

Select all Cancel

Figure 242: Camera Discovery

2. Activate the checkbox for one or multiple cameras and click the OK button.

3. Specify name, administrator user, and password for each camera.

Register Discovered Camera 1 of 3 x

Enter credential for the camera 192.168.2.191:80 VIVOTEK FD8366-V

Camera name: FD8366-V

Admin, password:

Cancel

Figure 243: Register Camera

Add camera manually

If the camera is not in the same subnet or if it is not yet online, it is possible to add it as
follows:
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Select the folder Network/Devices or a subfolder and choose New = New camera
from the context menu.

In the New Camera dialog (see Figure 244) enter the following data:

Name: User defined name to identify the camera.
Description: Description of the camera.
State: If the camera is online, select Enabled, else select Disabled.

Communication profile: Select one of the available communication profiles from
the drop-down list. Per default, the communication profile Video is available.
Refer to Section 6.24 for details.

Stream only: Activate this checkbox, if the camera does not support the ONVIF or
VIVOTEK protocol. In this case, you will have to configure the stream URLS
manually.

IP address, IP port: IP address and port of the camera. To use HTTPS
communication, activate the Use secure connection checkbox.

Admin user, Admin password: Specify the credentials of an ONVIF user with
admin rights.

Web user, Web passwords: For some cameras the credentials to access the web
Ul are different from the ONVIF credentials. In this case, you can specify Web
user and Web password separately.

Detect Camera Streams: Most cameras provide multiple streams that can be
configured using the web Ul of the camera. To read out the available streams, click
on the Detect Camera Streams button. Selecting a stream profile from the drop-
down menu automatically fills out the corresponding URL. You can separately
configure the LWEB-900 stream profile and the LWEB-802/803 stream profile.

LWEB-900 stream profile: This profile will be used in the camera live view (see
Section 6.30.2).

LWEB-802/803 stream profile: You can create graphical views containing a web
camera control (see Section 6.30.6). Because web browsers can only display
MJPG streams and no H.264 streams, a separate stream profile can be specified for
graphical views.
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New Camera... - X
Name: FD&366-V

Description: VIVOTEK FD8366-VVTK-0104j

State: ®) Enabled Disabled

Communication profile: Video v

Option: || Stream only (if camera does not support ONVIF or VIVOTEK protocol)
IP address: 192.168.2.191 )

Use secure connection: ]

IP Port: 80 || Defaut |

Admin. user: root

Admin. password: - i

Web user: 1

Web password: [ "

Detect Camera Streams...

LWEB-900 stream profile: profile_0, H264, 30 fps, 1920x1080, Audio:True, Ptz:True ~

LWEB-900 stream URL: rtsp://192.168.2.191/live.sdp |

LWEB-802/803 stream profile: | profile_1, MJPEG, 10 fps, 1920x1080, Audio:True, Ptz:True ~ |

LWEB-802/803 stream URL: | http://192.168.2.191/video2.mjpg |

Figure 244: New Camera

3. The new camera is displayed in the navigation view. If you double-click on the camera,
the live view is opened.
6.30.2 Camera Live View

When double clicking on the camera object, the camera view is opened in live mode
showing real-time video/audio.

Figure 245: Camera Live View

Depending on the features of the camera, you can use the following functions to view and
control it:
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e If the camera supports PTZ (pan/tilt/zoom) control, you can use the mouse wheel
for optical zoom. Use CTRL+click-and-hold to change the camera direction.

e If the camera does not support PTZ control, the mouse wheel performs a digital
zoom. You can also zoom in on a specific area by clicking and dragging with the
mouse. When you are zoomed it, you can pan the view by using CTRL+click-and-
hold or Shift+drag.

e To take a snapshot of the current image, click on the corresponding button it the
toolbar. The image is saved in the “Pictures” subdirectory of your home folder.
You have the option to save it as a file object on the LWEB-900 Server.

e Volume Control; If the camera provides an audio stream, you can control the
volume with the slider or turn it off the sound.

e Recording: If the camera supports video recording, you can trigger the recording
from the toolbar. You can adjust the length of the recording. Note, that the
recording is stored on the camera.

o Dewarp: For a VIVOTEK fisheye camera, you can select different dewarped views
from the drop-down list: 10 (Original), 1P (Panoramic), 2P (2 Panoramic), 1R
(Regional), 4R (Quad Regional):

Ceiling 10
Ceiling 1P

Ceiling 2P
Ceiling 1R
Ceiling 4R

Figure 246: Drop-Down List for Dewarp View

e PTZ Presets: To move a PTZ camera to a predefined position, select the
corresponding presets from the drop-down menu. Presets can be configured on the
Web Ul of the camera or with the Set or remove preset button in the LWEB-900
toolbar.

6.30.3 Camera Playback View

The playback view shows the video recordings available on the camera (see Figure 247).
Double-click on one of the recordings to start playback.
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6.30.4 Trigger Video Recording by Alarm

6.30.5 Camera Data Points

5P P5624-E-MKl X

Name

Status

SD_DISK_20190220_060131_CCO1DD... Available
SD_DISK_20190219_062031_D8B71698  Available
SD_DISK_20190218_100740_6E944DEE  Available
SD_DISK_20190216_060715_63305CED  Available
SD_DISK_20190215_092644 EBACFA99 Available
SD_DISK_20190215_085844 B1C681ES  Available

SD_DISK_20190215_055836_FBSEOA3A  Available
SD_DISK_20190214_134925_501A34E2  Available
SD_DISK_20190214_131128 4A6567DF  Available

) DISK 20190218 100740 6E944DEE

Timestamp
2/20/2019 6:01:33 AM
2/19/2019 6:20:33 AM
2/18/2019 10:07:43...

2/16/2019 6:07:17 AM
2/15/2019 9:26:46 AM
2/15/2019 8:58:46 AM
2/15/2019 5:58:38 AM
2/14/2019 1:49:28 PM
2/14/20191:11:30 PM

Duration
00:01:02
00:01:03
00:01:04
00:01:02
00:00:15
00:00:36
00:01:03
00:00:53
00:01:04

Figure 247: Camera Playback View

LWEB-900 can trigger a video recording when an alarm occurs. Section 6.14.3 describes
how to configure an alarm notifier. The video recording is linked as a related item to the
alarm that triggered the recording.

ol || 2 B{0]& (TR 4 @ 28 &
> m Projects »
Id Project Alarm Time ‘ State Type | Source Name | value Description Priority
vy 2 Bujldinal  A72/9010 114117 AR Actice nnk ackn iged  Off | reg bool 1 1 Intrusion Alarm 127
Ly Acknowledge selected alarms
i:ﬂk Acknowledge all alarms
Ly Disable selected alarms
L Alarm Details...
53 Copy selected alarms Ctrl+C
P Show Related * | #  Show Watch View '../Home/admin/Watch'
Lp  Show Alarm Log '../System/Alarming/LWEB-900 Alarm Log'
& Show DP Schedule '.../System/Scheduler/scheduler_1'
& Show Referenced '.../System/User Registers/reg_bool_1'
B Show Video Record '[P5624-E-Mkl|_20190403_114123}#10.vri"
L% Active, not acknowledged : 1 L) Active, acknowledged :0 L. Inactive, not acknowledged : 19 Disabled: 0

Figure 248: Related Video Recording

Events reported by a camera (e.g. motion detection, people counter information) and
commands (e.g. PTZ control) can be mapped to data points.

1.

from the context menu.

Select the camera and choose Camera Configuration = Manage Camera Events
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6.30.6 Add camera to graphical view

Manage Camera Events... x

Registering
Not registered
Not registered
Not registered
Not registered
Not registered

Camera events:

Registering
Mot registered
Not registered
Not registered
Not registered
Not registered
Not registered

Not registered

PTZ, Recording, Video Analytics:

Path Datapoint
PTZ GotoPreset

PTZ Pan

PTZ SetPreset
PTZ Status
PTZ Tilt

Path

Device/Trigger/Digitallnput

Device/Trigger/SmartSD

VideoSource/GlobalSceneChange/ImagingService
VideoSource/ImageTooBlurry/ImagingService
VideoSource/ImageTooBright/ImagingService
VideoSource/ImageTooDark/ImagingService

VideoSource/MotionAlarm

Datapoint
di_i0_LogicalState

SmartSD

VideoSource(_State
VideoSourcel_State
VideoSourcel_State
VideoSource0_State

VideoSource0_State

Select all

Value

true
Level=normal, Percentage=0
false
false
false
false

false

Cancel

Unselect all

Figure 249: Manage Camera Events

2. Activate the checkboxes for the events and commands, which you want to map to data
points. You can use these data points in e.g. graphical views, trend logs and reports, or

export them as OPC tags for a device.

To add a camera to a graphical view, create a Webcam control in the L-VIS Configurator
and then drag-and-drop the camera from the navigation view to the new control. LWEB-900
configures the stream URL defined in the camera properties for the LWEB-802/803 stream

profile.

6.31 Multi-Site

This feature allows accessing multiple LWEB-900 Servers located at different sites with a
single LWEB-900 Client. To enable this function, the LWEB-900-MS license needs to be
installed on each LWEB-900 Server (refer to Section 3.2).

Note:

Make sure, that the LWEB-900 Client can access all LWEB-900 Servers and that the
LWEB-900 Servers can communicate with each other.

Enable multi-site mode

1. Select Properties from the context menu of the project node in the navigation view and

switch to the Multi-site tab.

2. Active the Enable multi-site mode checkbox.

3. Select the Adaptor and IP Address via which the LWEB-900 Server is available for
other LWEB-900 Servers and LWEB-900 Clients.

4. Select the Account for replication: This account is required to synchronize data
between the different projects that are part of the multi-site.
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Note:

The Account used for replication has to exist with the identical password and access level
“Full Control” in all projects.

5. If the LWEB-900 Server is not accessible by all other servers and clients via the local
IP address (e.g. LWEB-900 Server is located behind a NAT router), configure Public
hosthname or IP address and Public port number. Activate the Use secure
communication checkbox to use the SSL (Secure Socket Layer) protocol.

Outgoing mails Incoming mails Identification key Database Log Limitations Alarming BACnet Multi-site
+/| Enable multi-site mode

Adapter:

IP Address:

Account for replication: admin

Public host name or IP address:

Public port number: Use secure connection

Apply Ok Cancel

Figure 250: Enable Multi-Site Mode

6. The new top-level hierarchy Projects is created in the navigation view, below which
connections to additional projects can be added.

B Navigation View
4 LJ Projects
AT Building 1

(@ Favorites
v [#% Home
v (g Library
Master schedules
b [ 3% System
b <% Network

Figure 251: Projects Node

Add project connections

1. Right-click on the Projects node in the tree view and select New = New project
connection from the context menu.

2. Enter a name and description for the new project connection.
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Host name or IP address: Host name or IP address of the LWEB 900 Server.

Use secure connection: Activate this checkbox to connect to the LWEB-900 Server
using SSL (Secure Socket Layer).

Port: Port of the LWEB 900 Server (see Section 5.3).

Project name: Name of the project. To obtain a list of projects, press on the search
button. If the server is protected by a password (see Section 5.2), the server user name
and password are requested.

The new project connections is displayed in the tree view and you can expand it to
access it.

Right click on the new project connection in the navigation view and select Properties
from the context menu. Change to the Multi-site tab and activate the Enable multi-site
mode checkbox.

Note

The last step is optional. If you enable the multi-site mode for all projects, LWEB-900 can
synchronize project connections, multi-site users, and graphical views between all projects.

Create multi-site user

When you create or edit a user, you have the possibility to activate the Is a multi-site user
checkbox. In this case, the user will be replicated to all other project connections that have
the multi-site mode enabled.

User properties
User Authentication: ® LWEB-900 Authentication Windows Authentication
Username: Multi_site

Access level: Full control
Password:
Confirm password:
Full name:
Description:
E-mail address:
Aute logout time: 0 Minute
Default perspective:
/| Show objects to which the user has no read access
Can switch between normal and kiosk mode

Is the default user

V| Is a multi-site user

Save user Cancel

Figure 252: Multi-Site User

Create multi-site graphical view

If you create a graphical view below the Projects node, it can visualize data from all
connected projects. You can create the data point interface in the same way as for a normal
graphical view (see Section 6.11.2) but you have access to the devices of all connected
projects. The graphical view is replicated to all other projects that have the multi-site mode
enabled.
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B Navigation View
4 L0 Projects

B Overview

v @ Building 1
» 0 Building 2
v @ Building 3

Figure 253: Multi-site graphical view

Multi-site alarm view

The multi-site alarm view shows alarms from all connected projects. You can either group
the alarms by project as shown in Figure 254 or show them in a flat list (ALT+G or toolbar
button).

&2 &|T rE]
: LH Projects »
Id Alarm Time State Type Source Name Value Description Priority Device
L\ Building 1
p M Building 3
13. Active, not acknowledged : 4 L) Active, acknowledged :0 L Inactive, not acknowledged : 38 Disabled: 0

Figure 254: Multi-Site Alarm View

Multi-site master device manager
The multi-site master device manager allows managing all devices across the sites. You can

either group the devices by project as shown in Figure 255 or show them in a flat list
(ALT+G or toolbar button).

[l Device Management View (Projects) X [-] Alarm View (Projects)

Il 141 <Custom> - | G 1 |89] @ | (7 GES ARAGAR r
> LLL! Projects »
Device IP Address & Port Type FW Status L-IOB FW Status L-STAT FW Status Config. Status Param. Statu
I 4% Building 1
1 4% Building 2
+ 4% Building 3

Figure 255: Multi-Site Master Device Manager
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/{ WEB Access

The graphical views defined in an LWEB-900 project can be accessed with a standard web
browser. In this way it is possible to quickly check the status of the building automation

system while travelling. It makes no difference, whether a smart phone, tablet, or PC is
used.

Open graphical view in web browser
1. Open the web browser an enter the following URL:

http://<IP address of server>:<port>/lweb900/

Note: The port is configured in the network settings of the LWEB-900 server (see Section 5.3).
The default port is 8080.

2. Specify the name of the LWEB-900 project. If the LWEB-900 Server is password
protected, you have to enter the name in a text field, else you are presented with a drop-
down list of the available projects.

3. Enter your user name and password and press OK to login.

2 S Py
{8 LwEB-200 login x \
« € | [) bms.office.loytec.com:8080/lweb900/#lweb300loc vy B =
Fiay .
e LWEB-900 login

LWEB-900 project -

LCampus =
Username

admin

Password

........ |

Remember me
Login

LWEB-900 Web Login

4. The web browser displays a list of all graphical views and chart views of the
LWEB-900 project to which you have at least Read access.
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Foa\ . . -
e Graphical views
LCampus
VIE 61
Weather
2015-02-24T08:46:03+01,00 - 9346 bytes
BG35 41
HC 14
SB 2
VE 2
LI 1
NE 1
EN 2
EnergyDashboard
2014-12-21T14:29:00+01.00 - 274875 bytes
Power BG35
2014-11-14T15:11:08+01:00 - 596761 bytes
SA 1
Floorplan 18
BG37 18
Heating System LOYTEC
2015-01-27T09:51:43+0100 - 13897 bytes .

Figure 256: Graphical View List

5.  Click on the name of a graphical view to open it.

L..".'J (=[O

/ [ LWeb projects .. N - — — P
« C 1 10101.17.75:8080/lweb900/ w8 =
Roan Ter. = Rsam Tere. o Raam Ten. [ Rsam Tere. et Rsam Tere. o
£ sewpoine 00 £ sepoins v e, Sepoins BT £ Sepoins maec . Sepoins v
Hode Hode tode Hode Hode
===, [ = [ = [
outiat Tener fee outtar Tene. fe outtar Tene. [
Fan Speed Fan Speed Fan Speed
Nl P [Py ez G

= = =
o mwoms o momw o momw
Jo L e Ju Juli
L LI | L o ud L % ud L 8l L %l
L L3 - LA LA
i\ L 1 L 1 i\ 1 L
A T WD mm
'@ NE Raon Teme. .80 Raon Tenes .8 Raon Teme. £.8°0

{osl | el el L

| = & &

Figure 257: Graphical View in Web Browser

Create home screen icon on Android devices

1. Bookmark the graphical view in your browser.

Version 3.0 LOYTEC electronics GmbH



LWEB-900 User Manual 230 LOYTEC

2. Android 4.x: Tap on the app panel (six squares) in the upper right of the home screen.
Switch to Widgets and long press on Bookmark.

Older Android versions: Long press on the home screen. From Add to Home Screen,
select Shortcuts and then select Bookmark.

3. Select the bookmark of your graphical view.
Create home screen icon on iOS devices

When the graphical view is displayed, just hit + and select Add to Home Screen.

7.1 Navigation Menu and System Menu
The navigation menu is opened by one of the following actions in the main window:

e Left click and hold: The left click and hold operation opens the navigation menu
after the time configured in the L-VIS/L-WEB Configurator. Please note that for
correct operation, the left click and hold action should be executed on a free spot
on the display. If the area of an input control is clicked, the control enters input
mode and all further input is processed by the control.

e Right click: A right click has the same effect than a left click and hold operation. It
is not available on touch displays.

Figure 258 shows an example of the navigation menu.

Figure 258: Navigation Menu

The navigation menu displays the menu items which were defined in the L-VIS/L-WEB
Configurator and and the “System” entry to open the menu shown in Figure 259.

System
Project list
Global settings
Project settings
Edit connection
Statistics

Show log

Figure 259: System Menu

The system menu give access to the following functionality:
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° Project list: Display a list of graphical views in the LWEB-900 project.

° Global settings: Refer to section 7.2.

° Project settings: Refer to section 7.3.

° Edit connection; Edit the connection parameters.

) Statistics: Refer to section 7.4.

. Show log: Refer to section 7.6.

. Refresh values: This icon is displayed only if manual only is selected as

update method in the global settings. Clicking on this icon performs a manual
update of the data point values.

7.2 Global Settings

Global settings apply to all graphical views.

° Global settings

Show error tooltips

Value refresh rate

use project settings

Language

System language

About

LWEB-802 2.2.0.20 (Thu Feb 04 2016 22:33:31)
Art. No. 70016612

Copyright © 2016

LOYTEC electronics GmbH

www.lovtec.com

OK Cancel

Figure 260: Global Settings
The Global settings dialog as shown in Figure 260 contains the following settings:

e Show error tooltips: If this checkbox is set, a tooltip is displayed showing the
OPC error when hovering over a grayed-out control.

e Update control: This setting defines how often data point values are updated. The
default setting is use project settings.

e Language: This drop down box allows changing the display language. The new
setting takes effect after reloading the application (CTRL+r).

7.3 Project Settings

This dialog contains settings which are specific to a graphical view.
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o Project settings

Name: LCampus/VIE/Weather - LCampus/VIE/\Weather
Graphical View: LCampus/GraphicalViewProject/34
File Name: undefined

File Date: Fri Apr 10 2015 15:51:28

File Size: 9792 bytes

Default page

Weather (current)

Lock project settings

Context menu for data points

Occupancy timeout (minutes, 0 to disable)
0

Mute sound

Automatically check for new project version

Autoscale

None

OK Cancel

Figure 261: Project Settings

Default page: If the graphical view contains multiple pages, the default page
which is displayed when opening the view can be selected from this drop-down
list.

Lock project settings: If this checkbox is enabled, a PIN code will be required
before opening the project settings dialog. In addition, no menu entries will be
displayed in the navigation menu. This feature can be used for example to setup a
project with multiple pages where each page controls an office room. The default
page for each user is set to the room in which he is located and then the menu is
disabled. This way each user can control only the own room.

The PIN codes can be configured in the L-VIS/L-WEB Configurator using the
menu File = Project Settings. Press the Button Setup Pin Codes... to open the
Access Codes Dialog and set the PIN code for Level 15.

Context menu for data points: If this checkbox is enabled, you can click with
your right mouse button on a control to view data point details. A context menu is
displayed listing the attached data points (see Figure 262). Select the name of the
data point for which you want to inspect the properties as shown in Figure 263.

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 233 LOYTEC

Room 202

HVAC Show menu

H e L=y nvoHCroomTemp

={ Setpoint
£ Air Condition

More...

LIGHT

1+ lMluminance
@ Automatic

2~ Manual

< Previous

Figure 262: Data Point Context Menu

nvoHCroomTemp

DataType double

Value 24.13
Timestamp  {2015-03-24T09:52:27 372
Quality good

EU Type analog
EU Units °C
Description
High EU 327

Low EU 273

Identification [VIEBG350202HCRCTO0GENOOSET00
Key VALOO

Full Path LINX151-0G2.CEAT709 Port.Datapoint
s.RI2.HC.nvoHCroomTemp

Datapoint
Trend charts
Source LWEB-300 Server

http-//bms office loytec.com 8080

Figure 263: Data Point Details

e Occupancy timeout: LWEB-802 has an internal system data point called PC
Active. If enabled, this data point is 1 as long as there is activity inside the browser
window. LWEB-802 cannot detect activity outside the browser window.

e Mute sound: This option allows disabling sound output for the project.

e Automatically check for new project version: If this option is enabled,
LWEB-802/803 automatically checks in the background if a new version of the
project is available. This check is done once every hour. If a new version is
detected, it is reloaded automatically

e Autoscale: This option is only available in LWEB-802. The user can always
change the zoom level manually using pinch-zoom or CTRL + mouse wheel. The
autoscale operation is performed for each project load, orientation change, or
resize event. The drop down box contains the following settings:

o None: No autoscale is performed and the zoom level is persistent.

o Fit in Window: The graphical view is scaled to completely fit into the
browser window.
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o Cover Window: The graphical view is scaled to fit either the width or the
height of the browser window so that the whole browser window is
covered.

o Fit Width: The graphical view is scaled to fit the width of the browser
window.

o Fit Height: The graphical view is scaled to fit the height of the browser
window.

7.4 Error Handling

If a control does not receive data from the LOYTEC device or the LWEB-900 server, the
control will be grayed out. If tooltips for error messages are enabled the OPC error message
will be displayed when hovering over the control as shown in Figure 264.

E LWEB-803: Room 202
{ Room 202

HVAC
§ Room Temperature

=] setpoint 6°C| +
£¥ Air Condition B
[#] Manual Occ. [ore

& Fan Stage 1
Louver 700
Mode HVAC_COOL
Heat Valve

ast usable value

AC Inlet/Outlet

Figure 264: Tooltip to report error

7.5 Statistics

The Statistics dialog displays the connection status with the LWEB-900 Server (see

Figure 265).
Statistics
Name Type  Status Traffic Requests Subscribed
LWEB-900 Server lweb900 running 25.5 kB 27 79

Figure 265: Connections Dialog

7.6 System Log

The system log records all activities. When reporting a problem with the LWEB-900 web
access, it is recommended to include a screenshot of the system log. This will speed-up
problem analysis.
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8 Interfaces

8.1 Trend Log CSV File

The CSV file format for a trend log is defined in this section. The CSV file starts with a
header, containing at least the first line, which specifies the CSV format (log_csv_ver). The
current version is 2. The next line contains the field log_device. It has trailing fields that
specify the vendor, product code, firmware version and device ID string. The Device ID
String contains the host name of the LWEB-900 Server.

The log_info line specifies the ID and name of the trend log object. The line log_create has
two fields specifying the date and time when this CSV log was generated. The line
log_capacity has two fields: the current number of log entries in the file and the log
capacity.

Following are one or more lines of log_item. Each line specifies a trended data point. The
first field is the index, the second the ID of the logged data point, the third the data point
name. The data point name can be augmented by engineering units in square brackets. Log
entries in the CSV refer to the item index to identify the data point, for which the entry was
logged.

#log csv_ver,2

#log _device;LOYTEC; Product Code; Firmware Version;Device ID String

#log _info;Log-ID; Log Name

#log create; YYY-MM-DD; HH:MM:SS

#log capacity; filled;capacity

#log item; index;UID;data point name [units]

After those lines any number of comment lines starting with a hash character ‘#’ are
allowed. One line contains the column headings. Lines that are not comments specify one
log record per line, using the column information as described below. The columns are
separated by commas °,” or semi-colons ;’. If commas are used as a separator, the decimal
point must be a point °.”. If semi-colons are used, the decimal point must be a comma °,’.
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Column | Field Example Description

A Sequence Number 50 The log record sequence number. This is the
monotonously increasing sequence number, which is
unique for each log record.

B Source 0 Data point source identifier. Indexes into logger_entry
header. For value lines in a multi-column CSV, this
field indexes the first column, which has a value. For the
ERROR record type, the field indexes the data source
that caused the error. For LOGSTATE, TIMECHANGE
records this field is not applicable and set to 255.

C Record Type 2 The record type: LOGSTATE (0), BOOL (1), REAL
(2), ENUM (3), UNSIGNED (4), SIGNED (5), NULL
(7), ERROR (8), TIMECHANGE (9)

D Error/Time 1 This field is valid for records of type ERROR,
Change/Log TIMECHANGE, and LOGSTATUS.
Status

E Date/Time 2007-11-02 15:34:22 The date/time of the log record. This is in the format

YYYY-MM-DD HH:MM:SS.

F Value 0 24,5 Logged value from source O or empty

G Value 1 200 Logged value from source 1 or empty
Valuen-1 5000 Logged value from source n — 1 or empty

Table 55: Columns of the Trend Log CSV File.

There are as many value columns as value sources specified in the header. If at a given
date/time more values are logged, all of them appear in the same line. If at that given time
some sources did not log values, those columns are left empty. The “Source” column in a
multi-value CSV refers to the first data source that supplied a value in a given line.

8.2 Alarm Log CSV File

The historical alarm logs can also be exported as CSV-formatted files. The CSV format of
the alarm log CSV file is identical to the trend log CSV format as described in Section 8.1.

8.3 lIdentification Key CSV File

Identification keys can be exported and imported via CSV files. Figure 266 shows and
example.

Path, Name, IK, Type, Description
./LI/I1/,nvoLIvalue,VIEBG350401LIRCTO0ZONO1ILIFOOCMDO0,DP User Output,
./LI/I1/,nviLIvalueFb, VIEBG350401LIRCTO00ZONOLILIFO0OCMF00,DP User Input,
./LI/I1/,nviLIOvrValue, VIEBG350401LIRCTO0ZONO1LIFO0OVR0O0O,DP User Input,
./LI/I1/,nvoLIovrValue, VIEBG350401LIRCTO0ZONO1ILIFO0OOVR00,DP User Output,
./LI/I1/,nvoLIvalFb,VIEBG350401LIRCTO00ZONOILIFOOCMF00,DP User Output,
./LI/I1/,nvilLIlux,VIEBG350401LIRCT00ZONO1SELOOVALOO,DP Analog Input,
./LI/I1/,nviLIoccup,VIEBG350401LIRCT00ZONO1SEOOOVALOO,DP Multistate Input,

Figure 266: Example of Identification Key CSV File
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Column | Field Description

A Path Path of the object relative to the folder from which the file was exported
B Name Name of object

C IK Identification key assigned to the object

D Type Object type

E Description Object description

Table 56: Columns of the Identification Key CSV File.

8.4 Database Interface

To allow 3 party applications access to historical data, trend and alarm logs are stored in a
dedicated database. When creating a new LWEB-900 project, you can decide which
database engine to use (see Section 5.7). The following sections describe the tables used to
store trend and alarm log information.

8.4.1 Datalog Configuration Table (DatalogConfig)

This table contains global data log parameters stored as (key, value) pairs. The "k“y" ”’s the
unique identifier of the parameter, its "v*lue” ”s a string.

Name Type Description

Id int64 Id of the parameter:
DATABASE_VERSION (0)

Value text Value of the parameter.

Table 57: DatalogConfig Table

8.4.2 Log Information Table (LogInfo)

This table contains global information on log objects.

Version 3.0 LOYTEC electronics GmbH




LWEB-900 User Manual 238 LOYTEC
Name Type Description
Id int64 Unique identifier of the log
Type int16 Type of the log:
e Device trend log (0)
e Device alarm log (1)
e Server trend log (2)
e Server alarm log (3)
SourceName varchar(64) Name of the source for this log:
e Name of a device in case of a device log
e Name of an LWEB-900 project in case of a server log
AbsolutePath text Path of the log in the form /<log source name>/.../<log
name>
SourceTotalCnt Int64 Total count of records ever logged on the log source (e.g.,
device). Some of these records might no longer be on the
log source due to log size limitation or user deletion.
ServerTotalCnt Int64 Total count of records ever logged on the LWEB-900
Server. Some of these records might no longer be in the
database due to log size limitation or user deletion.
ServerRecCnt Int64 Actual count of records stored in this log on the
LWEB-900 Server
FirstTimestamp Int64 Date/time in seconds since 1.1.1970 of the oldest record
in this log
LastTimestamp Int64 Date/time in seconds since 1.1.1970 of the newest record
in this log

Table 58: LogInfo Table

8.4.3 Log Item Information Table (LogltemInfo)

This table contains a description of the items for which trend log records are stored into the

database.

Name Type Description

Logld int64 Identifier of the log this log item is attached to

Itemld Int64 Internal identifier of the log item in the LWEB-900
configuration database

Itemindex intl6 Index of this item within the set of log items attached to
the same log

AbsolutePath text Absolute path to the log item, in the form /<root object
name>/.../<log name>

Unit varchar(20) Unit to interpret the values logged for this log item

AggregationMode int16 Aggregation mode used when logging values for this
item:
¢ val (0) : no aggregation
e min (1)
e max (2)
e average (3)

Table 59:

8.4.4 Trend Log Table (TrendLog)

Loglteminfo Table

This table contains the records forming the trend logs.
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Name Type Description

RecordType int16 The record type: LOGSTATE (0), BOOL (1), REAL
(2), ENUM (3), UNSIGNED (4), SIGNED (5), NULL
(7), ERROR (8), TIMECHANGE (9)

Logld int64 Identifier of the log this data log record belongs to
Itemindex int16 Index of the item of the log
SegqNum int64 Sequence number assigned to this record when logged

on the server

Value Nvarchar(1024) Logged value, depending on the record type:

e Datarecord (BOOL, REAL, ENUM,
UNSIGNED, SIGMNED): value of the item

e Log state record (LOGSTEATE): 1 (log enabled)
or 0 (log disabled)

e Error record (ERROR): error code

e Time change record (TIME CHANGE): Number
of seconds to clock was put forward or backward

e Other: 0

Timestamp int64 Date and time when the record was logged in seconds
since 1.1.1970

Table 60: TrendLog Table

8.4.5 Alarm Log Table (AlarmLog)

This table contains the records forming the alarm logs.
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Name Type Description

Logld int32 Identifier of the log this alarm log record is attached to

Itemindex Int16 0

RecordType int16 The record type: LOGSTATE (0), BOOL (1), REAL (2),
ENUM (3), UNSIGNED (4), SIGNED (5), NULL (7),
ERROR (8), TIMECHANGE (9)

Timestamp int32 Date and time the record was logged in seconds since
1.1.1970

SegqNum int64 Sequence number assigned to this record when logged on
the server

XAID Varchar(30) Extended alarm identifier; this identifier is used to
acknowledge the alarm on its source

State Int16 State of the alarm in case the event is an alarm event:
e 1:active, not acknowledged
e 2:acknowledged, but still active
e 3:inactive, but not acknowledged
e 4:acknowledged and inactive
e 5:inactive, no acknowledgement required

AlarmType Int16 Type of the alarm:
e 0:normal
o 1:off-normal
o 2: low-limit
o 3: high-limit
o 4:fault
e 5:huffer

Priority Int16 Priority of the alarm

AlarmTime Int64 Date and time in seconds since 1.1.1970 when the alarm
occurred

ClearTime Int64 Date and time in seconds since 1.1.1970 when the alarm
condition was cleared

AckTime Int64 Date and time in seconds since 1.1.1970 when the alarm
was acknowledged

AckSource text Name of the user who acknowledged the alarm

DisableSource text Name of the user who disabled the alarm

AckRequired Boolean True when acknowledgement is required for the alarm,
else False

Description text Textual description associated to the alarm

ValueType int16 Type of the value column:
e double (0)
e integer (1)
e bo024000lean2)

Value text Value of the data point when the alarm condition was
triggered

PointName text Name of the data point which triggered the alarm
condition

Userld int64 Internal 1D of the user who acknowledged or disabled the
alarm.

Comment Text Comment entered by the user when he disables an alarm

Table 61: AlarmLog Table
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8.5 Report Template

LWEB-900 can create reports based on trend logs. Reports can be used, for example, to
document the energy consumption in a building. The LWEB-900 Server is delivered with a
set of built-in report templates which cover most use cases for building automation. This
section describes how to create your own custom user report templates.

A user report template is a Zip archive with the (*.rep) file extension. The archive contains
the following files:

e An XML file which describes the template to the LWEB-900 Server
e A Microsoft Report File Definition file (*.rdlc)
e Anoptional (*.png) file

To create or modify the RDLC file you need the software Microsoft Report Builder. This
software is an Add-on for Microsoft Visual Studio.

You could find Microsoft Visual Studio Express 2012 here:

https://visualstudio.microsoft.com/vs/older-downloads/

To get Microsoft Report Builder you can either download the Microsoft SQL Server
Express 2012 with Advanced Services here:

https://www.microsoft.com/en-us/download/details.aspx?id=43351

Or download Microsoft SQL Server 2012 SP2 Report Builder:

https://www.microsoft.com/en-us/download/details.aspx?id=43346

Create a user defined Report Template

1. Select the build-in report template which is most similar to the report template which
you want to create. Right click on the build-in report template and select Export report
template from the context menu.

2. Change the extension of the exported file from .rep to .zip and unzip it.

3. Modify the files as described in the following sections.

4. Create a .zip archive and rename the file extension to .rep.

5. Click with the right mouse button on the folder Library/Report Templates/User
Report Templates and select Import report template from the context menu.

8.5.1 Report Template XML file

This xml file contains all information required by the LWEB-900 Server to create data for
the report.
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utf-8"2>
http://wuw.w3.orq/2001 /XML Sehema-instance” xmlns:xsd="http://www.w3.orq/2001/XMLSchema” xmlns="http://www.loytec.con/xsd/lweb300/Paranber/1.0/">

<Zxml version="1.0" encodi:
<ParamDefinition xmlns

<TemplateDesc>Compare two sets of trend logs during different time periods</TemplateDesc
<ConmenParams>
<ReportParam paramiiame="ReportDescription” paranType="ReportDesc"/>
<ReportParan ExecutionTime"/>
<ReportParan Axis label" pa:
<ReportParan Group 1 name" pa:
<ReportParan Group 2 name" pa:
<ReportParam paramName="EngineeringUnit" paramlabel="Unit" param
<ReportParam paramiiame="GrouplPrecision" paramlabel="Decimal digits" par
<ReportParam paramiame="EnableCompareGauge” paramLabel="Show compare gauge
<ReportParam paramiiame="EnableCompareChart" paramlabel="Show compare chart" pa
<ReportParam paramiiane="EnableCompareTable” paramlabel
<ReportParam paramiiame="EnableTable" paramlabe
<ReportParam paramiane="EnableltemsTables” D
<ReportPazam paraniizme="EnableltemsCharts" b
<ReportParam paramiame="YourCompanylogo" paramlabel="Image file (*.1pg/*.png)"
<ReportPazam paramiiame="LogoPositien" paramlabel="Select logo position" param
</CommonParams>

="Energy [KWh]"/>
"Current"/>
"Baseline"/>

Wme />

ouplName" paramLab:
oup2Name" paramLab:

2taType="Boolean" />
taType="Boolean" />
ataType="Boolean" />
"Boolean" />
aType="Boolean" />
oolean" />
"Image" />
"Integer" par:

mStateMap="Bottom-Right,Bottom-Left, Top-Right, Top-Left"/>

<DataSet dataSetlame='DataSetl" dataSetType="TrendlogSingleValueColumn'>
<DataSetParam groupName="Group 1">
<DatalogSourceParam ma:
<ValusMethod per
<ReportParam paramiiame:

sction="Please add trend log items'>

Average"/>

oupiPeriodFron" paramType="PeriodFrom"/>
<ReportParam paramiame="GrouplPeriodTo" paraml PeriodTo"/>
<ReportParam paraniiane="StepInterval” paranT StepInterval"/
<ReportParam paramiame="GrouplColor" paranTyps="Color" param

</DatalogSourceParam>
</DatasscParam>

418CFO, #FCBAA1, $DF3A02, #056492, 4BFBFBF , #1A3B69 , #FFE382 , #129CDD, #CAGBAB, #005CDB, #F3D288 , #506381, #F1BIAS  #E0830A, $7893BE" />

<DatasetParam groupName="Group 2">
<DatalogSourceParam ma:
<ValueMethod perio
<ReportParam paramiame="Group2PeriodFrom" paranType="PeriodFrom"/>
<ReportParam paramName="Group2PeriodTo" paramType="PeriodTo"/>
<ReportParam paramiame="Group2Color" paramType="Color" paramVa
</DatalogSourceParam>
</DataSetParam>
</Dataset>

ms="0" u
o=

="Please add trend log items">

" #7893BE, #EDS30A, #F1BIAS , #506381, #F3D288 , #005CDB, #CAGBAB, #129CDD, #FFE382, #1A3B63, #BFBFEF, #056492, ADF3AD2, #FCB441, #418CF0" />

</ParamDefinition|

Figure 267: Example of report template XML file with two data groups
The XML file consists of the following main sections:
e TemplateDesc: This xml tag contains the description of the report template

e CommonParams: Each report template can be customized using parameters. This
xml tag contains common parameters which apply to the whole report.

e DataSet: Each report template operates on a data set. A data set can contain one or
two groups. This section defines also the parameters which apply to a specific
group.

Common Params

Common parameters are displayed in the report properties on the Parameters tab as shown
in the following screenshot.
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Properties of Report 'Report'... @

Properties | Datalogs | Parameters

Please define values for all parameters of the report.

Parameter Value

¥-Auis label Energy [kWh]

Group 1 name Current

Group 2 name Baseline

Unit kWh

Decimal digits 2

Show compare gauge [/

Show compare chart £

Show compare table £

Show value table £

Show items tables v

Show items charts &

Image file (*jpg/*png) L
Select logo position Bottom-Right h

[ cancel |

Figure 268: Common report parameters as seen in LWEB-900 Client

Each common parameter can have the following attributes:

paramName: Name of the parameter. This name has to match the name of the
parameter in the .rdlc file.

paramLabel: Label displayed in the Parameters tab of the report properties. If this
attribute is not specified, the parameter is not displayed.

paramValue: Default value of the parameter.

paramType: Parameters can have the special types shown in Table 62. If this
attribute is not specified, the parameter is a generic parameter.

paramDataType: Data type of the parameters as described in Table 63. If this
attribute is not specified, the type is Text.

paramStateMap: If paramDataType is Integer, a state map can be provided. The
state map is a comma separated list of values.

paramType Description

ReportDesc Parameter contains the description of the report as defined in the report
properties

ExecutionTime Parameter contains the date and time when the report was created

Image Parameter to select an image which should be displayed in the report

Generic Any other parameters

Table 62: Attribute paramType for common report template parameters
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paramDataType | Type Description

Text VarChar Text input field

Integer Int32 If the attribute paramStateMap is provided, a combo
box with the available states is displayed.

Boolean Boolean Checkbox

Table 63: Attribute paramDataType for common report template parameters
Data Set
The DataSet element contains one or two DataSetParam elements. The DataSetParam

elements correspond to the groups on the Datalogs tab as shown in Figure 269. The
groupName attribute define the display name for a group.

Properties of Report ‘Electric Energy Compare Month'. =]

Properties | Datslogs | Parameters

Group 1 | Group 2

Time Period

© From [Relative_~| to startof curent [Day ~ |. 2 dayt) agoat | 1200 M =] v
To [Relstive =|tostartof cument [Day |, 0 day(s) agoat | 1200 AM % -

Identical to

Step Interval

@ Setto 1 Day |
Identical to

) None

Please add trend log items

[aca- |
Datalog item Reportlegend  Color Aggregation Mode Scale factor  Path

[ Trend KG_Wh /Network/Devices/VIE/|
& niWhTot K& Bl -] Delts, Max counter value: 0 0001 Network/Devices/VIE/
[7 Trend_£G_wh wu/Network/Devices/VIE/|

o
- niWhTot G [ ~] Delta, Max countervalue: 0 0001 ~./Network/Devices/VIE/
[ TrendWattHours /Network/Devices/VIE/|
& niWhTot 0G1 M -] Delts, Max counter value: 0 0001 Network/Devices/VIE/
[¥ TrendWattHours Network/Devices/VIE/|
< miWhTot 0G2 I -] Delts, Max countervalue: 0 0,001 ~./Network/Devices/VIE/|
¥} TrendwattHours ../Network/Devices/VIE/|
& niWhTot 0G3 [ ~] Delts, Max counter value: 0 0001 Network/Devices/VIE/
[ TrendWattHours Network/Devices/VIE/|

o
< nviWhTot DG I -] Delts, Max countervalue: 0 0001 ../Network/Devices/VIE/|

i

Cancel |

Figure 269: DataSet element as seen in LWEB-900 Client
The DatalogSourceParam element has the following attributes:

o maxltems: Maximum number of trend log items in this group. If the value is set to
0, an unlimited number of trend log items can be attached.

e userlnstructions: Text displayed in user dialog.

The ValueMethod element allows defining the default aggregation mode. The following
values are allowed:

Version 3.0

LOYTEC electronics GmbH



LWEB-900 User Manual 245 LOYTEC

periodValueMethod | Description

Average Average value during the step interval

FirstValue First value in the step interval

LastValue Last value in the step interval

Min Minimum value in the step interval

Max Maximum value in the step interval

Sum Sum of all values in the step interval

Delta Calculate the difference between the last value of the current step
interval and the last value of the previous step interval. This aggregation
mode is used for energy counters.

OnCounter Counts how often the value changed from zero to non-zero during the
step interval.

OffCounter Counts how often the value changed from non-zero to zero during the

step interval.

PulseCounter

Count how many occurrences of the following sequence is detected
during the step interval: change from zero, to non-zero and then change
back to zero.

RunningTime Time during which the value is non-zero
DownTime Time during which the value is zero
Availability RunningTime/(RunningTime+DownTime) in percent

Table 64: Attribute periodValueMethod for data group

The ReportParam elements define parameters which apply to a specific data group. They
can have the following type:

paramType Description

PeriodFrom Parameter contains the start of the time period for which the report was
created.

PeriodTo Parameter contains the end of the time period for which the report was

created.

Steplnterval

Parameter contains the step interval of the report.

Color

This parameter contains the colors configured for each trend log item in the
data group. A default color palette can be provided in the paramValue
attribute. The colors are encoded in hexadecimal in a RGB color space
(value between: #000000 — black and #FFFFFF - —hite) and separated by
commas. There should be no space between any characters and the latest
color shall not be followed by a comma.

Table 65: Attribute paramType for data group parameters

8.5.2 Microsoft Report File Definition

A Report Definition Language Client-side is a type of file used to create reports with
Microsoft Reporting technology. To create, preview or modify a RDLC file you will need
the Report Designer from Microsoft Visual Studio 2012 or later.

Note RDLC files are encoded using XML. However, we do not recommend modifying the file
using a text editor as you could easily break the report file.
You can create an RDLC file from scratch or export a build-in report template as starting
point.
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EE] EE|

«Expra
[@ReportDescription]

[&ReportName]

«Expra [@Group1PeriodFrom] to [@Group1PeriodTo] ‘ «Exprs [@ExecutionTime] ‘ «Expra

[@ChartTitle]

—— Hame A - Saries 1 NameA-Series2 = NameB-Seres 1 == Name B - Seriss 2
[@ChartTitle]
— [Name] [Mame]

g /\
En 60
Z 40 ’/ \/
& 20
8

0

=Variable0! D aaTideorlaS 120r. ... =Variabled! DaaTideordaS120r. ... =Variabled! DaaTideordaS120r. ... =Variabled! DaaTideordaS12or. ...
=Variabled! D 2aTideorDaS 1 Zor. ... =Vanabled!DaaTidsordaS120r. ... =Vaniabled! D 3aTideordaS 1 2or. ... =Varisblied!DaaTideorDas120r. ..
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Figure 270: RDLC file as viewed with Microsoft Report Builder

RDLC parameters

Each of the parameters defined in the Report Template XML file has to correspond to a

parameter in the RDLC file.

You can add new parameters in Microsoft Report Builder using the Report Data view
(CTRL + ALT +D when you have a RDLC file open). Name and Data type of RDLC
parameters have to match with the attributes paramName and paramDataType in your

Report Template XML file.

Report Data: Compare vLrdic [Design] & X

New - Edit..
X Report Parameter Properties =)

» Il Built-in Fields

[@] GrouplPeriodFrom Change name, data type, and other options.

1@ GrouplPeriodTo Available Values
18] Group2PeriodFrom Default Values
121 Group2PeriodTo
@] ReportDescription
@] AxisTitleY

Name:

EnableltemsTables

Data type:
@] GrouplName
2] Group2Name
13 Groupl Precision
2] EngineeringUnit Allow null value
@] ExecutionTime [F] Allow muttiple values
1] Steplnterval
1@ YourCompanylLoge
18 EnableCompareGauge
121 EnableCompareChart
12] EnableTable
1) EnableltemsTables
18] EnableltemsCharts
18] EnableCompareTable
1] LogoPosition
121 GrouplColor
1] Group2Calor

B Images

b il Datasets

Figure 271: RDLC Parameters as seen with Microsoft Report Builder
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8.5.3 Image File

The image file for a user-defined report template is optional but strongly recommended. It
provides a preview when selecting a report template. If no image file is provided, a default
image will be displayed. Size minimal recommended: 150*250 pixels

Sélection d'un modéle de rapport... [=]

d]|F | @ | © Cliquez sur le bouton Rechercher pour démarrer la recherche... |

4[] TestssL = K 4 [1a] w00 > ¥

4 ing Bibliothek
4 [a@ Vorlagen fir Berichte
af Eingebaute Berichtvorlagen
L7}

Stacked Column Chart - Energy Signature v1
G 2
WideScreen — ompre
I

]

-

3 objets de 3 (1 sélectionnés) OK Annuler

Figure 272: Example of report template with and without (Compare v2) image file
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9 Troubleshooting

9.1 Technical Support

LOYTEC offers free telephone and e-mail support for the L-WEB product series. If none of
the above descriptions solves your specific problem please contact us at the following
address:

LOYTEC electronics GmbH
Blumengasse 35

A-1170 Vienna

Austria / Europe

e-mail : support@loytec.com
Web : http://www.loytec.com
tel : +43/1/4020805-100
fax : +43/1/4020805-99

or

LOYTEC Americas Inc.
N27 W23957 Paul Road

Suite 103

Pewaukee, W1 53072

USA

email: support@loytec-americas.com
web: http:/ /www.loytec-americas.com
tel: +1 (512) 402-5319

fax: +1 (262) 408 5238

or

LOYTEC Asia Corporation Ltd.
16F.-3, No. 155, Zhongyang Rd
Xindian District

New Taipei City 23150

Taiwan

email: support-asia@loytec.com
tel: +886 (2) 8913 7838

fax: +886 (2) 8913 7830
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9.2 Bug Reports

When you report a bug, you can speed-up the problem analysis a great deal if you include
the right information. These guidelines explain how to write such reports.

Before you report a bug, make sure your software is up to date. A good bug report includes
the following items:

e  Description how to reproduce the problem. This is the most important part of the
bug report. The developer has to be able to reproduce the bug on his or her own
computer. Include screenshots to document the steps to reproduce the problem.

e System Log: The system log can give useful information about what was
happening at the time when the problem occurred.

e  Project backup: Sometimes the problem cannot be reproduced without a backup of
your setup. There might be something unusual about your configuration which is
necessary to reproduce the bug.

Save system log to CSV file
1. Start LWEB-900 Server Ul
2. Select File & Display System Log from the menu bar.

3. Press on the button Save to CSV file.

‘P rogrammeil OY TECW. WEB-900\ServeriServer. log

Date & Time Module Source Message Severity =
2012-10-25 14:08:13 10.101.18.11 (#25... Log read: 288 records from 96245 (2012-10-24T14:08:13.000) to 96532 (20...  Information

2012-10-25 14:08:27 10.101.18.11 (#25.. Log read from index 96533 starting ... Information
2012-10-25 14:08:27 10.101.18.11 (#25... og read: 289 records from 96245 (2012-10-24T14:08:13.000) to 96533 (20...  Information

2012-10-25 14:08:32  LOG 10.101.18.11 (#25... og read from index 96440 starting ... Information

2012-10-25 14:08:33  LOG 10.101.18.11 (#325 Log read: 288 records from 96153 (2012-10-24T14:13:13.000) to 96440 (20 Informaticn
2012-10-25 14:08:33  ActionManager System Action Serv...  executs

2012-10-25 14:08:34  ActionManager System Action Serv...  DONE

2012-10-25 14:08:38  LOG 10.101.18.11 (#25...  Log read from index 96489 starting ... Information
2012-10-25 14:08:38  LOG 10.101.18.11 (#25. oqg read: 288 records from 96202 (2012-10-24714:13:13.000) to 56483 (20 Informaticn

2012-10-25 14:08:43  ProjectManager LCampus Cyclic check for database connectivity OK Information
2012-10-25 14:08:44 LOG 10.101.18.11 (#25...  Log read from index 96533 starting ... Information
2012-10-25 14:08:44  LOG 10.101.18.11 (#25...  Log read: 288 records from 96246 (2012-10-24T14:13:13.000) to 96533 (20...  Information
2012-10-25 14:08:50  LOG 10.101.18.11 (#25...  Log read from index 96533 starting ... Information

2012-10-25 14:08:51  LOG 10.101.18.11 (#25...  Log read: 288 records from 96246 (2012-10-24T14:13:13.000) to 96533 (20... Information

o
[¥]Fatal emor [#]Emor [¥]Warning [¥]Information [T]Enable debug information E]

Figure 273: LWEB-900 Server System Log

Create a project backup

1. Start LWEB-900 Server Ul

N

Right click on the project and select Backup project from the context menu.
3. To minimize the size of the project, select the option Configuration project backup.

4. Click on the button Make backup.
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Project Backup for LCampus =
Backup lacation: | C:\lwebs00\backup | E]
Backup type: [Configuration project backupfE®d

Backup progress

Close

Figure 274: Project Backup
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10 Specifications

10.1System requirements

The LWEB-900 Server requires a Windows PC with the following minimum requirements:
2 GHz 32-bit or 64-bit processor

4 GB main memory

50 GB free hard disk space (for program installation and database)

Ethernet access

Operating System:

o

o

(0]

Windows 7

Windows 8

Windows 10
Windows Server 2008
Windows Server 2012
Windows 2016 Server

The LWEB-900 Client requires a Windows PC with the following minimum requirements:
2 GHz 32-bit or 64-bit processor

2 GB main memory
1 GB free hard disk space

Ethernet access

Operating System:

(e]

(e]

(o]

(o]

(o]

o

Windows 7

Windows 8

Windows 10
Windows Server 2008
Windows Server 2012
Windows 2016 Server

Minimum display resolution; 1280x720
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For the LWEB-900 web access one of the following browsers is required:
e Google Chrome (recommended)
e Firefox
o Internet Explorer 10-11, Microsoft Edge
e Android web browser 4.x and later

e iOS web browser
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12 Revision History

Date

Version

Author

Description

2012-12-14

1.0

AD

Initial revision for LWEB-900 1.0.0

2012-05-24

11

AD

Update for LWEB-900 Version 1.1.0:

License model based on number of devices

Support secure communication (SSL) between server
and client

Use web services for all communication between
server and LOYTEC devices

Support graphical view templates

Support graphical views in devices

Support upload global connections

Group multiple occurrences of the same alarm
Search in object path

Search in fields of structured data points

Navigation view: additional hierarchy level added to
context menu options

Import of LWEB-900 project: renaming of the
imported project is now possible

2014-03-02

1.3

AD

Update for LWEB-900 Version 1.3.0:

Reporting
LWEB-900 Server schedules
Alarming improvements

Create L-VIS project from LWEB-900 Server
graphical view

Allow wildcards in search expressions

Hide folders to which user has no access
Import and export Identification key schema
Datapoint details

Chart view improvements

Manage files in master device manager

2015-03-30

2.0

AD

Update for LWEB-900 Version 2.0.0

2015-04-11

2.1

AD

Update for LWEB-900 Version 2.1.0

2017-06-03

2.2

AD

Update for LWEB-900 Version 2.2.0

2019-04-04

3.0

AD

Update for LWEB-900 Version 3.0.0
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